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Eric McAlpine is the Founder and Managing Partner at Momentum Cyber. 
He has spent over 20 years in the technology industry as a strategic 
advisor to boards, founders and CEOs, a two-time founder, and award 
winning engineer. He is a highly sought out speaker on the cybersecurity 
market at major industry conferences, private events, and corporate 
gatherings, sharing insights into M&A, capital markets, and industry 
trends.
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Eric McAlpine, Founder and Managing Partner

Welcome to Momentum Cyber’s special report on the evolution of cybersecurity services. There 
has never been a more exciting time for this sector of the market. Google Cloud’s $5.4 billion 
acquisition of Mandiant, one of two public cybersecurity companies with significant services 
revenue, was a signature move that will impact the entire industry for years to come. This special 
report focuses on the impact of this deal on the industry and what to expect next.



Our firm has had a front row seat to the activity in the cybersecurity services market. Since the 
firm’s inception, we’ve served as a tremendous strategic advisor for many services and tech-
enabled services transactions. A notable highlight was the merger of Fishtech Group with 
Herjavec Group via Apax Funds, which was honored as SC Magazine’s Deal of the Year in 2022. 
We’re in a unique position and would like to share what we’ve learned in this specialized area of 
the industry.



This special report marks the beginning of a new journey for Momentum Cyber’s research team. 
Our reports, headlined by our annual Cybersecurity Almanac, are read and shared by tens of 
thousands of people each month — including many of the most respected leaders and brightest 
minds in the industry. However, we’re always looking for opportunities to do more and take our 
research to the next level!



We’re excited to be launching an ongoing series of special reports covering the most dynamic 
and impactful topics in the industry. They’re a unique combination of our firm’s deep industry 
knowledge, proprietary data, and unparalleled reach. The reports will feature analysis, insightful 
conversations, and data that’s being shared publicly for the first time.



We hope you enjoy this report on a market that’s special to us as a firm! If you would like to 
discuss this report or our insights into the cybersecurity industry, please give us a call.




Introduction



Key Findings

Existing cybersecurity services businesses 
are being transformed from pure services to 
a portfolio of products and services.   

This transformation is happening across all sizes of 
companies within the sector. New companies are 
starting out as productized services, and large 
companies are building and acquiring 
complimentary offerings. 



Services enabled by and scaled with technology 
have better margins and revenue predictability than 
traditional services firms. This makes them more 
appealing to investors and potential acquirers.

Business Model Transformation

The volume of M&A activity in services is 
higher than any other sector in 
cybersecurity.   

In total, the Security Consulting, MSSP, and IR 
sectors have seen 400 transactions since 2016 — 
234 more transactions than Identity and Access 
Management, the next highest sector during this 
period. 



Strategic buyers are adding both large and small 
services firms to round out service offerings and 
increase market share. Additionally, private equity 
firms are performing rollups to consolidate and 
transform complimentary services firms into larger 
scale businesses.

Consolidation

Segments of the cybersecurity services 
market are becoming “productized” through 
a new delivery paradigm.   

Standardized services are being turned into 
technology products. People are being augmented 
by technology to scale delivery. Repeatable aspects 
of service delivery are being automated entirely. 
Business models are shifting from one-off projects 
to recurring subscriptions. 



This trend is driving internal investments in new 
product development, later stage venture capital 
financing in productized services businesses, and 
M&A activity from private equity firms, strategic 
acquirers, and cloud service providers.


Productization
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Next-Gen Cybersecurity Services  
and Their Convergence
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The cybersecurity services sector is vibrant with a level of change and progress that has never 
been seen before. Despite being one of the most mature segments within the cybersecurity 
industry, the rate of change and convergence in services is accelerating.



Established services firms and project-based service offerings will continue to play an 
important role in the industry. However, the recent wave of innovation is questioning long-
held assumptions about how services businesses work and, from a business standpoint, how 
they’re valued by potential acquirers.



Next-gen services companies are fusing technology and human expertise to transform the way 
services are delivered. They’re defying the limits of scaling with people alone by creating 
bundled service offerings that include technology products with humans in the loop. They’re 
also changing the entire business model. 



Services engagements are shifting from one-off projects with hourly rates to ongoing 
subscriptions with continuous delivery of services. Unlike SaaS companies, many services firms 
have minimal recurring revenue. Next-gen cybersecurity services companies are generating 
meaningful ARR because their offerings include both technology and services delivered on a 
recurring basis. This section is a deeper exploration of selected next-generation services 
categories and their impact on the industry.






Introduction

Next-Gen Cybersecurity Services  
and Their Convergence
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Technology-enabled firms are leading the way for a new 
generation of cybersecurity services.
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Managed Detection and Response (MDR) is one of the most technology-enabled services in 
cybersecurity. Services typically include a combination of multiple technologies and highly 
trained security analysts who are responsible for monitoring a network and responding to 
incidents.



MDR platforms augment analysts with an increasingly powerful set of tools and techniques to 
identify and analyze potential threats — including machine learning algorithms, behavioral 
analytics, network traffic analysis, and more. Development of proprietary technology to lower 
response times, increase the accuracy of detection, and balance costs is one of the main value 
drivers for companies in this sector.



Scope of services varies widely, ranging from a lightweight extension of traditional MSSP 
services to full-stack technology and services platforms with detection, response, and 
proprietary tech platforms. Providers with end-to-end capabilities are able to quickly 
investigate and assess the situation, determine the appropriate response, and implement it to 
prevent or mitigate the impact of the threat.



The MDR sector is beginning to experience both evolution and competition from eXtended 
Detection and Response (XDR) providers and platforms. By combining multiple detection and 
response technologies into a single platform, XDR is intended to help organizations detect and 
respond to threats more quickly and effectively. This dynamic is driving significant innovation 
even though the final outcome remains to be seen.


Overview

Managed Detection and Response (MDR)

Next-Gen Cybersecurity Services and Their Convergence

By 2025, 50% of organizations will be 
using MDR services for threat 
monitoring, detection and response 
functions that offer threat containment 
and mitigation capabilities.

2021 Gartner Market Guide for MDR Services
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Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

High Market Growth

Gartner expects the MDR market to grow combined 
revenue from $1.03 billion in 2021 to $2.15 billion 
in 2025 at a 20.2% CAGR. Gartner’s customer 
inquiries about MDR grew 35% last year. 



The market is growing rapidly as companies seek 
more specialized MDR capabilities over (or in 
addition to) broader MSSP services. Market 
expansion is also occurring from companies who 
didn’t previously operate a SOC or choose to 
augment or outsource their SOC to external 
providers.


Consolidation with MSSPs

Managed Security Service Providers (MSSPs) are 
making acquisitions and developing new product 
and services offerings to expand their managed 
security capabilities into the MDR market. 



There are natural areas of alignment and 
opportunities for consolidation as MSSPs seek to 
expand their services and protect their existing 
customer base. This dynamic is further accelerated 
by customers rationalizing the number of service 
providers they work with.


Evolution Towards XDR

Technology platforms built or used by MDR firms 
are evolving towards eXtended Detection and 
Response (XDR), an emerging product and services 
category that combines traditional endpoint 
monitoring with other sources of security telemetry 
throughout a company’s network. 



Although the definition for XDR is still shifting, the 
impact is more clear: MDR firms can provide 
greater value by ingesting and monitoring activity 
across endpoints, networks, identity, cloud 
environments, and more.


Market Dynamics
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Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Elevated Threat Level

The frequency and impact of attacks has created a 
prolonged period of elevated threat levels. 
Ransomware, data breaches, geopolitical events, 
and more have impacted companies of all sizes — 
even the most sophisticated technology companies 
in the world. 



Unfortunately, our elevated threat level is likely to 
remain high due to the relative success of threat 
actors in their attacks, the global economic 
downturn, and other factors driving activity.


Technology-Driven Quality and Economics

Innovation in internally developed technology 
platforms and technology partnerships with 
product companies is increasing the quality and 
improving economics for MDR services. 



MDR firms with a strong mix of automation and 
human augmentation in their service delivery 
models are highly profitable businesses. They’re 
both cost effective and valuable to customers as 
quality of delivery is improved and costs are 
reduced.


Consistent Security Spending

Budgets and spending on security products and 
services has remained high despite months of 
economic downturn. This trend is closely related to 
the continuously elevated threat level. 



Attackers aren’t letting up, so companies have to 
respond by investing in security — especially core 
security operations functions like detection and 
response. As a cost center, security spending is 
never fully insulated from budget cuts. However, 
signals point to it remaining a high priority budget 
item for both SMBs and enterprises.


Tailwinds
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Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Differentiation

Standing out in a fragmented and competitive 
sector like MDR is challenging. MDR providers are 
continuously seeking ways to differentiate 
themselves against both competitors and adjacent 
technologies like SIEM, SOAR, and traditional 
MSSPs.



Current areas of differentiation include scope of 
visibility and coverage, quality and timeliness of 
alerts, scope and breadth of services, and 
investments in fully managed technology stacks.


Vendor Lock-In Concerns

Many MDR providers use proprietary technology 
and processes to deliver their services. This raises 
buyer concerns about vendor lock-in, which can 
make it difficult for organizations to switch to a 
different MDR provider if they are dissatisfied with 
their current provider.



In response, MDR providers are defining and 
adjusting their strategic positioning based on 
factors like company size, security personnel, 
existing security products, and more.

Risk of False Positives

A major challenge MDR platforms face is avoiding 
false positives, which can create unnecessary work 
for security teams. This risk makes some 
organizations hesitant to adopt MDR services due 
to concerns about the potential distraction and 
expense caused by false positives.



Leading MDR companies are investing heavily in 
technology and human augmentation to reduce or 
avoid false positives. Both the perception and 
quantifiable measurement of false positives is an 
important factor for differentiation in this market.


Headwinds
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Selected Transaction Profiles

Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Target Overview

Cysiv is a provider of a SOC-as-a-Service solution. The Company’s platform 
combines all the elements of a modern 24/7 SOC including a cloud-native next-
gen SIEM platform, a team of experts, actionable threat intel, SLAs and runbooks, 
and an optional managed security stack. The platform delivers these features as 
a service, combining technology with seasoned experts to work alongside 
customers and protect organizations.



Deal Rationale

Forescout’s acquisition of Cysiv allows the Company to expand its ability to 
provide enhanced threat detection and response through automated 
Cybersecurity services. Cysiv aims to combine their agentless visibility and 
automated Cyber offerings with Cysiv’s threat analytics and detection capabilities 
to create a unique closed-loop threat protection solution.



acquires

Undisclosed

June 6, 2022

Target Overview

Arctic Wolf provides security operations as a concierge service through their 
suite of solutions. The Company’s platform offers managed detection and 
response (MDR), managed risk, managed cloud monitoring, and managed 
security awareness services. Arctic Wolf’s services are delivered through their 
“Concierge Security” experts that work as an extension of internal teams to 
provide 24×7 monitoring, detection and response, as well as ongoing risk 
management to proactively protect organizations while continually 
strengthening their security posture.



Deal Rationale

This financing round fuels Arctic Wolf’s continued growth at scale and gives the 
company strategic options across acquisitions, product development, 
partnerships, channels, and more.



$401 Million

Later Stage VC

October 6, 2022

Target Overview

Datashield offers a suite of security solutions with a focus on managed detection 
& response. The Company’s platform provides MDR capabilities to the mid-
market and SMB enterprises, allowing users to receive insight into threats, along 
with analysis and response services. 



Deal Rationale

While financial terms of the deal were not disclosed, this acquisition allows the 
business to transition back to leadership of CEO Michael Malone who previously 
sold the Datashield business to ADT in 2017. Michael now leads Lumifi and the 
deal will provide Lumifi with Datashield’s platform in order to advance the 
company’s mission of combining always-on attack simulation with automated 
remediation to alleviate the cybersecurity skills gap.



acquires

Undisclosed

May 3, 2022
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Selected Transaction Profiles

Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Target Overview

Critical Start offers managed detection and incident response services powered 
by their Zero Trust Analytics Platform (ZTAP) with the industry's only Trusted 
Behavior Registry (TBR) and MOBILESOC. The Company provides 24/7/365 expert 
security analysts to assist users, as well as a dedicated Cyber Research Unit to 
monitor, investigate, and remediate alerts swiftly and effectively.



Deal Rationale

This funding round consisted of $215M in development capital from Vista Equity 
Partners. Critical Start’s position in the MDR market allows them to use the new 
capital from Vista to further invest in its technology, product, and service 
offerings as well as expand its teams.



$215 Million

PE Growth / Expansion

April 12, 2022

Target Overview

eSentire delivers managed risk, managed detection & response, and threat 
intelligence services to over 1000 organizations globally. The Company offers 
XDR technology, threat hunting, and security operations leadership in order to 
both mitigate risk and enable security throughout an enterprise. 



Deal Rationale

This transaction consists of an agreement between Georgian and Caisse de 
depot et placement du Quebec (CDPQ) for the purchase of shares valuing the 
company at $1.1B to reach unicorn status. Georgian and CDPQ are buying shares 
from Warburg Pincus,  the pair will collectively own 35 percent of eSentire post-
close.



$325 Million

Secondary Transaction

February 22, 2022

Target Overview

BlueVoyant offers cybersecurity services across managed detection and response 
with 24/7 detection and response inside customer networks and endpoints, 
third-party risk management, digital risk protection, and professional services. 
The company’s platform delivers end-to-end internal and external Cyber 
solutions with a modern SOC, comprehensive data collection and analytics 
services, and more.



Deal Rationale

In a Series D round led by Steven Mnuchin’s Liberty Strategic Capital, BlueVoyant 
increased their funding to $585M. The company noted that the new financing 
raise will enable the firm to continue deepening its advanced technical 
capabilities, accelerate its global expansion, and build upon their record-setting 
2021 that included triple-digit growth momentum, key acquisitions, and an 80% 
increase in customer count.



$250 Million

Series D

February 23, 2022
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Selected Transaction Profiles

Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Target Overview

Expel delivers Security Operations, Managed Detection and Response (MDR), and 
other remediation, phishing, and threat hunting capabilities to customers 
globally. The company’s platform and team of experts work together to provide 
customers with both extended detection and response (XDR) capabilities and 
24x7 alerting & response functionality, advancing security strategies unique to 
enterprise needs.



Deal Rationale

Expel’s Series E raise secured $140.3M in new capital for the firm in a round co-
led by CapitalG and Paladin Capital Group. As of the raise, Expel has raised a 
combined total of $257.9 million in financing and a valuation over $1 billion. The 
company plans to use the capital injection to fund investment in product 
research and development, introduce new capabilities, fuel amplified sales and 
go-to-market initiatives, expand partner relationships, accelerate international 
expansion and further mature business operations.



$140 Million

Series E

November 18, 2021

Target Overview

Red Canary provides cloud-based MDR levels that empowers the modern 
security operations center to win against rapidly evolving adversaries. The 
company’s platform offers threat detection and hunting and response 
capabilities driven by human expert analysis and guidance across endpoints, 
cloud workloads, identity, and SaaS applications. These features aim to 
significantly improve threat coverage, reduce dwell time, and eliminate alert 
fatigue.



Deal Rationale

The Series C round, led by Summit Partners, brought Red Canary’s total funding 
to over $125M. The raise provided the company path to meet rapidly growing 
customer demand for protection across the entire environment including 
endpoints, network alerts, and cloud workloads.



$81 Million

Series C

February 17, 2021

merges with

Undisclosed

December 30, 2021

Target Overview

Fishtech Group is a leading current-generation service provider enabling secure 
business transformation. Fishtech’s experienced cybersecurity professionals plan, 
produce, and implement innovative solutions that ensure security and success. 
Founded and led by CEO Gary Fish, Fishtech Group includes the Security-as-a-
Service division CYDERES (Cyber Defense and Response). CYDERES supplies the 
people, process, and technology to help organizations manage cybersecurity 
risks, detect threats, and respond to security incidents in real time.



Deal Rationale

The deal brings together the complementary strengths of both organizations, 
resulting in an industry powerhouse with a broad, holistic suite of best-in-class 
managed detection and response capabilities (MDR), professional services, and 
identity offerings with a global perspective to address enterprise customers’ 
increasingly complex information security needs.
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Selected Transaction Profiles

Next-Gen Cybersecurity Services and Their Convergence  
Managed Detection and Response (MDR)

Target Overview

Reliaquest blends a cloud-native Open XDR platform with engineering, threat 
detection, threat analysis and incident response capabilities, operationalizing 
tools and empowering security team. The Company’s “GreyMatter” cloud-native 
Open XDR platform, works alongside people-powered security expertise to offer 
customers increased visibility and effectively measured and managed risk for 
continuous improvement.



Deal Rationale

This financing round consisted of $300M in growth funding led by KKR with 
participation from Ten Eleven Ventures and ReliaQuest founder and CEO Brian 
Murphy. The Company noted that they would support ReliaQuest in accelerating 
the company’s growth initiatives, including international expansion and platform 
development. Since the raise, Reliaquest purchased Digital Shadows via their 
sponsors in 2022 in order to expand their digital risk and threat intelligence 
technology.



$300 Million

PE Growth / Expansion

August 25, 2020
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Now it is time to diversify and channel 
investments into being prepared to 
respond when attacks land. 



Organizations need to work with 
providers that understand the value 
proposition of shifting to a proactive 
mindset from a reactive one.

IDC MarketScape: Worldwide Incident 
Readiness Services 2021 Vendor Assessment

Incident Response (IR) services inherently require a high degree of human involvement and 
expertise due to the dynamic, complex, and sensitive nature of incidents and data breaches. 
However, the increasing complexity and scale of breaches is creating a need for technology to 
augment both proactive preparation and reactive response efforts.



Core IR services remain as important as ever. Organizations are increasingly aware they need 
access to experts if an incident occurs. Innovation in this space is being driven by necessity. 
Recent breaches have made it clear that incidents can happen to even the most sophisticated 
organizations. 



Technology is enabling cybersecurity services firms to proactively prepare their clients for 
incidents, broaden the scope of investigations, and partner with cyber insurance providers. In 
some cases, firms are expanding their suite of managed services using white label tech 
platforms to offer incident response for the first time.



Finally, the changing expectations and role of cyber insurance providers is driving behavioral 
change for organizations seeking coverage. Next-gen insurance offerings are fusing traditional 
insurance principles with technology-driven risk assessments, monitoring, and response. This 
evolution is early stage, but it’s clear that cyber insurance won’t be passive coverage in the 
future. The role of insurance providers will be an increasingly important driver of change in this 
sector of the services market.


Overview

Incident Response (IR)

Next-Gen Cybersecurity Services and Their Convergence
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Next-Gen Cybersecurity Services and Their Convergence  
Incident Response (IR)

Shift From Reactive to Proactive Response

Cybersecurity leaders are shifting their strategy 
from reactive incident response to proactive 
incident readiness and preparation. They’re 
acknowledging that incidents are likely to occur, 
which changes the focus from prevention at all 
costs to better managing an incident when it 
happens.



The shift towards readiness can increase the overall 
effectiveness of incident response efforts and the 
ability for companies to recover successfully. This 
outcome is a net positive for a sector that’s 
measured on speed and time to recovery.


Expansion of Investigation Scope

Incidents continue to evolve as threat actors find 
new ways to attack and exploit companies. This 
makes the landscape of investigations challenging 
to navigate.



Investigations are no longer limited to devices and 
networks. Now, the landscape includes the dark 
web, social media, private chat servers, blockchains, 
and other underground sources of activity. This is 
driving the need for both additional tools and new 
skills to investigate and respond to incidents.


White Label Tech Platforms

There is an emerging category of product 
companies building MDR and IR platforms for 
MSSP and MDR services companies. Instead of 
services firms building their own technology, they 
can consume white label technology that augments 
service offerings. 


This represents a major shift with services 
companies as the target market instead of 
organizations. It also lowers the barrier to entry for 
new companies entering the market and existing 
companies expanding their service offering to 
include incident response.

Market Dynamics
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Next-Gen Cybersecurity Services and Their Convergence  
Incident Response (IR)

Complex Breach Scenarios

Recent data breaches and major security incidents 
have involved multiple parties. These complex 
attacks originate externally — including third party 
service providers and employee personal devices.



For incident response providers, increased 
complexity means longer and deeper engagements. 
Coordination and forensics across multiple parties 
is challenging. Providers have an opportunity to 
differentiate themselves with their ability and 
expertise in navigating these complex scenarios.


Government Guidance and Intervention

Government leaders and agencies (particularly 
within the United States) are sharing guidance and, 
in some cases, issuing mandates for modernizing 
security in the public and private sector. They have 
also intervened in higher profile incidents to block 
or recover ransomware payments. 


Guidance and intervention at this level increases 
the urgency for organizations to proactively build 
or fortify their response capabilities. It also creates 
incentives for organizations seeking to avoid 
scrutiny and the perception of being unprepared 
for an incident.


Cybersecurity Insurance Coverage

Insurance carriers offering cyber insurance policies 
are increasing premiums or refusing coverage 
altogether based on an organization’s maturity and 
ability to respond to an attack. Carrying a cyber 
insurance policy is no longer a reliable substitute 
for actual preparedness.



Strict criteria from insurance carriers, combined with 
government guidance and regulatory requirements, 
has made it almost mandatory for companies to 
engage incident response providers. This is a 
meaningful tailwind for a sector that was already in 
the spotlight from high profile breaches.

Tailwinds



18Momentum Cyber | The Evolution of Cybersecurity Services

Next-Gen Cybersecurity Services and Their Convergence  
Incident Response (IR)

Value Chain Convergence

Companies in the IR sector are seeing convergence 
with adjacent sectors up and down the value chain 
of security operations — especially MSSP, MDR, 
and PTaaS services. Many buyers are seeking end-
to-end managed detection and incident response 
services from a single provider. 



To address this trend, smaller IR firms are 
partnering or merging with other firms in areas 
where they have skill shortages or gaps in service 
offerings. This convergence is likely to continue as 
MDR, IR, and adjacent security operations services 
and platforms mature.


Reallocation of IR Retainer Scope

The trend of cybersecurity leaders shifting their 
strategy towards readiness and proactive 
preparation has the potential to reduce scope and 
lower the overall engagement fees for IR services. 


Providers who are slow to adapt are likely to see 
refenue flatten or deline as scope is reallocated. 
Providers who adapt their service offerings have the 
opportunity to increase fees for proactive services. 
Near term, revenue and clients are up for grabs 
while trends shake out and fragmented markets 
consolidate.

Burnout and Retention

Incident response is a highly stressful discipline that 
requires specialized expertise and the ability to 
work in high pressure situations. Many 
cybersecurity professionals choose to stay in 
incident response roles for a short period of time 
before moving to less intense roles.



As a result, incident response providers face a 
continuous cycle of staff development and 
retention. For many firms, staffing is one of the 
major factors inhibiting growth, expansion, and 
quality of service delivery.


Headwinds
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Selected Transaction Profiles

Target Overview

Mitiga is a next-generation cloud incident response platform that delivers both 
technology and services to help clients prepare for and respond to incidents. 
Before an incident occurs, the company’s technology platform performs 
preliminary investigative work and readiness, including proactive forensics data 
acquisition. Coupled with unlimited active incident response support for 
subscribers, Mitiga's cloud-based solution for cloud and hybrid environments 
dramatically improves efficiencies for incident readiness and response. 


Deal Rationale

The Series A round, led by Atlantic Bridge Capital, ClearSky Security and DNX 
Ventures, brought Mitiga’s total funding to over $30M. The additional capital 
supports the company’s growth and helps expedite the shift from reactive 
incident response to proactive incident readiness.


$25 Million

Series A

June 23, 2021

Next-Gen Cybersecurity Services and Their Convergence  
Incident Response (IR)

acquires

Undisclosed

February 1, 2022

Target Overview

Tetra Defense provides incident response and forensics services including 
ransomware, business email compromise, data breach, employee misconduct, 
and intellectual property theft responses. The Company’s services also include 
cyber risk management and cyber defense operations.



Deal Rationale

The acquisition expands Arctic Wolf’s Security Operations platform to include 
additional incident response and threat intelligence capabilities. Tetra Defense 
pioneered the evolution of Incident Response service offerings to include 
restoration and recovery in addition to standard digital forensics and 
remediation. Additionally, Tetra Defense brings an information management 
platform designed to manage information sharing across key stakeholders 
during remediation.


acquires

Undisclosed

January 20, 2022

Target Overview

Infocyte is a globally trusted leader in proactive threat detection and incident 
response founded by the leaders of the United States Air Force Cyber Emergency 
Response Team. Enterprises use Infocyte’s platform to proactively detect and 
respond to vulnerabilities and threats within their customers’ endpoints, data 
centers, and cloud environments. Infocyte’s team and partner ecosystem help 
organizations maintain compliance, stop ransomware and account takeover, 
reduce risk, optimize security operations, and scale security teams.



Deal Rationale

With this acquisition, Datto will extend its security capabilities that protect, 
detect, and respond to cyberthreats found within endpoints, data centers, and 
cloud environments. The transaction allows Datto to combine the power of their 
Datto RMM platform with Infocyte’s patented technology, further securing 
endpoints and fortifying the first line of defense for MSPs.
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Selected Transaction Profiles

Next-Gen Cybersecurity Services and Their Convergence  
Incident Response (IR)

acquires

Undisclosed

February 12, 2019

Target Overview

Founded in 2009, Kivu Consulting provides an array of security services offerings 
including consulting, incident response, risk management, and cyber forensics 
investigations. The firm’s extensive incident response suite includes digital 
forensics, crisis management, threat hunting and containment, and data 
collection and preservation.



Deal Rationale

This majority recapitalization deal offers Kivu Consulting capital to grow the 
business across key service areas, while also allowing Kivu’s founders to retain a 
meaningful ownership stake in the company and lead the firm moving forward. 
Kivu also noted that the partnership with Bow River provides support for building 
out unique global response capabilities.




21Momentum Cyber | The Evolution of Cybersecurity Services

Testing Frequency and Automation
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Pentesting Service Delivery Models

Pentesting as a Service (PTaaS) and Attack Surface Management (ASM) are closely related 
services that simulate attacks on an organization's network and discover assets in order to 
identify potential vulnerabilities. Their goal is to provide organizations with an objective and 
unbiased assessment of their security posture before they can be exploited by attackers.



Services are typically delivered using a set of standardized procedures and guidelines based on 
known attack vectors. This typically involves the use of specialized tools and techniques to 
perform a range of activities, such as network scanning, vulnerability assessment, and 
exploitation of vulnerabilities. PTaaS and ASM providers also use the knowledge and expertise 
of their teams to identify and assess potential vulnerabilities and discover assets that may not 
be detectable using automated tools.



These services provide organizations with an independent and objective assessment of their 
security posture. By simulating real attacks and proactively discovering assets, PTaaS can help 
organizations identify and address potential vulnerabilities that are unlikely to be discovered 
through basic security assessments or day-to-day security operations.



In recent months, companies in this sector have raised significant capital as customer adoption 
drives impressive revenue growth. Many companies are raising capital for the first time at high 
valuations after years of bootstrapped growth as services-first companies. The popularity of 
these services and infusion of capital is likely to result in both innovation and acquisitions by 
strategic buyers and private equity firms.



Overview

Pentesting as a Service (PTaaS)  
and Attack Surface Management (ASM)

Next-Gen Cybersecurity Services and Their Convergence

Traditional Consulting

Consulting firms offer highly tailored and 
bespoke services led by experienced 
security practitioners.

Crowdsourced Security

External security researchers are engaged 
through crowdsourcing platforms to 
perform ad hoc testing of environments.

Pentesting as a Service (PTaaS)

PTaaS providers blend automated and 
manual techniques to continuously scan 
and evaluate findings for clients.

Breach and Attack Simulation (BAS)

BAS platforms continuously perform 
automated testing to validate security 
controls against known threats.
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Next-Gen Cybersecurity Services and Their Convergence  
Pentesting as a Service (PTaaS) and Attack Surface Management (ASM)

Increasing Velocity

Traditional pentesting (manual, point-in-time 
testing and reporting) is no longer able to keep 
pace with the rate of change in applications. 
DevOps, CI/CD, and agile principles are now widely 
adopted practices for modern engineering teams. 



The consequence of transitioning to iterative and 
frequent releases is more chances to introduce 
security vulnerabilities into applications and 
infrastructure. Application security practices are 
adapting to match this new paradigm.

Rise of “Shift Left” and DevSecOps

Security is shifting to earlier stages of the 
application development process. It used to be an 
afterthought that was addressed as a final step 
before deploying code to production (or 
sometimes after!). That’s not the case anymore.



Leading organizations are focusing on security from 
the beginning (“Shift Left”) and integrating it 
throughout the full development lifecycle 
(“DevSecOps”) to identify and remediate 
vulnerabilities earlier.

Evolution of Business and Delivery Models

To address the increasing velocity of software 
delivery, pentesting services are evolving from 
manual tests performed periodically to partly or 
fully automated tests performed continuously. 
Business models are also evolving from one-off 
projects to ongoing subscriptions. 



These changes are subtle but revolutionary. 
Companies are now able to engage providers to 
test, discover, report, and remediate vulnerabilities 
in real-time.

Market Dynamics
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Next-Gen Cybersecurity Services and Their Convergence  
Pentesting as a Service (PTaaS) and Attack Surface Management (ASM)

Automation With Expertise

Customers want service providers to automate 
basic pentesting functions with technology; 
however, they also need findings to be vetted and 
prioritized by experts. For many companies, the 
right approach is augmentation — a combination 
of technology and human expertise. 



Leading PTaaS service providers have been able to 
seize the opportunity by developing sophisticated 
technology platforms and pairing them with 
specialized consultants to deliver the refined results 
clients expect.

Developer Security Culture

Developers are increasingly aware of security and 
more willing than ever to accept responsibility for it. 
This is a meaningful cultural shift with important 
implications. Many developers now expect state of 
the art tools and deep collaboration with security 
teams and service providers. 



Security isn’t a roadblock or gate to be passed 
anymore — it’s an integral part of building 
software. Developer-friendly products and highly 
technical services firms are thriving in this new 
environment.

Staffing and Retention

Companies are facing challenges with internal 
hiring, training, and retaining qualified 
professionals to execute pentesting. These 
shortages create an opportunity for PTaaS 
providers. 



Hiring an external provider to partly or fully 
outsource pentesting work is often the only choice 
for companies struggling with staffing and 
retention on their internal teams. PTaaS firms also 
benefit from their years of investment in 
technology to efficiently deliver testing at scale.


Tailwinds
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Next-Gen Cybersecurity Services and Their Convergence  
Pentesting as a Service (PTaaS) and Attack Surface Management (ASM)

Dynamic and Expanding Attack Surface

Most companies are somewhere in the middle of 
their transition to cloud — some workloads have 
moved to cloud providers, some are in progress, 
and others may remain on-premise indefinitely. 



This means their attack surface is larger and more 
diversified than ever. It’s also more dynamic: cloud 
infrastructure, storage, and SaaS application usage 
change quickly. This increases the degree of 
difficulty for security teams and PTaaS providers. 
Complementing pentesting with Attack Surface 
Management (ASM) is becoming mandatory.

Attacks Outside of Applications

Attacks targeting assets outside of applications are 
increasing as threat actors adapt and find new ways 
to exploit companies. For example, attacks on the 
DevOps pipeline have caused major breaches as 
malicious code was interjected during the 
deployment process. 



Diversified attacks require organizations to expand 
security efforts beyond code to include other high 
risk areas of their attack surface. Scope of testing 
has to be continuously managed and updated to 
avoid critical omissions.

Remediation and Repeat Findings

Companies frequently struggle to address findings 
identified by their PTaaS providers. They’re often 
faced with the decision to focus remediation efforts 
on critical and high risk vulnerabilities, leaving 
others open and unremediated for months or years. 



This “shared fate” predicament can limit the 
effectiveness and increase reputational risk for 
service providers. It’s better to find issues than fail 
to identify them, but unremediated vulnerabilities 
are still exploitable and put companies at risk of 
attack.

Headwinds
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Selected Transaction Profiles

acquires

Undisclosed

October 5, 2022

Target Overview

NetSPI offers a suite of offensive security solutions including enterprise 
penetration testing, attack surface management, and attack simulation services. 
The company combines technology and human ingenuity to help organizations 
discover, prioritize, and remediate security vulnerabilities.



Deal Rationale

NetSPI’s majority growth investment from KKR shows faith from investors in the 
company’s significant outperformance since KKR's initial investment in May 2021. 
NetSPI stated that the new capital will support their continued technology 
innovation, talent acquisition, and global expansion, as well as recapitalizing 
NetSPI's first institutional investor Sunstone Partners.



Next-Gen Cybersecurity Services and Their Convergence  
Pentesting as a Service (PTaaS) and Attack Surface Management (ASM)

Note: Bishop Fox extended their Series B round to $129M on November 15th after our 
data cutoff for this report.

acquires

Undisclosed

September 20, 2022

Target Overview

Reposify provides an External Attack Surface Management (EASM) platform that 
scans the web for an organization’s exposed assets to detect and eliminate risk 
from vulnerable and unknown assets. The Company’s technology leverages a 
database of internet-facing assets to provide users with a complete view of their 
external attack surface with just a click of a button.



Deal Rationale

With the acquisition, CrowdStrike add an EASM product to customers as part of 
its Threat Intelligence suite, combining insights on endpoints and IT 
environments with internet scanning capabilities to bring a view of risk across 
internal and external attack surfaces. Crowdstrike also will likely look to leverage 
Reposify’s technology and capabilities to bolster its internal security and IT 
operations product suite.



Target Overview

Bishop Fox is a leading authority in offensive security, delivering solutions 
ranging from continuous penetration testing, red teaming, and attack surface 
management to product, cloud, and application security assessments. The 
company provides premium cybersecurity services through testing systems by 
both ethical hacking services and notifying companies of their potential 
openings.



Deal Rationale

This round of financing brings Bishop Fox’s total funding to $100M as the 
company plans to use the capital to expand their team of offensive security 
experts, promote their Bishop Fox Academy service, and fuel expansion of its 
Cosmos platform. The Series B round was led by Carrick Capital Partners and as 
part of the raise, Carrick Managing Director Chris Wenner joined the Bishop Fox 
board of directors.



$75 Million

Series B

July 14, 2022
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Selected Transaction Profiles

Target Overview

The Randori platform provides attack surface management and continuous 
automated red teaming solutions that build a map of attack surfaces to find 
exposed assets, shadow IT, and misconfigured systems. The company’s platform 
uncovers the attack surface, prioritizes exposed software, and assigns a unique 
priority score for targets to build a contextualized inventory of vulnerabilities in 
real-time.



Deal Rationale

IBM will benefit by integrating Randori’s technology, allowing the firm to 
improve threat detection for thousands of clients. The deal will also position IBM 
to shift away from its legacy business and toward cloud software and AI-
powered cybersecurity services through Randori.



acquires

Target Overview

Cobalt provides a Pentest as a Service (PtaaS) platform that provides streamlined 
processes, developer integrations, and on-demand pen testers who have 
undergone rigorous vetting. The Company’s platform allows customers to build 
their pen test program quickly and efficiently, as well as collaborate with Cobalt 
pen testers through real-time, in-app vulnerability findings.



Deal Rationale

Cobalt raised their Series B round led by Highland Europe. The Company noted 
that the funding was to be used to continue the firm’s global expansion efforts 
and to development of the firm’s platform to improve the PtaaS model.



$29 Million

Series B

August 20, 2020
Undisclosed

June 7, 2022

Next-Gen Cybersecurity Services and Their Convergence  
Pentesting as a Service (PTaaS) and Attack Surface Management (ASM)

Target Overview

Synack is an on-demand security testing platform that utilized a vetted 
community of security researchers and smart technology to deliver continuous 
penetration testing and vulnerability management services. The company’s 
testing platform includes features such as consolidated testing flow for any type 
of asset, on-demand security tasks including zero-day response, and testing that 
keeps pace with users’ software development process.



Deal Rationale

Synack’s Series D raise was co-led by B Capital Group and C5 Capital, bringing 
the firm’s total funding to $112 million as of the raise. Synack noted that the 
funding would allow them to invest even more in the SRT community, further 
advance its SmartScan technology that continuously monitors for vulnerabilities, 
and enhance data analytics and research to demonstrate the value of Synack’s 
hacker-driven approach.



$52 Million

Series D

May 29, 2020
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Securin was founded with the goal of helping organizations continuously improve their 
security posture. We built our company on the foundation of pentesting and 
vulnerability research, and our team of intelligence experts are some of the best in the 
industry.



We've helped a lot of customers with their security challenges, but they kept telling us 
that they struggle to keep up with the demands of securing their systems, networks, and 
applications. The constant evolution of new threats and vulnerabilities is just too much 
for a lot of organizations to handle.


Aaron Sandeen

We realized a more comprehensive, tech-enabled services approach was needed. We 
wanted to help our customers stay ahead of the constantly changing security landscape. 
So, we developed tech-enabled services that use data, predictive intelligence, and 
automation to discover known and unknown assets, identify exposures, and prioritize 
remediation. This allows our customers to have a comprehensive view of their security 
posture and proactively address vulnerabilities before they can be exploited by 
attackers.

Aaron Sandeen

We have been experimenting with tech-enabled services for the past several years. The 
trends of digital transformation and cloud capabilities, along with the fact we are all 
continuously connected and working remotely, have amplified the challenges of the 
security landscape.



We learned that having a framework in place to scale security decisions is critical. So we 
built an initial framework that includes three main tenants: data, domain expertise, and 
data model (3Ds). We then added AI/ML and automation to focus on scale.

Aaron Sandeen

We also realized that a comprehensive approach needs to include more than data from 
the customer's environment and added external data sets to enhance our ability to 
correlate vulnerabilities, threats and risks.



We understand many companies have purchased too many tools and they can't manage 
everything. They don't have the expertise or wherewithal to handle everything. That's 
where we come in — we provide white-glove, concierge-type services. Our experts can 
extend the capabilities of our customers' organizations, giving them the ability to scale 
and manage their security posture effectively.

Aaron Sandeen

How did Securin decide on being a tech-enabled services company?
Cole Grolmus

When did you start experimenting with tech-enabled services, and what did you learn?
Cole Grolmus

Senior Advisor, Momentum Cyber
Cole Grolmus

CEO, Securin

Aaron Sandeen

Cole Grolmus spoke with Aaron Sandeen about the company’s 
evolution towards tech-enabled services, predictive vulnerability 
intelligence, and more.

A Discussion With Aaron Sandeen, 
Chief Executive Officer (CEO) at Securin

A Discussion With Aaron Sandeen, CEO at Securin
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A Discussion With Aaron Sandeen, CEO at Securin

When did you start experimenting with tech-enabled services, and what did you learn?
Cole Grolmus

Which markets does Securin compete in?
Cole Grolmus

How is Securin more effective as a tech-enabled service than other pure product 
offerings in the markets you compete in?

Cole Grolmus

Securin offers a comprehensive portfolio of tech-enabled services, including the Attack 
Surface Management (ASM), Vulnerability Intelligence (VI), Pentesting, and Vulnerability 
Management. These capabilities allow our customers to gain complete visibility of their 
attack surface, stay informed of the latest security threats and trends, and proactively 
address their risks.



Securin is a Certified Numbering Authority (CNA) for Common Vulnerabilities and 
Exposures (CVE). Our reputation is built on our expertise in pentesting and zero-day 
exploit writing. We offer a range of services to identify and mitigate vulnerabilities in 
networks, devices, and applications.



Our Vulnerability Management service takes a proactive approach to identifying and 
mitigating vulnerabilities. Our Attack Surface Management platform provides a hacker's 
perspective of your overall attack surface.

Aaron Sandeen

Securin's Vulnerability Intelligence (VI) platform is designed to give customers an early 
warning of potential vulnerabilities, providing actionable insights to help them take 
proactive measures to mitigate risks. It scans the internet and deep / dark web sources 
for hackers targeting to create new vulnerability exploits in the wild and then gives you 
actionable insights so you can take proactive measures to mitigate risks.

Aaron Sandeen

With a vast database of over 250,000 vulnerabilities, our platform predicts the likelihood 
of a vulnerability being exploited and assigns a risk rating. This allows our customers to 
act before a vulnerability becomes a problem, even up to 120 days before it's added to 
the National Vulnerability Database. Our platform is the key to integrating VI into your 
Vulnerability Management and Attack Surface Management services, giving you the 
power to stay ahead of bad actors.

Aaron Sandeen

Do you know how many security products there are in the market today? You probably 
can’t even count them all because there are so many!



Companies don’t need another tool, they need expertise and talent. They need help and 
are looking to companies like us to act as an extension of the current security team. And 
they need it all to be done in a cost-effective way to meet tight budgets.

Aaron Sandeen

Securin is a highly effective tech enabled services organization because of our decades 
of experience as pentesters and security analysts. We have a unique perspective 
because we understand how hackers think and operate and we bring this knowledge to 
the tech we build. It’s that combination of domain expertise, cutting-edge technology 
and our services that sets Securin apart and makes us a leader in the industry.

Aaron Sandeen
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A Discussion With Aaron Sandeen, CEO at Securin

When did you start experimenting with tech-enabled services, and what did you learn?
Cole Grolmus

How do the service and the product side fit together and reinforce each other?
Cole Grolmus

Customers are trying to solve the problem of increasing their security posture. The key 
to this is addressing weaknesses and vulnerabilities at different layers of their stack, but 
in a cohesive and integrated manner.

Aaron Sandeen

To achieve this, Securin focuses on the "Three D's": Data, Domain Expertise, and Data 
Model.



First, data is crucial for any security posture. Securin's approach is to continuously bring 
unique data to the market, such as the ability to detect and prioritize vulnerabilities 
ahead of known sources like the DHS or NVD. The best data wins this game!



Next, domain expertise is the secret sauce. It’s our experts that continuously define, 
build and tune our Machine Learning (ML) models and validate our data. By leveraging 
machine and domain expertise, we constantly improve the effectiveness of our 
predictive intelligence.



Finally, the data model is how we organize and provide context so that our customers 
can get value from the data. The platform is the key to this, and it is a difficult challenge. 
Securin's platform is designed to be easy to use and understand. Our customers can 
choose to use our SaaS UI, APIs, a data extract, or have it delivered as a service.

Aaron Sandeen

Our services are the glue that holds our customers' security efforts together. Security 
can’t be an afterthought. Our comprehensive services approach is to integrate security 
into every step of their processes. We help them bring together all of the data and 
intelligence needed to make informed decisions.



Our predictive security intelligence platform amplifies our customers' internal experts 
and provides them with the tools they need to proactively identify and mitigate risks. 
We understand that security is not a one-time event, but rather an ongoing process, and 
that's why we always offer our services as a part of our product offerings.

Aaron Sandeen



Sector Data and Analysis
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022 
Note: Google Cloud’s acquisition of Mandiant is excluded from 2022 IR services deal volume due to the deal’s size and diversity.

Yearly Cybersecurity Services M&A Deal Volume ($M)

Yearly Cybersecurity Services M&A Deal Count

While cybersecurity’s financing, large acquisitions, and IPOs in the past few 
years have been in the spotlight, the cybersecurity services market has quietly 
been the most active area in the industry. In 2021, services M&A activity 
produced 99 deals and over $3.5B in capital deployed. This year, services M&A 
markets have remained lively despite widespread economic uncertainty. As of 
October 2022, there have been 70 services deals with over $7.2B in spend, 
highlighted by Google Cloud’s landmark acquisition of Mandiant. 



Cybersecurity services transactions have traditionally been high in deal count 
and lower in disclosed deal volume and exit multiples. Small services 
acquisitions have dominated the deal landscape in the sector over the years. 
However, as the emerging trend of tech-enabled services firms begins to take 
hold nearly everywhere in the services market, services firms are receiving 
broader attention, higher valuations, and much greater competition among 
buyers. 2021 and 2022 (YTD) alone account for more M&A volume than the 
previous five years combined — something that didn’t seem like a realistic 
possibility a few years prior.


Cybersecurity Services M&A Activity
M&A activity in the cybersecurity services market is higher than 
any other sector in the industry.

Upward Trend in Services M&A Activity
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

M&A Deals By Sector (2016 - 2022 YTD)
While the cybersecurity services sector’s growth in M&A dollar volume is a 
recent trend, it has consistently been at the top of total M&A deal count 
among all sectors in the industry for years. 



Momentum Cyber has tracked nearly 400 services M&A deals since 2016. The 
volume of services deals is more than double the next highest sector, with 
Identity & Access Management at 166 transactions over the same time period.



Security Consulting and Managed Security Service Providers (MSSP) make up 
an important part of the larger cybersecurity services sector. These two sub-
sectors have had a remarkably similar number of transactions since 2016, with 
197 deals each. 



Traditional MSSP and consulting providers have long dominated M&A activity 
in the sector. However, the variety and innovation in service offerings has 
begun to impact nearly every area of the industry. Cybersecurity service 
offerings focused on identity, risk and compliance, data security, and network 
security have grown significantly as organizations turn to services firms for 
expertise and help navigating the current environment. 

Cybersecurity Services M&A Activity Comparison

Sector Data and Analysis 
M&A Activity
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

PE / Strategic Deal Count Split (2022 YTD)


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

PE / Strategic Deal Count Split (2016 – 2022 YTD)


Private Equity’s impact on the cybersecurity has been one of the most dramatic 
trends in the industry — especially in the services market. PE Backed and PE 
Direct buyers represented 36.3% of all services M&A transactions from 2016 to 
present. In 2022 alone, Private Equity has accounted for 46.4% of all deals, 
demonstrating their increasing interest in the industry.



Many people’s attention has been on the large take-private transactions of 
public cybersecurity companies by Private Equity firms in 2021 and 2022. 
Outside of these deals, the services market is one of the sectors Private Equity 
has shaped the most.



There are a variety of drivers behind Private Equity’s activity in the 
cybersecurity services market, but two stand out. First, Private Equity firms have 
made large growth investments in later stage services firms, often taking 
majority or complete ownership. Second, there have been a series of major PE 
platform plays. The services sector is ripe for roll-up opportunities where PE 
Backed services firms acquire or merge other complimentary firms to extend 
service offerings or gain market share.

Private Equity’s Increased Role in the Services Market

Sector Data and Analysis 
M&A Activity
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Yearly Cybersecurity Services Financing Deal Volume ($M)


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Yearly Cybersecurity Services Financing Deal Count

Cybersecurity Services Financing Activity
Investors are increasingly focused on tech-enabled services 
because of their innovation, margins, and revenue predictability.

Financing Deal Count and Volume
Financing activity in the cybersecurity services market has remained strong 
despite headwinds in other parts of the industry and the broader tech market. 
2020 marked the beginning of an upward trend in financing for cybersecurity 
services companies. Total deal count increased by 38.7% after remaining flat 
from 2016-2019. Deal volume jumped by $577.7 million to a total of $931.6 
million in 2020.



2021 extended the trend with further increases in both deal count and volume, 
generally in line with the increase in activity across the entire cybersecurity 
industry. Deal count for services more than doubled from 2020, jumping from 
43 to 94 transactions. Deal volume eclipsed $1 billion for the first time, with 
financing volume for MSSPs alone nearly eclipsing the services total from the 
previous year.



Cybersecurity services financing volume in 2022 has remained strong, already 
surpassing 2021 levels despite a slowdown in other cybersecurity sectors. This 
indicates a potential trend rather than a one-off spike in financing activity.
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Financing Deals By Sector (2016 - 2022 YTD)


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Historically, both financing deal count and volume have been lower for services 
companies as investors focus their capital on security products with the 
potential for high growth. However, their focus is starting to expand to include 
services firms — particularly those with tech-enabled services. Next-gen 
services companies are increasingly appealing to investors as they begin to 
demonstrate innovation, margins, and revenue predictability beyond the levels 
of traditional services firms.



Momentum Cyber has tracked a combined 327 financing deals in the 
cybersecurity services market since 2016. The total includes 165 Security 
Consulting, 153 MSSP, and 9 Incident Response transactions over the period. 
The combined total for services companies is slightly above the average deal 
count of 315.2 across all cybersecurity sectors.



While we don’t expect cybersecurity services financing activity to lead the 
industry, its rise to prominence can’t be ignored. The sector’s growth in 
financing activity is likely to continue as the trend of tech-enabled services 
continues its spread to nearly every type of service offering.

Cybersecurity Services Financing Activity Comparison

Sector Data and Analysis 
Financing Activity
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Google and Mandiant: Key Drivers  
and Outlook

Only 155 days after Mandiant divested FireEye and re-branded the company to Mandiant, they 
announced an acquisition by Google Cloud for $5.4 billion. The acquisition has been a widely 
discussed topic within the cybersecurity industry since it was announced. Mandiant is one of the 
most visible and respected companies in the entire ecosystem. A transition of this magnitude has 
a far-reaching impact.



CEO of Mandiant
Kevin Mandia

“Our mission at Mandiant has always been to secure companies and make 
them confident in their readiness as they operate their businesses. 



To scale this vision, we want to take our security expertise and our threat 
intelligence and make it software available to all companies. This is 
something we’ve been focused on for a long time.  

We are now combining our security expertise and our threat intel with the 
AI and compute speed and the analytics of Google so we can bring this 
vision to everyone.”

Alphabet operates on a completely different size and scale than Mandiant did as a public 
company. The company earned over $200 billion in annual revenue for the first time in FY21 ($257 
billion at a 41% year-over-year growth rate). Their operating income for FY21 was $78.7 billion. 
Mandiant's total FY21 revenue was $483.5 million, less than 1% of Alphabet's operating profit 
alone. 



Mandiant is the second largest acquisition Alphabet has ever made — well behind Motorola 
Mobility and well ahead of Nest and AdSense. The $5.4 billion price was 3.8% of Alphabet's $140 
billion of cash on hand at the time of the acquisition.

The acquisition creates a new set of opportunities that weren't available to Mandiant as a public 
company. The main opportunity is for Mandiant to execute their shared vision with Google Cloud 
while having the financial stability Alphabet can provide. This acquisition gives Mandiant time, 
capital, and technical expertise (with the tradeoff of independence) to build a world-class security 
operations platform.

Featuring exclusive commentary from Dave DeWalt, NightDragon Founder 
and Managing Director, Founder and Executive Chairman of Momentum 
Cyber, and former CEO of FireEye, McAfee, and Documentum.

Transaction Overview

Analyzing Google’s game-changing acquisition of Mandiant and its 
impact on the cybersecurity services market.

The Google-Mandiant acquisition represents one of the most significant acquisitions in 
cybersecurity history. Mandiant is a natural treasure, trusted by both government 
agencies and commercial organizations alike in some of their most sensitive and critical 
incident response moments. Its acquisition will have repercussions on the market for 
many years to come.

Dave DeWalt
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Alphabet’s Cybersecurity Acquisitions


Impermium Corporation



GreenBorder Technologies



Alphabet’s Acquisitions Over $1 Billion


Prior to Mandiant, Alphabet has only made seven acquisitions greater than $1 billion. Each of 
Alphabet’s large acquisitions is now a critical part of the company’s product portfolio.



Mandiant is Alphabet’s first cybersecurity acquisition for greater than $1 billion. Previously, 
Alphabet’s largest cybersecurity transaction was a $625 million acquisition of messaging security 
vendor Postini in 2007. Siemplify, a leading security orchestration, automation and response 
(SOAR) provider, was acquired in January 2022 for $500 million.



Outside of Mandiant, Siemplify, and VirusTotal, Alphabet’s nine other cybersecurity acquisitions 
were specific solutions that addressed unique security challenges in Google’s core consumer and 
enterprise products. The company’s 2022 acquisitions are the start of an evolution in strategy — 
one that’s now focused on growing revenue and market share for Google Cloud.



Transaction Overview (Continued)

Google and Mandiant: Key Drivers and Outlook
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Google Cloud Positioning and Market Share

For Alphabet, one of the primary success criteria for this deal is Mandiant’s direct and indirect 
contributions to Google Cloud revenue growth. The current growth rate for Google Cloud revenue 
is nearly 45% at a total of $5.5 billion. Maintaining or increasing the growth rate by a few 
percentage points makes a big difference when compounded over time. Security is a major factor 
in capturing the remainder of the cloud computing TAM.


Gartner forecasts worldwide public cloud end-user spending to reach nearly $500 billion in 2022. 
Workloads that were easily migrated to the cloud are already finished. Switching costs make them 
likely to remain with their current cloud providers. The workloads that are still on-premise have 
reasons for not moving — and security is one of them. 


The best way for Google Cloud to grow its revenue isn't to take existing customers away from 
other cloud providers. It's to win more of the remaining workloads that remain on-premise. 
Alphabet CEO Sundar Pichai views security as a key to unlocking this layer of growth.



Key Drivers: Why Did Google Acquire Mandiant?

Google and Mandiant: Key Drivers and Outlook

CEO of Alphabet
Sundar Pichai

“[Security] is definitely an area where we are seeing a lot of conversations, a 
lot of interest. It's our strongest product portfolio, and we are continuing to 
enhance our solutions, be it integrating Chronicle, BeyondCorp and all the 
product components we have there. So a definite source of strength and 
you'll continue to see us invest here.”


I would argue now that Google is vying to become the most powerful company in the 
world when it comes to security. If the promise of integrating Mandiant’s market leading 
threat research into how it applies security solutions to its products plays out as 
intended, Google will certainly have a security differentiator as it goes to market against 
other Cloud and Cyber Titans.

Dave DeWalt

Expanding Security Operations and Threat Intelligence

Alphabet hopes to modernize security operations by bringing the power of Google Cloud and 
Mandiant together. Along with the company’s 2022 acquisition of Siemplify and 2012 acquisition 
of VirusTotal, the Chronicle Security Operations platform now includes four major components:

Chronicle SOAR 
Case management, orchestration, and 
response that creates and delivers the 
last-mile of the security operations 
workflow and helps customers scale.

VirusTotal

A malware and URL reputation database 
with over 2.4 billion entries.

Chronicle SIEM 
Cloud-native SIEM that specializes in 
handling data at scale and allowing 
access to search and manage the 
data.

Google Cloud Threat Intelligence

Frontline threat intelligence from 
Google’s internal team that gathers 
signals through billions of records 
and users they protect daily.

Integration of Mandiant’s threat intelligence and proactive controls is one of the first major areas 
of investment from Google Cloud, according to Jeff Reed, VP Product for Cloud Security. 
Mandiant’s products and services are a major step forward as Google Cloud expands its 
cybersecurity capabilities.
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Key Drivers: Why Did Google Acquire Mandiant?  
(Continued)

Google and Mandiant: Key Drivers and Outlook

Helping Customers Address the New Cloud Security Paradigm

Public cloud computing creates new security challenges that companies are still working to 
address. Continuously increasing adoption of cloud infrastructure and SaaS means more attackers 
are targeting cloud-based data and assets. 



In response, companies are dedicating more resources towards cloud security. Cloud providers are 
also increasingly focused on expanding cybersecurity capabilities within their platforms and offer 
native features, platforms, and services to help customers stay secure.



Incident response in the cloud has created a new set of challenges with skills, data, and shared 
responsibilities:


Shared Responsibilities

Incident response in cloud environments is a shared responsibility between 
Google Cloud and their customers. Investigators need to work with both the 
victim organization and cloud providers to access and collect assets and data.

Data

The amount of security data in cloud environments is overwhelming. In many 
cases, telemetry, logs, and trace data aren’t available via common mechanisms.

Skills

Cloud IR requires proficiency in both security incident response and cloud native 
technologies. This challenge is more difficult for organizations operating multi-
cloud environments.

Open Source 
Supporting the open-source GRR forensic utility by ensuring all capabilities 
needed by instant response firms are included and the entire community benefits.

Threat Intelligence 
Transforming threat intelligence by combining data from both Google Cloud and 
Mandiant so that the customers benefit from the top intelligence in the industry.

Security Operations and Incident Response

Transforming security operations and incident response in both cloud and on-
premise environments.

Following the acquisition of Mandiant, the combined team’s focus is on:

Head of Product, Chronicle XDR and Security Command Center at Google
Chris Corde

“Chronicle Security Operations brings together the capabilities that many 
security teams depend on to more quickly identify threats and rapidly 
respond to them. 



It unifies Chronicle’s security information and event management (SIEM) 
tech, with the security orchestration, automation, and response (SOAR) 
solutions from our Siemplify acquisition and threat intelligence from Google 
Cloud. 



The recently-completed Mandiant acquisition will add even more incident 
and exposure management and threat intelligence capabilities in the 
future.”
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Mandiant’s transition and integration within the Google Cloud security portfolio is going to take 
time. The long-term impact will be far reaching, both within Google Cloud and throughout the 
cybersecurity ecosystem. Although Mandiant will continue to operate as a business unit within 
Google Cloud under its own brand, we should expect a few changes. However, many components 
will also remain the same.



We already know one major announcement: Google Cloud plans to keep the Mandiant brand in 
place going forward. Mandiant's annual revenue is less than 1% of Alphabet's annual revenue, yet 
the intangible value of Mandiant's brand was worth a premium. This demonstrates the respect, 
value, and credibility of Mandiant’s brand within the industry.



The outlook for product and strategy started to shape up in October with the Google Cloud Next 
conference and media appearances by leaders at both Google Cloud and Mandiant. This section 
highlights the key aspects of Mandant and Google Cloud’s future based on what we know today.



Outlook: What Should We Expect From the Combined 
Companies and Their Ecosystem Impact?

Google and Mandiant: Key Drivers and Outlook

Professional Services Evolution

Leadership from both companies made clear that Mandiant’s services will continue going forward. 
However, productized services has been the direction Mandiant is headed as a company since 
they divested FireEye. Once Google entered the picture, the mutual alignment with moving away 
from pure services was clear.


Google Cloud’s “shared fate” model takes an active stake in customers’ security posture and helps 
organizations find and validate potential security issues before they become an impactful breach. 
As a combined entity, Mandiant and Google Cloud can give customers the latest threat 
intelligence and cybersecurity expertise — delivered automatically through SaaS products backed 
by industry leading managed services, consulting, and incident response practitioners.



Long term, what happens to specific service offerings within Mandiant depends on how much 
autonomy they retain. If Mandiant continues to be a standalone business operating within Google 
Cloud, their full range of services is likely to continue and evolve. If Mandiant is partly or wholly 
integrated into Google Cloud, it’s possible we could see increased efforts on product 
development and tighter focus on Mandiant’s core services.


Kevin Mandia has done an incredible job over the past nearly two decades building 
Mandiant into a company that was every commercial and government organization’s 
first call when a data breach was underway. It is unparalleled in today’s marketplace. 
Google took a stand as a major player in this market through this acquisition, now it is 
up to it to maintain the long-term success of the combined companies.

Dave DeWalt

While the benefits of integrating a powerhouse of threat intelligence with Google’s 
existing security portfolio is clear, the company will need to carefully integrate 
Mandiant’s consulting services with its own technology and product-driven culture or 
risk a great clash. 



As the former Chairman of Mandiant, I know how special the Mandiant culture is and 
how important its people are to its success and those precious assets must be protected 
if the true potential of a Google-Mandiant acquisition is to be realized.

Dave DeWalt
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Chronicle Security Operations and Mandiant Advantage

Recent announcements made clear that any of Mandiant's tech and data that Google chooses to 
keep will be part of the Chronicle brand and platform. Overlap between Google Cloud's existing 
security products and the Mandiant Advantage is minimal. Expect further integration and 
expansion of the Chronicle Security Operations platform with Mandiant Advantage components 
over time. 


The basis of a security operations function is already in place. The company plans to optimize 
operations over the next 12 to 18 months by enhancing and optimizing queries, improving 
detections, accelerating response, and eliminating false positives. The team also plans to further 
embed Chronicle into incident response processes to optimize and gain as much value as possible 
out of the new platform. 


Longer term, the combination of Google Cloud and Mandiant enables a level of specialization that 
is only possible at scale. As Google’s Jeff Reed told CRN:




Outlook: What Should We Expect From the Combined 
Companies and Their Ecosystem Impact? (Continued)

Google and Mandiant: Key Drivers and Outlook

VP of Product, Cloud Security at Google
Jeff Reed

“Because we’re servicing tens of thousands of customers and our own 
Alphabet stuff, we can make additional investments in security that wouldn’t 
make sense for anybody else. It makes sense for us.”



Ecosystem and Competitive Impact

Expect Mandiant to remain a recognized and formidable competitor in cybersecurity no matter 
what changes are in store after joining Google Cloud. However, change creates opportunities for 
competitors and companies in adjacent areas of the cybersecurity ecosystem. Emerging 
companies in Security Operations, Threat Intelligence, Managed Detection and Response (MDR), 
Incident Response (IR), and more have raised significant capital and began making an impact in 
the market long before Mandiant was acquired.



The acquisition of Mandiant has some market-changing impacts. Not only does it give 
Google a place as a Cyber Titan, but it also opens the market for a new cast of players in 
the incident response market to rise up the ranks. I look forward to seeing which new 
players emerge as the next generation of independent incident response players as a 
result of this acquisition.

Dave DeWalt

Mandiant was a widely contested deal among multiple interested parties. Those who lost out to 
Google Cloud still have strategic needs to fill. It’s possible we could see an increase in 
cybersecurity service company acquisitions by cloud providers and other strategic buyers. While 
valuation gaps continue to exist for product-focused companies, services-focused companies, 
particularly those with tech-enabled offerings, are appealing because of lower valuation multiples 
and total acquisition price.



The trends of productization, consolidation, and transformation in the cybersecurity services 
market have clear financial and strategic indicators. Alphabet’s acquisition of Mandiant was an 
emphatic validation of Mandiant’s success and earlier stage companies forging their own path in 
the market. We should expect this market to remain vibrant and highly competitive in the wake of 
Google-Mandiant.





Deepwatch and the State of the Modern SOC
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We knew the MDR category represented a huge TAM and was going to grow quickly. 
There's a tremendous market opportunity. The way the Deepwatch platform was 
architected was unique and different compared to other MDR participants. And it 
required significant investment in the platform and the tech — not just relying on 
integrations with best of breed technology.

Charlie Thomas

We were probably customer number three for Demisto, now Palo Alto Cortex. We grew 
alongside Demisto. We were early adopters, and now, they generally cite us as one of 
the most advanced deployments in the world. We've gotten a lot out of SOAR over the 
years.



We began developing our own IP in earnest around 2018. That accelerated in 2019, with 
the Series A investment and accelerated appreciably more in 2020 with the Goldman 
Sachs investment.

Charlie Thomas

From the very beginning, we’ve had an application called the Deepwatch Threat 
Analytics app. That really drives a lot more automation than SOAR. The Deepwatch 
Threat Analytics app analyzes data from billions of security signals and events at 
machine speed. They’re mostly being routed through the SIEM, but it has the flexibility 
to analyze data from multiple sources.



We build a very rich set of rules or content. We call it our content library. We have a 
team that does nothing but that every single week. We take things that we've learned, 
things that we're seeing out in the environment, things that we learned across our 
customer environment as well as from third party data sources, and we build that into 
our Threat Analytics engine so that every customer benefits.


Charlie Thomas

How would you describe the evolution of the Deepwatch tech platform? Where were 
you at in the spectrum of pure services versus automation and tech in the beginning? 
And how has that changed to get to where you're at now?

Cole Grolmus

Senior Advisor, Momentum Cyber
Cole Grolmus

CEO, Deepwatch

Charlie Thomas

History and Evolution of Security Automation

Cole Grolmus spoke with Charlie Thomas about the evolution of 
security automation, measuring the effectiveness of security 
operations, and the future of the Deepwatch platform.

A Discussion With Charlie Thomas,  
CEO at Deepwatch

The Threat Analytics app does the automated correlation of a particular signal or group 
of signals that we see across a period of time with our rules engine. It does that at scale 
at machine speed. We assign something called threat probability value. A threat 
probability value is assigned to every individual signal or alert based on a number of 
factors.



We adjust the value based on the customer's own threat matrix, environment, 
landscape, vertical, risk tolerance, and how much alerting they want. It's really about 
delivering advanced detection and doing it at scale.

Charlie Thomas
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What were the drivers behind building this capability and tech platform? Was there an 
inflection point or theme that made you decide to really start investing in this?

Cole Grolmus

History and Evolution of Security Automation (Continued)

A Discussion With Charlie Thomas, CEO at Deepwatch

This allows us to optimize the time of our team of security experts within our Delivery 
Squads. The human element of security is extremely important and valuable. There are 
literally billions of alerts that we're having to sort through. We automate that at scale 
and leverage our Deepwatch platform to enable our analysts to focus on the most 
critical alerts and to analyze increasing volumes of data. And we're doing this for very 
large enterprise customers.



One of the unique aspects of Deepwatch is that we tend to be well up market in terms 
of customer size from most of the crowded MSSP/MDR landscape. Most MDR providers 
are focused on SMBs, and we're focused on Fortune 2000 customers. To do that at scale 
across extraordinary data volumes and really allow our analysts to focus on the most 
important things, that whole capability, we've put a lot of investment into.


Charlie Thomas

We push out a new code release every two weeks. It's a true SaaS platform that we 
continuously update. We push new releases out to all customers simultaneously. This 
level of software development, the platform component, is driving significant 
automation and scale. We've built that over the last five years. We continue to build and 
invest more into the Deepwatch Platform.

Charlie Thomas

I am not going to personally take credit for any of it. The Deepwatch founder and our 
CTO Wes Mullins are the ones that had the vision and the product roadmap. Wes has a 
compelling vision on how we will continually move up the curve in terms of the level of 
automation, and I think we're proving that. It's aspirational to keep automating more 
and more tasks while delivering high value advanced detection, response and security 
outcomes for our customers.



Automation enables our team of security analysts to deliver better quality. A lot of the 
automation is really about empowering the analyst. When they are involved in a case, 
they can get the most out of their own experience, perspective and contextual 
awareness to successfully resolve it.


Charlie Thomas

We are automating a lot of things that used to be done by people. We're all prone to 
human error. Security is a game of data analytics. And it's a game of scale. At the end of 
the day, data analytics are best handled by machines and software. Humans add 
considerable value and context to the equation, but the sheer volume of data that must 
be analyzed every hour requires extraordinary compute processing power.


Charlie Thomas

We continue breaking things down into bite-size pieces and automate incrementally. 
We learn more each week and month. It’s very fluid and constantly changing. So, you're 
always going to need humans in the loop.



We're able to do things now in an automated way that automatically detects things we 
may have missed three years ago. Now, we’re at a point where machines don't miss.

Charlie Thomas
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Deepwatch’s patented Maturity Model is an important part of the platform and every 
customer’s security journey. It’s a way of proactively identifying gaps and opportunities 
to improve a client’s overall security program. What made you decide to add this to the 
Deepwatch platform?

Cole Grolmus

The SOC Analyst experience part of this is extremely important. If I'm an analyst, I 
shouldn’t have to touch an alert that I don't need to worry about.



The other aspect of this is enrichment. If an analyst does need to act on an alert, at least 
the information can be handed to them with significant context. Enrichment makes the 
analyst more effective instead of ‘here's this problem, what do I do about it?’

Cole Grolmus

SOC Analyst Experience

Quantifying Security Operations Maturity

A Discussion With Charlie Thomas, CEO at Deepwatch

Being a security analyst is one of the most difficult, challenging, stressful jobs there is. 
You're battling an unseen enemy. Who knows how large of an army you're fighting? It's 
a thankless job – you only hear about if something is missed, not if you did 99 percent 
of things correctly. It’s understandable why we see all the industry stats about analyst 
burnout.



The goal is to make what's available at their fingertips as powerful and as armed as we 
possibly can. That's a never ending goal. We want to give them better and better tools 
and capabilities so they can do their jobs better, and more effectively. Hopefully in an 
increasingly automated way, and also mitigate errors that may occur with fatigue or 
burnout.

Charlie Thomas

Boards know they have an annual budget and they're investing X in security. They really 
don't know how it's working and how their companies compare to others in the 
industry. They love the Deepwatch Maturity Model for the benchmarking alone.



It's a North Star for every single customer. If you log into Deepwatch every day, it’s 
there. It changes every week, and it's updated daily. Everything we do is about trying to 
improve that metric.


Charlie Thomas

Our Maturity Model is vendor agnostic. We’ll recommend deploying or gaining visibility 
into a specific technology type or data type as the next best action. Or, if you're going 
to do three things next year to improve your security program, what are those three 
things? And how would you prioritize them? It does all of that for you.



There are companies like SecurityScorecard and BitSight who provide an outside in 
point of view. It's looking at the internet and what’s out there on assets. Ours is an 
inside out point of view. It’s looking at all of your data and the crown jewels that people 
are trying to break in and steal.

Charlie Thomas
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Read the Report

In this research, Deepwatch asked more than 300 
security professionals about the hurdles they face in 
responding to detected threats, and what effect 
that’s having on their businesses. 



Read this report to learn more about those 
challenges and how security teams today plan to 
shorten the time to stop and contain threats.

The State of the Modern SOC
Stronger Detection and Automation Pave the Way for Real-Time Response

Where do you want to be beyond where you're at right now with the Deepwatch 
platform and partner components of your tech stack? Where do you see that going in 
the future?

Cole Grolmus

The Future of the Deepwatch Platform

A Discussion With Charlie Thomas, CEO at Deepwatch

This whole construct of XDR (eXtended Detection and Response) — some people say 
it's marketing, and there's definitely an element of that. But the unified view of 
telemetry from end to end of the network and all the way down to the data layer 
matters. We've always had the point of view that, the better your visibility, the better 
your security. If I had one theme for Deepwatch, it's that.



There's a lot of math that goes into calculating our customers’ maturity scores. The 
summary is: the more visibility you have across your network, assets, devices, and data, 
the more secure you're going to be with fewer the blind spots.

Charlie Thomas

For us, the future is in adjacent capabilities. Whether it’s identity, asset management, 
attack surface management, more and more automation around some of those 
capabilities. For certain, customers will need a trusted Managed Security Partner to help 
them overcome the challenges of analyzing the sheer volume of security data, get the 
most out of their team and investments and protect their data against a never ending 
army of bad actors.

Charlie Thomas

We understand some of the pricing methodologies out there. Customers don't want to 
pay to look at all of their data. We get that, and we've engineered some really attractive 
ways to help customers analyze as much data as they want or have without it being cost 
prohibitive.

Charlie Thomas

We're constantly looking at adjacencies. We're ultimately listening to customers, 
listening to the CISO community, determining their needs, and what their roadmap is. In 
the end, customers lean on us to guide them. We have so much visibility into the myriad 
of risk factors, bad actors and enterprise security gaps.

Charlie Thomas

https://www.deepwatch.com/state-of-the-modern-soc/


NightVision Fireside Chat:  
Microsoft's Charlie Bell and Kelly Bissell



Microsoft has undergone a significant rise and transformation in 
security during their 20 years in the cybersecurity industry. Starting 
with Bill Gates and continuing through Satya Nadella, Microsoft has 
seen significant growth in security customers, intelligence, 
response, and revenue.



In 2001, many of the largest threats (Code Red, I Love You and 
Nimda viruses) were targeting Microsoft. Bill Gates famously 
announced the Trustworthy Computing initiative, a vision and 
strategy for security that puts customer trust and safety first. In 
2008, the company launched Patch Tuesday to publish regular 
security updates, align customer patching efforts, and integrate 
security into every phase of product development.



After Satya Nadella became CEO, Microsoft made several 
acquisitions of cybersecurity companies and focused on growing its 
security product and services businesses. By 2021, Microsoft's 
security revenue exceeded $10 billion with a 40% year-over-year 
growth rate. With CloudKnox, the company surpassed $15 billion in 
revenue and accelerated its growth from 21-22% to 45%.


An Overview of Microsoft’s Security Business

Momentum Cyber | The Evolution of Cybersecurity Services

Watch the Replay

Dave DeWalt sat down with Charlie Bell and Kelly Bissell to talk 
about the rise of Microsoft as a major cybersecurity player.

NightVision Fireside Chat:  
Microsoft's Charlie Bell and Kelly Bissell

CVP, Microsoft Security 
Services

Kelly Bissell
EVP, Microsoft Security
Charlie Bell

NightDragon Founder  
and Managing Director

Dave DeWalt

https://youtu.be/AK_sVf9Ny-U


Help customers implement their tools through the lens of their industry. Every industry 
works in a different way. Customers require different solutions for their problems and 
regulatory issues. Microsoft’s services help customers solve problems within each unique 
customer environment.



Deploy the Microsoft Detection and Response Team (DART) when customers are in 
trouble. Microsoft has an on-ground services team ready to go when incidents occur. The 
team stays close to territories with active threats to help customers identify and mitigate 
attacks.



Use threat intelligence to identify potential attacks before they occur. Microsoft’s Threat 
Intelligence Center tracks 43 trillion daily signals and more than 260 attacker groups to see 
how they form and reformulate, learning and anticipating attacks. This allows them to bring 
insights through the context of the customer as the attack space is changing every day.


Areas of Focus in Services
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Trends and Areas of Focus in Security

Microsoft’s security leadership team believes they have a great opportunity to bring things 
together and focus on the customer problems. The team doesn’t want to tell every employee 
what to do — people are empowered to figure out what needs to be done based on the 
product, customers, and the problems they're trying to solve. Microsoft wants to line up efforts 
around a customer problem and let employees figure out the best solutions for customers.

AI is an important part of the solution for analyzing end-to-end data across endpoints, cloud 
infrastructure, and databases. It’s important to act everywhere as adversaries move laterally — 
they enter an organization in one spot, then keep moving. AI is a big part of the company’s 
investment in scaling defenses. 


In cloud environments, customers can ingest and see any security-related information 
conveniently. AI helps protect customers instantly instead of patching the whole environment. 
Everyone can learn from patterns and adapt their organization’s security posture before 
attackers show up to change the asymmetry of the whole game.



Microsoft possesses telemetry from 7,000 companies and vendors. This gives them a rich 
dataset to train AI and machine learning (ML) models. Improvements in AI and ML will help 
take the signals and noise down to high fidelity alerts. They can then deploy and manage 
security at hyper scale and solve challenges for all customers.

Shifts are happening from on-premises to cloud environments. This creates an opportunity to 
take the solution to one problem, apply it to many customers, and create value for everyone.



Services play a unique role because every CISO wants to customize everything in their 
organization. They can’t do everything alone, so they work with cybersecurity services 
providers like Accenture, EY, and more.



There is an evolution happening in cybersecurity services. Companies need a company like 
Microsoft to partner with them on innovation. They want to solve and innovate together by 
securing not only their company, but also their entire industry ecosystem.

Focus on Customer Problems

Investment in Artificial Intelligence (AI)

Innovation Partnerships With Customers
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Learn the operations of the business. 
Cybersecurity leaders must understand 
the risks that they're going to take 
because they can't create Fort Knox. 
They must be able to balance risk, 
cost, and the operational impact.


Consolidate and integrate security into 
developer workflows. Simplification is 
a huge benefit in solving cybersecurity 
problems. Additionally, respecting 
innovation and integrating security 
into the tools developers use is 
important.


Be optimistic. We do have the ability 
and are working on security in a way 
that’s turning the tide over time. Living 
in fear is not what we want to do with 
this kind of moment.



Advice to Cybersecurity Leaders



Secureworks® Transformation Journey
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Many companies are going after a play in the MDR and XDR market. Secureworks’ 
motion from an MSSP to a Software and MDR provider is working, and it's working 
across all of our tested markets. I've been working with the board and leadership team 
to help set the go forward vision on how we continue to accelerate growth.

Michael Aiello

We think about positioning our offering on four distinct dimensions. As we've 
approached the market, there are the four things buyers care about

 Superior Detection: Improving false positive and false negative rate across the set of 
alerts and events and activitie

 Superior Response: Talking to a security expert instantly if something real has 
happene

 Highest ROI: Meeting customer budget constraints, particularly in the mid-marke
 Open Without Compromise: Consuming data into the platform by integrating with 

customers’ existing security tools and allowing customers to add or remove our MDR 
service without having to change anything


Michael Aiello

Secureworks® has been on a journey to transition out of a low margin MSSP business 
into a product-first platform business. The company is further along than I expected on 
this journey and we’ll exit this financial year with the vast majority of our revenue SaaS.



In our FY23Q3 earnings, we hit $222 million in ARR on our SaaS platform. If you look at 
the growth of revenue on that SaaS product from start to where we're at, compared to 
growth of any SaaS security product over the last decade, we are among the top of class.

Michael Aiello

Coming from a product-focused background, what made you excited to join 
Secureworks?

Cole Grolmus

How does Secureworks position Taegis™ in the evolving MDR and XDR markets?
Cole Grolmus

Senior Advisor, Momentum Cyber
Cole Grolmus

CTO, Secureworks

Michael Aiello

Cole Grolmus interviewed Michael Aiello about his journey to 
Secureworks®, the company’s evolution from services to 
products, and the future of the Taegis XDR platform.

A Discussion With Michael Aiello, Chief 
Technology Officer (CTO) at Secureworks®

If you think about what you want as an MDR or MXDR consumer, as soon as something 
happens, you want to know what happened. And you never want to be alerted for false 
positives. That's the nirvana in this space.



If something real has happened, you actually want to talk to a security expert instantly, 
so that they can handhold you and help you through an incident. And if you have no 
capability in your business to do an incident resolution, you need to have immediate 
access to an incident response capability with the full context of your business to run.


Michael Aiello
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Our competitors are coming from an EDR background where they're realizing it's a 
good idea to be an MXDR or XDR player. Or, they're small companies that are realizing 
there are APIs in security now that can be used to pull all this information together and 
run machine learning models on it. There are new entrants into the market that haven't 
had to do 10,000 incident response exercises like we've done. In Machine learning, it's 
the training data that matters and Secureworks’ 550 billion cybersecurity events 
processed per day, plus the large number of investigations and incident response 
activities the team runs, that allow our systems to perform better than the competition.

Michael Aiello

We have a lot of experience and learnings to draw from about what it takes to actually 
deliver real managed services in a way that works for the customer. We have had many 
customers try out competitors, explore MDR and XDR vendors, and very quickly come 
back to us because we actually can help with management.



The same software platform is used by our SOC, our MSP and MSSP Partners, and our 
customers who choose to build their own in-house SOC. This is done at scale over 
billions of events per day.



With our MDR, you can talk to a security expert in the SOC in 60 seconds. We know 
that's important. We have an incident response capability. We have very measured 
response timelines. There's this set of things that are hard to build, unless you've been 
doing managed services at scale on good margins for a long time.


Michael Aiello

What advantages have you seen from starting as a services-focused company and 
evolving into a mix of products and services?


Cole Grolmus

People see MDR and XDR providers as extensions of their team, or as buying a platform 
for basically running a mini-SOC. It's all about budget and meeting budget constraints, 
particularly in the mid-market. We've been really successful coming in and saying, 
‘actually, we provide great detection and response at a price that meets your budget.’



You could procure a very, very high end solution with bespoke services and vertically 
consume one of our competitors. Or, we can make the best out of your existing security 
investments and then guide you along the process of what security investments are 
actually working. We can correlate your products to the events that they cause. That will 
tell you if a product is actually doing something, or if it’s never generating a true 
positive. So, you end up with a really high ROI.


Michael Aiello

What “open without compromise” means is we're able to consume telemetry data, alert 
data, and ingest, basically, everything. We've made investments (like machine learning 
on Syslog parsers) to be able to parse new ingest really fast, and then that goes into our 
detectors. Other investments include extending into OT data so that we have visibility 
into events beyond IT resources. We're always going to be in a position where, if you've 
got some security product, we can consume it because that's what you come from with 
an MSSP background; you're already consuming everything.

Michael Aiello

A Discussion With Michael Aiello, Chief Technology Officer (CTO) at Secureworks®
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There’s another class of EDR-first companies. The mental model is that EDR is the core 
of XDR. It's all about the endpoint. I’m not sure if that's the case, right? In our data, only 
40% of the data comes from the endpoint. We get network data, identity data, activity 
data, all these things that are totally unrelated to the endpoint. 

Michael Aiello

The other bit is network identity. These are things that bad guys are compromising 
beyond the endpoint. People are out there doing account takeover, fraud, and abuse on 
accounts. No endpoint is ever touched. 



Endpoints have been hardened — companies are doing a good job. The new attack 
surfaces are not endpoint compromises. It's the constellation of the ecosystem that you 
need to bring to bear and monitor at scale.

Michael Aiello

When we do have customers that are evaluating us against endpoint-first XDR solutions, 
we find all kinds of things. Because there's data and telemetry unrelated to the 
endpoint. That makes it hard to find the goods.

Michael Aiello

Our sweet spot is ‘do it with us outsourcers’. We work across all industries, but we see 
financial services, manufacturing, NGOs and professional service organizations as being 
areas where we can add real value. They've got a team, we've got a team, and we're 
augmentation — we're software and some service that augments that team.



This tends to be where we do really, really well. Especially because oftentimes 
organizations want to be able to access the same platform as our SOC team and have 
direct access to the SOC, these are the customers that like using Secureworks MDR 
because in the future they can just use the platform and do the service all on their own. 
That flexibility is highly valued by our customer base.

Michael Aiello

Which types of companies get the most out of using Taegis™?

Cole Grolmus

We've already ingested the data for years across the cyber industry. We've ingested data 
from most products and normalized it already. That’s not easy. To just ingest data — 
anybody can pull a CSV file in and present it back to the customer. But to ingest it, and 
then have a good false positive/false negative alert on it takes adventure, which we've 
gone through, and then the mental model of being open without compromise. That's 
the only way we know this will work.



We can't require a customer to pick a specific set of security controls over time. We 
know the customer is going to pick and choose. The average CISO tenure is 18 months. 
So what does every new CISO do when they come in? They've got their security stack 
that they want to bring.



We’re successful in complicated environments with high CISO turnover, M&A, and 
consolidation. When a complicated company comes, we do great compared to some 
companies who make assumptions. We are very, very adept at consuming complicated 
organizations. That's hard to do if you haven't done it for a long time.

Michael Aiello

A Discussion With Michael Aiello, Chief Technology Officer (CTO) at Secureworks®
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Think of a world where your identity provider or your email security provider can ask the 
XDR platform, ‘is the device I'm about to deliver this email to a compromised device?’ Or, 
‘is the device that I'm about to provision a new user on a compromised device?’ Or, ‘has 
the network this computer is about to connect to been exhibiting NetFlow behavior that's 
scary?’ We can give a real time response given the full history of our relationship with 
that customer in that context.

Michael Aiello

With every security product you have that plugs into Secureworks Taegis, our platform 
will get better in a measurable way. Perhaps your email security product will detect or 
prevent 10% better, as measured by our platform with evidence. When you're a joint 
customer of ours, plus some of our partners, your security gets even stronger with their 
product and our product working in tandem.



Instead of just having two products running next to each other, the products are talking 
to each other. The attacker now has to defeat your email security product, and they have 
to defeat your XDR/MXDR platform at the same time. That makes it exponentially harder 
— we are strengthening the kill chain. This is some of the thinking about how we're 
approaching the market today and where we're going.

Michael Aiello

What is your vision for the future of Secureworks® and Taegis™?
Cole Grolmus

The ‘do it with us outsourcers’ may go all the way up to 50,000 seats, 100,000 seats. 
Most are between 500 and 10,000 to 20,000 employee organizations. They're not as 
invested as the big, big, big company that's got a huge operation, but they want some 
help. They want to partner up, and they want us to take care of them.



Some of our customers are actually asking us to help shape their security program and 
hold SLAs to them for responding to the alerts we sent back to them. We’re walking 
them through the maturity curve so they get better and better and better over time.


Michael Aiello

A Discussion With Michael Aiello, Chief Technology Officer (CTO) at Secureworks®



SC Magazine: Deal of the Year  
Momentum Cyber Merger of  
Fishtech Group and Herjavec Group



Partner at Apax
Rohan Haldea

Principal at Apax
Jesús Rueda

“By putting together two best-in-class organizations, we are confident that 
the combined platform will become an undisputed leader in cybersecurity 
services in the enterprise segment and have an opportunity to redefine the 
market category.”


CEO of Fishtech Group
Gary Fish

“We’re exceptionally proud of our results to date and even more excited 
about the growth to come. We’re honored that so many organizations trust 
Fishtech to be their managed solutions provider. With complementary 
offerings from Herjavec, we will transform the security industry globally.”
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On December 30th, 2021, Fishtech Group (“Fishtech”) and Herjavec Group (“Herjavec”) announced 
their merger, backed by funds advised by Apax Partners LLP (the “Apax Funds”). The two 
innovative companies are now operating as a single entity under the new Cyderes brand 
announced in early 2022. The Apax Funds hold a majority stake in the new company while Robert 
Herjavec, Founder and CEO of Herjavec and star of ABC’s Emmy award winning ratings giant 
“Shark Tank”, and Gary Fish, Founder and CEO of Fishtech, each maintain significant equity in the 
new business.

The deal brought together the complementary strengths of both organizations, resulting in an 
industry powerhouse with a broad, holistic suite of best-in-class managed detection and response 
capabilities (MDR), professional services, and identity offerings with a global perspective to 
address enterprise customers’ increasingly complex information security needs.



Joining the forces of Herjavec, a market leader in cloud and tech-enabled co-managed SIEM, with 
Fishtech, a market leader in enterprise MDR, allows the new company to provide customers with 
unparalleled security and cloud expertise, driving security maturity as a competitive differentiator 
via advanced technology and services across the industry landscape.

Transaction Overview

Transaction Significance

Momentum Cyber served as the exclusive financial advisor  
to Fishtech.

Fishtech Group Merges With Herjavec Group 
via Apax Funds

CEO of Herjavec Group
Robert Herjavec

“We could not be more thrilled to join forces with industry pioneer Gary Fish, 
whom I have known for decades. We are very impressed by Fishtech’s MDR 
offerings and its proprietary platform built on Google Chronicle, which we 
consider highly differentiated.”



Large professional services firms and 
Managed Security Service Providers (MSSPs) 
are the most active strategic acquirers of 
cybersecurity services firms.

Services Firms

Private Equity firms are increasingly active 
buyers of cybersecurity services firms, 
including platform plays to merge 
complimentary companies.

Private Equity

Public cloud providers are becoming 
increasingly active strategic acquirers of 
cybersecurity companies — both products 
and services.

Cloud Providers

Key Player Analysis
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Deal Count for Selected Large Services Firms


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

M&A activity in the cybersecurity services sector has three distinct groups of key players, 
including strategic acquirers, private equity firms, and cloud providers. Together, these groups 
represent a majority of the buying activity in services. The sector’s most notable trend for 2021 
and 2022 has been a steep increase in the dollar volume of deals. The largest disclosed services 
transaction to date was Google’s acquisition of Mandiant, followed by Wipro’s acquisition of 
CAPCO in March 2021.



Historically, acquisitions in cybersecurity services have been dominated by services firms. 
Accenture, Deloitte, and PwC are the top three strategic acquirers in this buyer group since 
2016. However, they’re now being joined by new buyers who haven’t traditionally focused on 
services companies.



Private Equity acquirers including Apax Partners, Investcorp, KKR, Sunstone Partners, and 
others have become active buyers. Since 2016, Private Equity has accounted for 36% of all 
transactions. In 2022, Private Equity represented 46% of total services M&A deals — a clear 
upward trend consistent with their increased involvement in cybersecurity across the board.



While less active than other buyers, cloud players have increased the frequency of services 
buys. Microsoft’s acquisition of Miburo and Google’s acquisition of Mandiant have signaled the 
arrival of this buyer group as a key player going forward.





Introduction

Key Player Analysis
Large services firms lead the way with rapidly growing 
involvement from Private Equity and cloud providers.
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Highlighted in 2021 as the “world’s most acquisitive firm” by 
Bloomberg, Accenture’s reputation has carried over to cybersecurity 
markets. Cybersecurity acquisitions represented 13 of the firm’s 
200+ acquisitions since 2016, highlighting the growing importance 
of the sector to the firm’s services strategy.



Accenture’s appetite for M&A in for cybersecurity has increased 
recently. The firm had five cybersecurity acquisitions in 2021 alone 
up from three in 2020. Targets ranged from managed security to 
big data and security analytics. Deals in 2021 included buys of 
Sentor Managed Services, Novetta Solutions, Openminded, 
Edenhouse Solutions, and Real Protect. 



Accenture’s historical acquisition strategy in cybersecurity has been 
focused on services. Since 2016, 11 of their 13 deals have been 
services-focused.

Key Player Analysis 
Services Firms



62Momentum Cyber | The Evolution of Cybersecurity Services

Atos has spent the better part of a decade building out a robust 
cybersecurity portfolio of products and services, both through 
internal growth and key acquisitions. The firm’s security product 
suite includes Security Analytics, Hybrid SecOps, Identity & Access 
Management, Data Encryption, and an array of other services.



Atos has developed their cybersecurity portfolio through several 
strategic deals in the past few years. The firm boasts six 
cybersecurity-focused acquisitions since 2016, including four 
directly aimed at expanding their security services capabilities. 



Notable services acquisitions include In Fidem and digital.security. 
Other relevant acquisitions in security include buys of Cryptovision 
(PKI software) and Idnomic (encryption).

Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Key Player Analysis 
Services Firms
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Booz Allen Hamilton has traditionally aimed to acquire companies 
that expand their core businesses across consulting, analysis, and 
engineering services to both public and private sector clients. Of 
the company’s five strategic acquisitions since 2016, three have 
been squarely focused on cybersecurity, all of which feature 
services offerings.



The firm has been active recently, including a $440M acquisition of 
EverWatch in 2022 and Tracepoint in late 2021. Booz Allen Hamilton 
also acquired Morphick in 2017 to boost their Managed Detection 
and Response (MDR) capabilities.



The firm also divested its commercial Managed Threat Services 
(MTS) business in December 2022 as part of a transaction 
sponsored by Nautic Partners. The business will be combined with 
Security On-Demand and operate under a new DeepSeas brand 
starting in 2023.

Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Key Player Analysis 
Services Firms
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Cerberus Sentinel has been one of the most active acquirers of 
cybersecurity services companies in the past two years. Their M&A 
strategy is focused on building out a services-focused security 
portfolio.



The company provides a portfolio of cybersecurity and compliance 
services largely developed through add-on acquisitions. Cerberus 
Sentinel touts solutions across Risk Management, Audit & 
Compliance, Managed Services, XDR, SIEM, and Breach Response, 
among others.



Key acquisitions for the firm in 2022 alone include NLT Secure, 
CyberViking, Creatrix, and True Digital Security, while buys of 
Arkavia and Clear Skies Security highlight earlier acquisitions.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Key Player Analysis 
Services Firms
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With 60+ total acquisitions in the past six years, Deloitte has made 
acquisitions across several sectors of technology and industry 
verticals across its network of member firms. Cybersecurity has 
been a major area of focus for the firm with 10 acquisitions during 
this time period.



Deloitte’s security portfolio is highlighted by a bevy of acquisition 
activity in 2021 with six cybersecurity deals. Activity in 2021 
included buys of aeCyberSolutions, TransientX, Sentek Global, 
Terbium Labs, CloudQuest, and Root9B. They have since added 
Hacktive to their portfolio in October 2022.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Key Player Analysis 
Services Firms
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EY has taken a balanced approach across building, buying, and 
partnering as the firm has worked to expand its cybersecurity 
consulting business in the past few years. The firm’s recent 
announcement of a proposed separation of their audit and 
consulting practices would have a major impact on the entire 
business and technology consulting services industry if approved.



Of the 26 total deals tracked across EY’s global network of firms 
since 2017, three have been focused on cybersecurity (all prior to 
2020). Deals have included Managed Detection and Response 
(MDR), Identity and Access Management (IAM), and Privileged 
Access Management (PAM).



Acquisitions in recent years include Sila Solutions Group, Elevated 
Prompt, and Open Windows IDENTITY. Sila was the only acquistion 
by the U.S. firm during the period, with the remainder led by 
international member firms.

Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

Key Player Analysis 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IBM has steadily continued to grow their cybersecurity portfolio 
through a number of acquisitions over the past few years. Five of 
the company’s nearly 50 total acquisitions since 2016 have been 
cybersecurity companies.



Additionally, the company’s 2021 spin-off of its Kyndryl IT 
infrastructure services business created another large scale 
technology services provider. Kyndryl’s offerings include Security 
and Resiliency services, which are separate offerings from the 
cybersecurity products and services IBM retained after the 
transaction.



IBM’s acquisition strategy focuses on a variety of areas within 
cybersecurity, from recent attack surface management and EDR 
buys to earlier acquisitions in Kubernetes security data risk security. 
IBM’s security portfolio includes recent deals with Randori, ReaQta, 
StackRox, and Spanugo.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Note: IBM announced the acquisition of Octos, a cybersecurity and digital transformation services firm, after our data cutoff for this report.

Selected Deal History

Key Player Analysis 
Services Firms
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While not as prolific in the total number of buys as some of its 
counterparts, KPMG has focused a large part of their strategic 
buying focus on the cybersecurity market. Of the 18 total deals 
tracked since 2016, five have been focused on cybersecurity. All five 
acquistions have been services-focused targets.



Acquisitions in recent years include Fortica Cybersecurity, Everdon 
Security, Loomans & Matz, Egyde, and Spikes Security.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History

PwC is an active buyer of cybersecurity firms, both within the U.S. 
firm and across larger international member firms. Acquisitions are 
typically focused on adding technical capabilities and assets in 
emerging services categories.



Of the 16 total deals tracked across PwC’s global network of firms 
since 2016, five have been focused on Cybersecurity. Deals have 
included Identity and Access Management (IAM), Cloud Security, 
Blockchain, and GRC. Additionally, the PwC U.S. firm divested its 
public sector consulting business to Guidehouse (sponsored by 
Veritas Capital) in 2019. A portion of the services portfolio included 
cybersecurity services for public sector clients.



Acquisitions by the U.S. firm in recent years include EagleDream 
and Service Catalyst. International member firm acquisitions 
included Avaleris, ChainSecurity, and Everett.

Key Player Analysis 
Services Firms
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Wipro’s cybersecurity strategy is focused on extending the 
company’s suite of cybersecurity services. Wipro’s $1.5 billion 
acquisition of CAPCO included a significant cybersecurity services 
component and was the only other billion-dollar acquisition outside 
of Mandiant since 2016.



Traditionally known as an operational technology outsourcing 
partner, further expansion of the company’s cybersecurity services 
portfolio strengthens their credentials as a strategic partner to 
CISOs. Three of Wipro’s nearly 20 total acquisitions since 2016 have 
been cybersecurity companies, all of which were focused on 
services.



Wipro’s deal history in cybersecurity has been recent but impactful 
as they expand their services portfolio. All three of their 
cybersecurity acquisitions have come in the last two years, including 
their large CAPCO acquisition, Edgile, Ampion.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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Apax has amassed a strong cybersecurity services portfolio 
beginning with their acquisition of Coalfire in 2019. The firm has 
since added managed security services companies and is positioned 
for further growth with two major platforms in the industry.



Apax’s most recent deals include the acquisition of Herjavec Group 
in February 2021 and the subsequent merger of Fishtech Group and 
Herjavec Group in December 2021 to form a new managed services 
powerhouse now known as CYDERES.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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KKR’s cybersecurity portfolio features a diverse mix of both product 
and services companies. The firm has led both majority and 
minority investments into several top security firms, including 
recent deals with NetSPI, Barracuda Networks, Semperis, and 
Reliaquest.



The firm’s $410 million growth investment in NetSPI during 2022 
represents one of the largest financing rounds in history for a 
cybersecurity services company. The most recent financing round 
followed an initial investment of $90 million in 2021. With their 
most recent investment, KKR became the majority owner of NetSPI.



KKR previously led a buyout of Optiv Security in late 2016 and still 
holds a majority stake in the company. KKR continues to be active 
player in large scale cybersecurity transactions across both products 
and services.

Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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Sunstone has been an important Private Equity player in both 
cybersecurity and immediately adjacent technology sectors. The 
firm’s activity has primarily been focused on services companies.



The firm was the first institutional investor in NetSPI. Their majority 
stake was recapitalized as part of KKR’s 2022 growth investment — 
a successful outcome for Sunstone. In May 2019, Sunstone 
announced the formation of Avertium, a multi-disciplinary 
cybersecurity company. The new company combined Sunstone’s 
acquisition of Sword & Shield, Terra Verde, and TruShield.



Additionally, Sunstone created Thirdera from a merger by three 
leading ServiceNow partners. The new company is expected to be 
an increasingly active participant in cybersecurity services as 
ServiceNow expands its technology platform into GRC, Security 
Operations, and other sectors of the industry.
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Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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Amazon Web Services (AWS) has focused most of its efforts in 
cybersecurity on organic development of products and marketplace 
partnerships with technology and services firms. 



However, AWS hasn’t shied away from cybersecurity acquisitions 
with two in the space since 2016. AWS’s acquisitions of Sqrrl and 
Harvest.ai centered on the data security space as the firm built out 
many of their machine learning and artificial intelligence 
capabilities. 



Cybersecurity is an increasingly strategic priority for AWS 
leadership, particularly as competitors make acquisitions to 
strengthen their positioning with buyers.





Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022
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Google Cloud’s acquisition of Mandiant marked a major turning 
point in the role of cloud players as a key buyer group in 
cybersecurity. The tech giant has placed security at the forefront of 
its acquisition strategy in 2022, also buying Siemplify, a leading 
SOAR provider.



Cybersecurity is not just a recent interest for Google. The company 
has made three acquisitions in the industry since 2017, including 
two transactions greater than $500 million. In total, Google has 
made a total of 12 cybersecurity acquisitions since the company 
was founded.   



The Mandiant deal is Google’s second largest acquisition ever 
behind Motorola. Coupled with the half-billion Siemplify deal, 
Google has spent nearly $6 billion on cybersecurity acquisitions this 
year as cybersecurity is positioned as a strategic differentiator for 
Google Cloud.

Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022

Selected Deal History
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Microsoft has never shied away from growing through acquisition, 
with 75+ acquisitions tracked for the firm since 2016. Microsoft’s 
seven cybersecurity-focused acquisitions in this time frame have 
picked up in frequency with four deals in the last two years alone.



Microsoft has traditionally focused on buying product-centric SaaS 
companies. Examples include CloudKnox, RiskIQ, and Refirm Labs. 
However, they have begun incorporating services into their 
acquisition strategy. The company’s 2022 activity included an 
acquisition of Miburo, a threat analysis and research firm.


Source: 451 Research, PitchBook, CapIQ, and Momentum Cyber proprietary data | *As of October 31, 2022
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Emerging Cybersecurity Services Trends
The impact of next-generation cybersecurity services companies is spreading to nearly every type of service offering in the sector.

Apptega 
An award-winning platform helping companies build, manage, and report on 
cybersecurity and compliance programs. Apptega partners with MSSPs to 
implement and manage cybersecurity and compliance programs for clients.

Onspring 
A GRC automation platform designed to seamlessly connect and monitor  
business-critical risks, controls, and processes. Implementation services focus 
on process design, rationalization, and automation.

Axio 
A platform for performing continuous assessments, quantification, and 
reporting on business-critical cybersecurity risks. Axio began as a services 
company and evolved into a leading technology platform. 

A wave of innovation and financing has emerged within GRC — a space historically dominated 
by manual processes. New technology platforms and services partnerships are integrating, 
automating, and quantifying controls and risk in ways the industry has never seen before.






Governance, Risk, and Compliance (GRC) Automation

SolCyber 
Managed security services for startups and SMBs, including dashboards, 
monitoring, curated security technologies, and more.

Cyvatar 
Fully managed security subscriptions for SMBs. The company drives 
cybersecurity programs for SMBs who need security from the ground up, are 
scaling quickly, or need to simplify their strategy.

Agency 
End-to-end security software, real-time monitoring, comprehensive

coverage for individuals, and protection against employee targeted digital 
risks for companies.

A new category of cybersecurity services is being created by early stage companies focused 
exclusively on managed security for consumers and SMBs. Services that were only accessible to 
larger enterprises are now being delivered at scale to individuals and small organizations.

Consumer and SMB Cybersecurity Services

https://www.apptega.com/
https://onspring.com
https://axio.com/
https://solcyber.com
https://cyvatar.ai/
https://getagency.com/
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An emerging set of Identity and Access Management (IAM) companies, including MSPs and 
MSSPs, are developing managed identity services. Offerings include end-to-end services from 
implementation through operations.

Evo 
An all-in-one Identity and Access Management (IAM) platform built for MSPs. 
The platform enabled MSPs to provide white-label managed identity services 
to customers using the Evo platform.

Identity And Access Solutions

Identity and Access Management (IAM) services provider offering advisory, 
implementation, managed services, and other identity-focused offerings.

BeyondID 
Consulting, implementation and service management for identity, 
cybersecurity and cloud platforms.

Managed Identity Services

Emerging Cybersecurity Services Trends

New service offerings are being developed for data privacy programs, including discovery, 
implementation, operations, and more. Traditional in-house programs are being augmented or 
replaced by repeatable, technology-enabled services.

Sentor 
Advice, auditing and monitoring of data protection and privacy work.

Breakwater 
A combination of flexible deployment options with implementation and 
operation methodologies designed to help customers launch a foundational 
privacy program for unstructured data.

DataGuard 
A solution that combines support from privacy experts and a web-based 
privacy platform to help companies process and monetize data in a way that 
is transparent and compliant with the latest regulations.

Privacy as a Service (PaaS)

https://www.evosecurity.com/
https://www.identityandaccesssolutions.com/
https://beyondid.com/
https://www.sentorsecurity.com/
https://breakwatersolutions.com/
https://www.dataguard.com/
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OfficesUnrivalled Industry Network

Strategic Advisory ServicesFirm Highlights

Over a Century of 
Experience as World Class 
Operators and Advisors

Unrivaled Thought Leadership 
in Cybersecurity Through 

Insightful Research

Cyber Exit Savvy — Deep 
Expertise Selling to Strategic


and Financial Buyers

Momentum Cyber is the premier trusted advisor to the cybersecurity industry.
We provide bespoke, high-impact advice combined with tailored senior-level access. As world-class operators and advisors, we cater to 
the unique needs of both earlier stage founders, CEOs, and boards, as well as the complexity of later stage and public companies 
throughout their lifecycle — incubation to exit.



Founder and CEO
Gary Fish

Award-Winning Advice Select Transactions

“The team at Momentum are truly exceptional strategic 
advisors. Their vision and unmatched rolodex in 
cybersecurity helped us drive a hyper competitive 
process, ultimately culminating in a game-changing 
merger with Robert Herjavec’s company to create an 
overnight industry leader. We have forged a unique 
‘client meets friendship’ trusted relationship and I 
absolutely look forward to working with them again!”

Deal of the Year

2022 SC Media Awards

Private Equity Deal of the Year

2021 Americas M&A Atlas Awards

Most Innovative Cyber M&A Firm

2020 Cyber Defense InfoSec Awards
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