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Introduction
Keeping up with and evaluating cybersecurity technologies 
can be a continuous and ongoing challenge for organizations.  
To make this effort easier, Optiv Security partnered with 
Momentum Cyber to provide insights into buying trends.

As a global security solutions integrator, Optiv offers a 
unique perspective refined through engagements with 
thousands of clients across industries. As such, the volume 
of engagements provide a ‘barometer’ of key focus areas, 
and investment priorities for our 7,000 global clients 

Momentum Cyber is the leading cyber-focused investment 
bank providing tailored strategic advice to companies within 
the cybersecurity ecosystem. The company actively tracks 
strategic activity including merger and acquisition (M&A) 
and financing transactions on a week to week basis and 
leverages the data to publish strategic industry reports that 
are read by 10,000+ subscribers.

Cybersecurity technology buyers and influencers can make 
informed decisions when they understand peer buying 
behaviors. The findings in this 2019 Security Technology 
Spend Insights Report are based on the analysis of Optiv 
client data and compare technology buying trends year over 
year while considering current market activity. This analysis 
is supplemented with Momentum Cyber’s proprietary data 
and insights to deliver a unique perspective on industry 
trends and delivers beneficial perspective to provide the 
“peer insights” that every CISO seeks.

The report includes Optiv’s top five technology trends and 
technology areas to watch. The discussion of each trend 
includes essential buyer information: an overview, spending 
change, key drivers of change and outlook. Momentum 
Cyber contributions appear in sections named Strategic 
Market Activity.

Data Overview
The data supporting the top five cybersecurity technology 
budget categories is generated from Optiv global revenue 
growth data between 2017 and 2018. Momentum Cyber 
tracks M&A and financing activity which supports the 
Strategic Market Activity commentary.

Five cybersecurity technology segments that 
realized a significant increase in spending of  
25% or more

1. Identity management

2. Vulnerability management 

3. Email security 

4. Data protection 

5. Cloud security 

Areas to watch that reflect marketplace activity 
that signals a shift in organizational strategy and 
future buying trends

1. Endpoint security

2. Zero Trust architecture

3. Security awareness training

4. Security automation and orchestration

5. Serverless and container security

Figure 1: Growth Trends for the Top Five Security Technology Budget Categories from 2017 to 2018
 

Identity 
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Vulnerability 
Management
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25% 25%

Source: Optiv, 2019.
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The Top Five 
Cybersecurity Technology 
Buying Trends
1. Identity Management  

Overview
Identity management (IM) programs ensure the right 
people access the right data in the right manner – returning 
trust and compliance to the business. IM solutions address 
identity challenges, data sprawl and exposure risks 
associated with both workforces and consumers. 

What Is the Change?
From 2017 to 2018, spending on IM as a category grew by 
more than 45%. Two subsets of IM saw significant individual 
growth as well, privileged access management (PAM)  
grew by 25% and Identity and Access Management (IAM) 
grew by over 55%. The strong spending growth in IM is  
not surprising; however, the magnitude of the growth  
for a second consecutive year speaks volumes about its 
growing importance among IT priorities. Growth rates are 
pushed by the entrance into the market of new and more 
specialized companies.  

The numbers of identities, devices, data sources and 
data access controls are constantly growing and shi"ing, 
creating a complex environment. As a#acks using privilege 
as a penetration tactic escalate, IM becomes increasingly 
important to prevent not only breaches but also any 
ongoing damage. According to the 2017 Verizon Data Breach 
Investigations Report (DBIR), 81% of hacking-related 
breaches leverage either stolen and/or weak passwords.  
The use of these same types of stolen credentials were by 
far the most common components of breaches again in the 
2018 Verizon DBIR. 

Key Drivers of the Change 
Digital transformation, which nearly all organizations are 
experiencing, puts IM in the spotlight as technologies and 
processes change.

Identity is one of the key components of cybersecurity 
programs. Applying strong identity technology allows 
organizations to implement controls based on “who 
are you” and “what privileges you have to access which 
company assets and data”. This approach is replacing the 
security concept that uses inside-or-outside, black-and-
white definitions of the network to define appropriate 
controls. Identity management and its integration with an 

organization’s security controls is increasingly important 
in continuous risk analysis and dynamic security policy 
enforcement. The rising number of compromised 
credentials has driven a change in security strategy — less 
focus on the a#ack vector and how an a#acker got in 
and more focus on understanding access privileges and 
protecting critical assets.

Cloud migration increases security complexity as it 
increases the number of unmanaged workspaces that 
are outside of on-premises controls. Provisioning and 
deprovisioning users with digital dexterity adds to the 
burden of IT and security operations — around 60% of 
cloud service users, including 37% of privileged users, do 
not have a password policy or multifactor authentication 
enforced.1 A further complication is that in some cloud 
environments, hundreds of privileged destruct commands 
can be executed with native administrative privileges –  
the lack of appropriate identity controls puts systems  
and data at risk.

Additionally, the expectations of end-user customers 
regarding web interactions with digital businesses raises 
the bar significantly for IM programs to deliver less invasive, 
though still effective, authentication and privacy. 

Outlook
Spending growth is expected to remain strong this year, 
and many organizations will likely rely on expert consulting 
services to help formalize and mature IM programs. PAM, 
which already is one of the most-used foundational security 
control mechanisms, is expected to grow significantly. 
Digital business initiatives require PAM expansion into 
areas such as:

• Discovering and managing privilege for 
infrastructure-as-a-Service (IaaS) and Platform-as-
a-Service (PaaS) resources that may or may not be 
officially ve#ed by IT (shadow IT)

• Support for containers and secrets management for 
DevOps programs to address both initial exploits and 
lateral a#acker movement

• Extension of support for new platforms 
and environments, such as cloud services, 
containerization, serverless and virtual machines to 
provide privileged credential distribution, monitoring 
and behavioral analytics.2 

As the network perimeter evaporates, expect to see a  
trend in which IM schemes are increasingly used for  
data protection purposes. This trend has already propelled 
the creation of new companies and organizational  
security strategies.
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2018 Strategic Market Activity
IAM, a subset of identity management, was the most 
active sector for M&A activity. Buyers completed 28 deals 
(40% growth from 2017) totaling $6.4 billion in deal value, 
including Cisco’s acquisition of Duo Security for $2.4 
billion. Many PAM players were consolidated under the 
BeyondTrust name. These include Bomgar, Lieberman 
So"ware and Avecto. Other notable acquisitions include 
Balabit by One Identity, Centrify by Thoma Bravo and CA 
Technologies by Broadcom. 

Investors continued to put capital into IAM and PAM by 
investing $474 million and 40 deals. The authentication 
subsector of IM received a majority of the capital. Pindrop 
Security ($90.0 million), AuthO ($55.2 million) and BioCatch 
($30.0 million) led all encryption capital raises. Interest in 
Identity-as-a-Service (IDaaS) assets also increased. Vendors 
raised a total of $24 million from investors — an 82% 
increase from 2017. OneLogin’s $22.5 million Series C round 
was the largest of all IDaaS capital raises. PAM activity 
included Thycotic, which completed a $7.2 million later stage 
venture capital (VC) round.

2. Vulnerability Management

Overview
Vulnerability management (VM) comprises the overall 
process workflow and the technology controls related to 
asset discovery, configuration management, vulnerability 
analysis and vulnerability remediation. When VM is 
automated, organizations can minimize the amount of 
manual labor required to accomplish the component 
activities within VM, thereby improving and strengthening 
organizational security. 

What is the Change?
From 2017 to 2018, vulnerability management spending 
grew by more than 30%. This change reflects VM’s 

increasing importance to security decision-makers.  
They are looking for a be#er way to implement VM, 
including a way to prioritize vulnerabilities based on risk,  
a common framework and automated capabilities to 
ensure efficiency as well as consistent security levels 
throughout a business.

Key Drivers of the Change
If organizations know their assets and prioritize all related 
vulnerabilities, they could prevent risk associated with up to 
97%+ of malware and other applications with known risks. 

Most ransomware a#acks involve actors capitalizing 
on known, fixable vulnerabilities. In addition, device 
proliferation and distribution due to the Internet of 
Things (IoT), bring-your-own-device (BYOD), supply chain 
integration and the commercialization of IT results in 
companies having more, and o"en unknown, assets to 
manage and protect. Stopping threats like the Mirai 
botnet, which took advantage of insecure IoT devices, can 
happen faster and more efficiently with a comprehensive, 
automated VM program.

Risk-based models for designing VM workflow assist with 
prioritization, one of the most challenging aspects of VM. 
Ideally, risk ratings correlate asset value, the severity of 
a vulnerability and the prioritization of a#acker activity 
through threat intelligence and analytics. When security 
teams understand high-, medium- or low-risk vulnerabilities 
coupled with context and prioritization of these 
vulnerabilities specific to an organization, they can organize 
or automate their remediation efforts based on impact. 

Outlook
Expect high growth in the vulnerability management 
segment. For onsite and cloud implementations, VM 
solutions will reflect an increased focus on:

• Continuous scanning for shi"ing pa#erns 
• Automation technology to allow scale, response and 

reduced time for systems to be at risk
• Integration of artificial intelligence (AI) capabilities 

for prioritization

Integration with configuration management databases 
(CMDBs) continues to gain momentum, as well, in 
recognition of the fact that remediation takes different 
forms such as patching, isolation or configuration 
management. CMDBs tie in assets, discovery and 
configuration management to improve both the workflow 
and efficiency of the remediation process. 

Gartner predicts that “by 2022, organizations that use the 
risk-based vulnerability management method will suffer 
80% less breaches.”3

Figure 2: YoY growth for PAM and IDaaS

Deal Count Amount Invested

2017 2018

7
8

14.2% YoY growth 31.0% YoY growth

2017 2018

$34.8M

$45.6M

Source: Momentum Cyber, 2019.
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2018 Strategic Market Activity
Tenable completed its initial public offering (IPO) and  
raised $251 million. Risk-based vulnerability management 
vendors Kenna Security and RiskSense raised a $25 million 
Series C and a $12 million Series B, respectively. Other 
notable capital raises include RiskRecon’s $25 million Series 
B and Panaseer’s $10 million Series A.

3. Email Security 

Overview
Email – the most common a#ack vector for initial 
infiltration – is the delivery mechanism for 96% of 
phishing a#acks and 49% of malware that contributed  
to breaches examined by the 2018 Verizon DBIR. To 
improve email security, organizations can implement anti-
spam solutions and filter malicious emails, a#achments 
and URLs.

What Is the Change?
From 2017 to 2018, email security spending grew by more 
than 30%. 

Proofpoint research reveals that 83% of organizations 
experienced a phishing attack in 2018 – up from 76% in 
2017 – and each organization saw a higher average number 
of spear phishing attacks in 2018 compared to 2017.4 
Further, 65% of companies experienced compromised 
accounts due to phishing in 2018 – a significant jump from 
38% in 2017.4

Key Drivers of the Change
The rapid growth in email security spending addresses 
what is widely considered to be one of the most damaging 
cybera#ack vectors. Companies are spending more because 
they are trying to plug an information gap. They’re buying 
products, which may be a#ached to a core solution, that 
provide greater insights into email security functions or 
email campaign metrics or that enhance the visibility of 
drive-by emails. In addition to products, companies also are 
investing in security awareness training (SAT) to improve 
the human aspects of email security. 

Content disarm and reconstruction (CDR) threat 
prevention technologies are on the rise. CDR solutions 
treat all data as equal and use non-scanning methods to 
deconstruct email a#achments and reconstruct them 
differently to remove malware. 

The Verizon DBIR points to the increased prevalence of 
the social a#ack technique of pretexting, which also is 
known as business email compromise and executive fraud. 

Pretexting o"en consists of emails impersonating business 
executives who instruct their employees to wire money to 
the perpetrators. The DBIR noted that Verizon has seen 
financial pretexting incidents increase nearly 180% year 
over year, and companies are fighting back by strengthening 
email security.

While native email security controls in Microso" Office 365 
are improving, there still is strong spending in both absolute 
dollars and growth related to the procurement of overlay 
email security solutions.

Outlook 
Email security will continue to be a growth segment as 
companies address a top threat vector.

Social a#acks (including phishing) played a role in 43% of 
breaches studied by the 2017 Verizon DBIR. While this trend 
dropped to 17% in the 2018 report (perhaps at least partially 
due to some distortion in the tracking), the expectation is 
that social a#acks will continue to feature prominently 
in the threat landscape. Bad actors will continue to view 
phishing as a much easier path to achieve their goals 
compared to more arduous hacking schemes. 

Employees and users continue to be the weakest link in 
the security defense chain. Organizations will continue to 
spend on security awareness and training programs to equip 
their employees with the right tools to prevent breaches. 
Ultimately, a strong defense against malicious email 
threats will involve trained employees and adaptive email 
protection solutions. 

Microso"’s continued investment in this segment may over 
time impact market demand for third-party solution overlay. 

2018 Strategic Market Activity
Investments in email security increased significantly. Investors 
deployed $83 million representing 186% growth from 2017. 
Agari led all vendors by completing a Series E round of $40 
million. Other notable capital raises include Tessian‘s $12 
million Series A and ValiMail’s $25 million Series B.

Figure 3: Email Security Capital Investments

2017 2018

$29.1M

$83.1M

Source: Momentum Cyber, 2019.
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4. Data Protection 

Overview
Data protection is increasingly important as organizations 
move from on-premises data storage to models such as 
private, public, hybrid and managed cloud. Data continues 
to accumulate as organizations mature, and issues persist 
about where data is secured and whether access to it is 
secure. The primary role of data protection technologies, 
such as encryption and data access governance, is to 
safeguard information from potential compromise or loss. 

What Is the Change?
From 2017 to 2018, data protection spending grew by more 
than 25%.

Key Drivers of the Change
Digital transformation requires organizations to harvest 
and analyze an increasing amount of data (including 
customer data) to shape strategic decision-making and 
design compelling offerings. 

Every hacker is a"er data, and organizations are paying 
a#ention. Data sources are shi"ing — PeopleSo" to 
Workday and traditional SAP to Salesforce, for example. 
New data privacy regulations are taking root around the 
world, and these have significant implications should 
organizations be found deficient in compliance. The 
General Data Protection Regulation (GDPR) expands 
privacy protections beyond what is covered by personally 
identifiable information— to cookies, for example. GDPR 
was implemented in the European Union (EU) in May 
2018 with the threat of highly punitive penalties for 
noncompliance. Other countries will follow the lead of the 
EU in appropriately fortifying data privacy regulations. 

Outlook
Data protection stands out as one of the lowest areas of 
maturity as observed in Optiv client assessments. 
Effective data protection is not easy, and the level of 
complexity is amplified as sensitive data is increasingly 
pushed out to resources in the public cloud where it is more 
difficult to discover and classify. 

Several factors have led to robust growth in data protection 
spending, and this trend is expected to continue.
Identity, for example, will be increasingly linked to data 
sets, data access and privacy, prompting companies to bring 
to market data discovery solutions that look at customer 
data sets. In addition, the increasing, active enforcement of 
GDPR motivates organizations to invest in appropriate data 
protection solutions to avoid penalties. 

2018 Strategic Market Activity
Seven M&A deals for data security assets showed deal 
values remained relatively steady compared to prior years. 
Notable acquisitions included ID Quantique (encryption) 
by SK Telecom for $130 million, Spirion (data privacy) by 
Riverside and File Lock (encryption) by Reason. 

Data security was the third most active sector for 
cybersecurity financing deals. Investors deployed more 
than $572 million (a 41% increase from 2017) in capital 
across 45 deals. Encryption, which raised $159 million and 
data privacy, which raised $169 million, accounted for 33% 
and 38% of total deals, respectively. Notable capital raises 
included SpaceBelt’s $100 million Series B (data-centric 
security), Virtru’s $38 million Series B (encryption), Egress 
So"ware Technologies’ $40 million Series C (data-centric 
security), FairWarning’s $61M PE Growth / Expansion (data 
privacy), and BigID’s $30 million Series B (data privacy).

5. Cloud Security 

Overview
Cloud security includes a diverse set of controls to be#er 
secure public cloud services. Currently, the bulk of spending 
in this segment relates to cloud access security broker (CASB) 
solutions, which to date are used mostly to safeguard the 
explosion of So"ware-as-a-Service (SaaS) applications in use 
by organizations. For many people, CASB is now synonymous 
with data protection within the cloud. 

Cloud security also includes solutions to improve visibility 
of the configuration/compliance posture of Infrastructure 
as-a-Service (IaaS) resources, enforce preventative controls 
and micro-segmentation, and/or to detect malicious activity. 
These tools are beginning to blend together in offerings 
from several technology providers. 

Figure 4: YoY growth for Data Protection

Deal Count Amount Invested

2017 2018

30

45

2017 2018

$406M

$572M

50.0% YoY growth 40.8% YoY growth

Source: Momentum Cyber, 2019.
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What Is the Change?
From 2017 to 2018, spending on cloud security grew by more 
than 25%.

A recent survey indicates that public cloud adoption is 91% and 
enterprises run 33% of their workloads in public cloud.5 Nearly 
all successful a#acks on public cloud services can be traced to 
gaps in the security process of the cloud customer rather than 
the public cloud service provider’s security controls. This risk 
was publicized in a multitude of announcements in 2018.

Key Drivers of the Change
The pace of cloud activity is rapid and constantly changing 
to incorporate new approaches such as containers and 
serverless environments.

The high-speed shi" to deploying workloads in the cloud 
means organizations need to quickly invest in cloud security 
solutions. Some organizations, however, rush to harness the 
power of cloud for digital business initiatives and sprint 
ahead of the ability of IT security teams to collaborate and 
properly secure these critical resources. 

Outlook
Cloud security stands out as one of the lowest areas of 
maturity as observed from Optiv client assessments, 
indicating lots of opportunity for vendors and room for 
growth in this segment.

The large cloud service providers (Amazon Web Services, 
Microso" Azure and Google Cloud Platform) provide basic 
security controls as native offerings, but they typically apply 
only to their own platforms. These controls are of some value 
although most organizations utilize a hybrid, multi-cloud 
strategy that requires more or different security. CASB controls 
will continue to expand to cover IaaS/PaaS infrastructure, and 
spending will increase on new specialized multi-cloud tools 
capable of securing IaaS/PaaS infrastructures.

2018 Strategic Market Activity
Seven cloud security M&A deals were completed (133% 
year-over-year growth) representing $683 million in total 
deal value. The majority of acquisitions involved cloud 
infrastructure security companies. Notable transactions 
included Palo Alto Networks’ acquisition of Evident.io for 
$300 million and RedLock for $173 million, and Check Point 
So"ware’s acquisition of Dome9 for $175 million. In the 
CASB arena, CyberArk acquired Vaultive for $19 million.

Compared to the rapid pace of cloud security M&A activity, 
financing activity declined slightly compared to 2017. Cloud 
security was the eighth most active sector for financing 
transactions, with 20 deals completed (26% decline from 
2017) totaling $550 million in capital (15% decline). Cloud 
infrastructure vendors accounted for 45% of closed deals,  
and they raised $171 million. CASB and container security 

vendors raised $379 million. CASB vendor Netskope led  
cloud security vendors by completing a $168 million Series 
F round. Container security vendors Tigera and Twistlock 
raised $40 million and $33 million, respectively. Cloud 
infrastructure security vendors Be#erCloud and ClearData 
raised $60 million and $26 million respectively.

Technology to Watch
1. Endpoint Security

Overview
User systems make up the majority of the a#ack surface. 
Endpoint security protects servers, desktop computers, 
laptops, mobile devices and other end-user devices from 
malicious threats, either internal or external. The goal of 
endpoint security is to have endpoint devices meet certain 
security standards before they can access a network. 
Solutions can include capabilities such as monitoring, 
a#ack prevention, threat detection, data loss prevention, 
encryption, response and analytics. 

Endpoint security is far from being a new or emerging 
topic, but it is an area worth watching. The focus is shi"ing 
away from disparate products and agents installed on 
each endpoint. Recent focus is on technologies that help 
organizations maximize value from endpoint security 
platforms by operationalizing capabilities. This includes 
using endpoint telemetry data to improve detection and 
response, refining threat hunting and integrating sensor 
data feeds into complementary security solutions. 

Key Drivers
Organizations need to refine their endpoint security 
strategies, particularly by consolidating toolsets. According 
to ESG research, 53% of enterprise organizations have three 
or more endpoint security products deployed across their 
network.6 Using and maintaining separate products is not 
feasible or sustainable because organizations simply don’t 
have enough resources to configure, tune and monitor the 
tools in their security infrastructure. 

Figure 5: Cloud Security Capital Investments

2017 2018

$648M
$550M

Source: Momentum Cyber, 2019.
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Outlook
Expect vigorous growth in endpoint security as solution 
providers race toward one goal: a multifunctional platform 
that includes prevention, detection, response and IT 
hygiene capabilities. Solutions increasingly will reflect the 
standardization, integration and bundling of functions. 
This shi" in focus is revitalizing the segment and helping it 
move past the market bifurcation and buyer confusion that 
dominated the past three years. 

These functions have become or are becoming industry 
standards:

• Graphical process lineage views of the relationships 
between parent-child processes

• Telemetry search capability that gives analysts the 
same investigative capabilities for arbitrary and 
malicious events

• The use of Microso"’s security model for protected 
process to prevent tampering with endpoint agents

Additionally, some products are beginning to offer 
capabilities such as:

• The ability to access sensor data outside of an 
endpoint product’s user interface to enable 
streaming data to a secondary location and greater 
API feature parity

• User creation of custom behavioral indicators
• Logging the command line arguments of a malicious 

actor’s technique

As toolsets become more consolidated, organizations can 
gain greater value from endpoint security platforms by 
more easily operationalizing an array of capabilities.

2018 Strategic Market Activity
Buyers completed nine acquisitions of endpoint security 
assets with a total deal value of $1.5 billion. Endpoint 
detection and response (EDR) acquisitions accounted 
for 56% of the deals, which included Palo Alto Networks’ 
acquisition of Cyber Secdo for $90 million. One of the most 
notable transactions was BlackBerry’s acquisition of AI-
enabled endpoint giant Cylance for $1.4 billion — the third 
largest cybersecurity M&A deal. The transaction aligns with 
BlackBerry’s vision of providing a unified platform to secure 
and manage the Enterprise of Things. 

Endpoint security vendors received $913 million in capital 
involving 13 completed deals. EDR accounted for 54% of 
the deals by raising $818 million. Tanium led all vendors by 
raising $375 million. Other notable transactions included 
CrowdStrike’s $200 million Series E (EDR), Perception Points’ 
$8M Series A (Endpoint Prevention), Fidelis Cybersecurity’s 
$25M PE Growth / Expansion (EDR), and Cylance’s $120 
million Series E (EDR). 

2. Zero Trust Architecture

Overview
Zero Trust architecture is an alternative to traditional 
perimeter-based security models. Zero Trust addresses the 
flawed idea that data needs protection only from external 
threats and the faulty concept of a trusted network 
operating within a defined perimeter. A Zero Trust model 
doesn’t trust anyone or anything by default. 

Traditionally, security solutions focus on location, such as a 
user inside or outside the network. Users inside the network 
can readily access applications a"er they are authenticated. 
Zero Trust focuses heavily on identity, authentication 
controls and verification methods. Forrester identifies seven 
Zero Trust components7:

• Network security
• Device security
• People/identity security
• Workload/application security
• Data security
• Security visibility and analytics
• Security automation and orchestration

Key Drivers
Organizations are a#racted to Zero Trust because it 
emphasizes capabilities such as access, micro-segmentation 
and continuous monitoring — all enable a more effective 
security framework. 

Outlook
Zero Trust architecture is proving to be as effective as 
anticipated, and its rapid adoption requires organizations 
to take certain steps that are recommended regardless of 
the model. These steps include identifying data (especially 
valuable and/or sensitive data); mapping data, transaction 
and process flows; and mapping access to data by internal 
and external users and applications. 

Further, adoption may depend to some extent on a shi" in 
organizational thinking, away from adding point security 
tools to integrating security throughout business operations. 

Figure 6: Endpoint Security Capital Investments

2017 2018

$807M

$913M

Source: Momentum Cyber, 2019.
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3. Security Awareness Training

Overview
Security awareness training (SAT) is an investment by 
companies in their employees. People can be the weakest 
link in the security chain, and they can influence security 
more than technology, policies or processes. 

SAT programs educate people about threats, risks and 
behaviors that influence security outcomes. Over time, the 
programs, which typically include phishing simulation, 
can change organizational culture and individual behavior 
choices. This scalable, repeatable method of targeting the 
human behavior aspect of risk also should include tracking, 
documenting and reporting on program results.

Key Drivers 
Security leaders are recognizing the value of education and 
training aligned with organizational security objectives, and 
they are rethinking the approach that technology alone can 
solve their problems. They are adding SAT to help employees 
be aware of risks, teach them how to report suspicious 
activity and learn what they can do to avoid risky behaviors, 
especially those related to email, social media and chat.

Organizations expect to get more value from technology 
by tying it to user behavior. Platforms that include user 
behavior analytics (UBA), for example, can save time and 
enhance security by automating data collection and feeding 
insights into SAT programs.

Additionally, organizations are looking for flexible educational 
content relevant to threat vectors beyond email — such as 
social media and chat, which o"en are under-protected.

Outlook
Expect to see continuing, rapid growth in SAT. Given rates 
of employee turnover in many companies, SAT needs to be 
regular and ongoing to keep up with evolving trends. 

Regulations such as GDPR and heightened a#ention to privacy 
and compliance will likely feed into SAT content. In fact, the 
SANS Security Awareness Roadmap lists several standards 
requiring awareness training, and these include the EU Data 
Protection Directive (replaced with the GDPR), Payment Card 
Industry Data Security Standard (PCI DSS), Health Insurance 
Portability and Accountability Act (HIPAA), ISO/IEC 27001 and 
Federal Information Security Management Act (FISMA).8

2018 Strategic Market Activity
Six M&A deals totaling $666 million were completed (200% 
increase from 2017). Pamplona Capital Management and 
Blackrock Capital Investment Corporation acquired Phishme 
(subsequently called Cofense) for $400 million — the largest 

security awareness training deal. The second largest deal 
was Proofpoint’s acquisition of Wombat Security for $216 
million. These buyers are capitalizing on a growing trend: 
organizations placing a higher priority on user awareness 
and security training due to problems that human behavior 
introduces into their security postures.

Investors spent $39 million in 10 deals in 2018. The largest capital 
raise was PhishLabs’ $21 million PE Growth / Expansion. 

4. Security Automation and Orchestration 

Overview
Security Automation and Orchestration (SAO) comprises two 
key functions. Security orchestration is the coordinated machine- 
to-machine execution of workflows. Security automation is 
the scripted machine-to-machine execution of tasks.

While SAO is a well-publicized, high-growth area, the 
functionality will likely be integrated into other security tools 
such as security information and event management (SIEM) 
systems. Most of the innovative SAO technology makes 
existing products and technology work be#er together. It 
increases efficiency as organizations operationalize existing 
security technology solutions and processes. For example, SAO 
aggregates threat contexts from disparate systems, minimizing 
the need for analysts to swivel among consoles. And, SAO can 
help automate threat response with the use of playbooks.

Implementing SAO technology increases efficiency, 
amplifies analyst capabilities, reduces labor and enhances 
quality through capabilities such as:

• System integration
• Event ingestion and management
• Task automation
• System and workflow orchestration
• Case management
• Collaboration
• Reporting and auditing

Figure 7: Security Awareness Training M&A Activity

2017 2018

2

6

200% Increase

Source: Momentum Cyber, 2019.
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Key Drivers 
Organizations have too many unintegrated tools that 
generate too many alerts for understaffed teams to triage. 
No business has enough people to do manually what is 
required, and automation is one of the best ways to  
gain efficiency. 

SAO technology is becoming a core component of security 
operations centers (SOCs) and advanced fusion centers to 
offset the shortage of talent and unintegrated tools. 

Ponemon found [that SAO enabled] an 80% reduction in the 
hours spent evaluating intelligence, si"ing through false 
positives and remediating infected devices.9 Optiv research 
found a 96% reduction in the average time to triage an alert 
a"er implementing automated workflows.

Outlook 
SAO is expected to become a native component in SIEM 
and cyber analytics platforms, and consolidation activity 
supports this expectation. Optiv is seeing investments 
grow by triple-digit percent in this area. There are signs of 
technology fatigue, however, as new entrants in the SAO 
market tend to offer services backed by technology.

2018 Strategic Market Activity
The most notable SAO M&A deal was Splunk’s acquisition 
of Phantom Cyber for $350 million. The leading SIEM 
provider continued its vision of creating a holistic, end-to-
end SOC platform by adding automated incident response 
capabilities to its Splunk Enterprise Security and Splunk 
User Behavior Analytics solutions. 

Notable financing transactions include Demisto’s $43 million 
Series C, DFLabs’ $3.5 million Series A1, Cyberbit’s $30M 
PE Growth/Expansion, Swimlane’s $4M Angel round, and 
Siemplify’s $14 million Series B. 

5. Serverless and Container Security

Overview
Serverless architecture (SA) allows companies to build and 
run applications and services in the cloud without the 
worry of managing the underlying infrastructure. This 
Function-as-a-Service (FaaS) platform deploys functions 
that can be provisioned on demand. A component of SA can 
be an event-based execution model that triggers functions 
in response to certain activities. For example, patching 
is performed by the platform, and in response to denial-
of-service (DoS) a#acks, the platform can add practically 
unlimited server capacity to avoid downtime. According to 
Rightscale, serverless is the highest growth extended cloud 
service for the second year in a row, with a 50% growth over 
2018 (24% to 35% adoption).5

Containers are a building block of micro-services, which 
are enabled by SA. Containers are easy-to-use, standardized 
units of so"ware that “package” code and code dependencies 
to enable applications to run reliably in multiple computing 
environments. By enabling a common operating model 
throughout DevOps, containers can help businesses comply 
with security policies and allow a higher level of governance. 

Key Drivers
SA has inherent ability for micro-services, an approach 
to so"ware development in which so"ware is composed 
of small, independent services that communicate via 
application programming interfaces (APIs) – reducing 
application development time and simplifying application 
scalability. Further, with SA, organizations don’t have to 
expend time and effort managing servers either onsite or 
in the cloud. By promising lower system costs, lower total 
cost of ownership and scalability, SA offers compelling value 
propositions to prospective buyers. 

Containers offer many a#ractive benefits. The top five 
identified in a recent IDC survey are improved security  
(No. 1), improved management/operations, be#er application 
availability, be#er application performance/responsiveness 
and be#er application scalability (No. 5).10 Containers allow 
security controls to be embedded throughout the so"ware 
development life cycle while supporting high-speed 
development. It’s likely that developers will use containers 
due to their advantages, regardless of security considerations.

Outlook
SA offers both pros and cons, but the advantages will sway 
buyers toward adoption. Capabilities such as automated 
patching, function-based permissions and elasticity are 
appealing. But SA needs to address potential risks a#ached 
to third-party services and the proliferation of functions 
that expand the a#ack surface. 

Containers also are experiencing high adoption rates. 
According to Forrester, 58% of developers indicate that their 
companies currently use containers or plan to use containers 
in the next 12 months.11 In the same report, however, Forrester 
cites another study in which 43% of respondents said that 
security was a challenge hindering container adoption. 
Technology that can automate the step of embedding security 
and tamperproof containers will help to drive higher adoption.

2018 Strategic Market Activity
Container security remained one of the more active cloud 
security subsectors. Vendors raised $183.5 million across 
eight deals (a 109% increase from 2017). Tigera completed 
Series A1 and Series B rounds, raising $40.0 million. Sysdig’s 
$68.5 million Series D was the largest completed container 
security financing deal. Other notable transactions included 
Twistlock’s $33.0 million Series C, StackRox’s $25.0 million 
Series B and Capsule8’s $15.0 million Series B.
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Final Thoughts
Insights into peer buying trends and marketplace activity provide security decision-makers  

with a context for thinking about cybersecurity and how to invest wisely.  
Outlooks evolve, but the following observations are unlikely to change anytime soon:

• As infrastructure becomes more transitory and 
cloud adoption persists, security programs will 
continue moving towards a security model that 
prioritizes identity, least-privilege access and zero 
trust. This motion enables enterprises to harden 
security and focus on data and application 
access rights. 

• Cloud security vendors will continue to focus on 
enabling innovation and flexibility throughout 
the enterprise while protecting data both inside 
and outside protected cloud applications. 
Expect to see significant activity in the cloud 
infrastructure, container, serverless and cloud 
workload protection sectors going forward.

• Data-centric security solutions will continue 
their rise as data discovery, management and 
protection extends security beyond evaporating 
perimeters. A key driver is the focus on data 
privacy and increased regulation such as GDPR, 
Personal Information Protection and Electronic 
Documents Act (PIPEDA) and the California 
Consumer Privacy Act (CCPA). 

• As email-based phishing of employees  
continues to be the “weak link” in security 
programs, expect to see increased activity in 
email security along with continued spending  
in security awareness training.

• The lack of cyber talent will continue to be 
a major challenge, fueling “force multiplier” 
technologies such as risk-based vulnerability 
management and prioritization, security 
automation and orchestration, and security 
analytics.
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Top Five Cybersecurity  
Technology Buying Trends

Identity management solutions are 
focused less on the network boundary 
and more on access privileges and 
protecting critical assets — the  
right motion.

Vulnerability management spending 
offsets the chronic shortage of 
cybersecurity talent and allows 
organizations to prioritize vulnerabilities 
based on risk.

Email security investments address a 
top threat vector, and they will be more 
effective when paired with employee 
security awareness and training.

Data protection focuses on where 
data is secured (on premises or in a 
cloud model) and whether access to it 
is secure. Data privacy regulations and 
compliance will drive spending.

Cloud security solutions are essential to  
bring organization-specific security 
processes and controls into public 
cloud and multi-cloud environments.

Cybersecurity Technology  
Areas to Watch

Endpoint security solutions bring 
security standards to end-user 
devices and strengthen security by 
consolidating toolsets.

Zero Trust architecture offers an 
alternative to perimeter-based 
security models by incorporating and 
automating multiple layers of security.

Security awareness training programs 
reflect the reality that people are the 
weakest link in the security chain, and 
they often are paired with user behavior 
analytics.

Security Automation and Orchestration 
(SAO) enables machine-to-machine 
execution of workflows and tasks to 
increase the efficiency of cybersecurity 
analysts; threat detection, analysis and 
response; and reporting.

Serverless architecture (SA), or function-
as-a-service platforms, allow businesses 
to provision and scale on demand 
without the worry and cost of managing 
the underlying infrastructure. SA enables 
containers, which allow applications 
to run reliably in multiple computing 
environments while helping organizations 
comply with security policies.
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