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INTRODUCTION

As enterprise organizations become increasingly 
dependent on digital communication channels 
for everyday productivity and customer engage-
ment, the need to secure these channels against 
cyberattacks, data loss, and compliance risks 
becomes paramount.

The broad adoption of collaboration, mobile chat, 
and social channels, such as Microsoft Teams, Slack, 
WhatsApp, and LinkedIn, coupled with the rapid 
expansion of work-from-home (WFH) during the 
COVID-19 pandemic has created an expansive 
attack surface with huge cyber risk exposure for 
the enterprise. These digital communication chan-
nels operate with a volume and velocity that are 
rapidly outpacing email.

But these channels are far less fortified, with inter-
actions occurring outside the network perimeter, 
rendering them practically invisible to security 
teams. While there is already a lack of visibility to 
threat activity on these channels, the inclusion of 
home networks in an extended remote security 
deployment creates a massive security vulnerability 
to the enterprise. These vulnerabilities have now 
captured the attention of cyber criminals and 
nation state actors. This has created a perfect 
cyber security storm where these channels become 
highly susceptible to spear-phishing, ransomware, 
cyber espionage, and other forms of cyberattack, 
for which immediate preventative countermeasures 
are well advised.

THE FORCES AT WORK: 
Creating opportunities for bad actors to exploit weakest link
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FORCE #1
The adoption of social and 

collaboration channels
(Account Vulnerabilities)

SENSITIVE INFO

FORCE #3
“Social” Cyber Attacks 

are on the rise
(Open Door)

FORCE #2
The rise of remote workforce and WFH

(VPN and Device Vulnerabilities)



THE FORCES AT WORK
FORCE #1 –
The adoption of social and collaboration channels
Digital communication channels have supplanted email as the preferred channels for personal and 
professional communication. Recent growth is staggering with evidence that can be seen with the 
explosive growth of Microsoft Teams and Slack users over the last few months, with Teams alone 
growing 4-fold to 75 million users since the beginning of 2020. 1 By the end of 2021, 2 out of 3 busi-
nesses are expected to adopt team collaboration apps.2 In many cases the deployment of these 
channels completely bypasses the traditional enterprise security defense perimeter. Now that these 
channels are essential for business, there is no turning back.

FORCE #2 –
The inexorable growth of remote workforce and WFH
The trend to remote working has accelerated with the shift of the workforce from enterprise premises to 
employees’ homes during COVID-19. Without the necessary security provisions to protect this highly 
distributed remote environment from attacks and breaches — even if the remote VPN transport is 
highly secure — home networks with their legacy routers, PCs, and IOT devices have significant vul-
nerabilities. In addition, these digital communication channels provide a systematic conduit to user 
accounts and critical assets, that may be one click away from a data breach via a compromised 
account. The stakes are high — one set of stolen credentials is all cyber criminals need to access a 
corporate network where they can move laterally to find and exfiltrate critical assets .

INTRODUCTION

1. https://venturebeat.com/2020/04/29/microsoft-teams-passes-75-million-daily-active-users/
2. https://nemertes.com/7919-2/
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The lack of visibility into these threat activities means there is no way to detect and respond in real 
time, allowing spear-phishing, ransomware, and cyber espionage attacks to proceed unabated. 
According to U.S. Cyber Command, the FBI “is currently receiving between 3,000 and 4,000 cyber 
security complaints daily, a massive jump from their normal average of 1,000.”3 Cyber Command 
notes that “cyber criminals and nation state actors alike are capitalizing on this time of uncertainty —
and WFH workers are primary targets.”

This guide explores the digital risk landscape, discussion of specific attack vectors and their charac-
teristics, and recommendations for extending your enterprise security perimeter to these social and 
digital channels, including the elements of a plan to provide visibility, threat detection, remediation, 
and recovery of your digital footprint .

FORCE #3 –
The rise of social cyber attacks
Email spear-phishing has long been a favorite vector of cyber criminals and nation state actors and 
has therefore been well-fortified against attack. Email security is a $3B industry.

No longer limiting themselves to email, criminals have shifted resources to carrying out these attack 
vectors on collaboration, chat, and social channels, in addition to email, in large part because the 
enterprise lacks visibility to the nature of these threats, and they are relatively unprotected.
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3. https://securityboulevard.com/2020/04/fbi-warns-of-major-
spike-in-cyber-attacks/ 
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11%
BUT ONLY

of global leaders express a 
high degree of confidence in 

their ability to assess 
cyber threats or 

prevent cyber attacks.

of all enterprise web traffic.*

In addition, social media 
attacks are approaching 

the same frequency as 
email spear-phishing and 

BEC attacks.

85%
Cloud services account for

* According to Netskope.
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THE DIGITAL RISK LANDSCAPE
A central reason for this lack of confidence is the way in which the increased reliance on cloud-
based communication channels has transformed the modern enterprise’s digital risk profile. 

Everyone knows about the benefits of the cloud. Across every organization, social and digital 
cloud-based channels are now mission-critical and leveraged by multiple departments. These 
channels fall into two categories:

External: Customer-facing growth channels 
These are the channels that marketing, sales, and customer experience rely on to drive engage-
ment and growth: Social media, mobile chat apps like WhatsApp, and more.

Internal: Service platforms 
These are the technologies that companies rely on for operational efficiency and agility. Collabo-
ration platforms like Slack and Microsoft Teams, and larger suites like Salesforce, Veeva CRM, 
and SharePoint.

These channels are how work gets done. Embracing them is a key part of digital transformation 
strategies. A modern business that isn’t utilizing LinkedIn, or Slack, or even WhatsApp, is not only 
behind the times — It is doomed.

But, as these social and digital channels come to play a key role in central business processes, 
they become security risks. Social media platforms, messaging apps, enterprise collaboration 
tools, CRMs, and other channels are all vulnerable to distinct forms of digital risk. These new 
forms of digital risk require new tools to make them secure and compliant.



Digital risk refers to new forms of old threats 
faced by enterprise organizations that are 
increasingly dependent on cloud channels for 
productivity, customer engagement, and growth. 

Today, third-party cloud channels are every 
bit as mission-critical as email. And they are 
every bit as threatened. Phishing research 
shows that organizations face social media 
attacks with approximately the same fre-
quency as they face email spear-phishing 
and BEC attacks. But to stop bad actors, we 
have to be able to see them.

Email has long been a favorite vector of cyber 
criminals, state actors, and other adversaries. 
Hence, CISOs acknowledge that email gate-
ways must be secured, and that email security 
is an essential element of a perimeter de-
fense structure. 

The problem is: CISOs also acknowledge that 
a great deal of business communication is now 
conducted outside the network perimeter. 
Marketing, sales, and intra-organizational 
communications do still take place over email. 
But they have moved partially, if not wholly, 
over to the third-party cloud channels that 
are now crucial for both growth and internal 
operations. The increased use of these exter-
nal and internal cloud channels means that the 
organizational threat surface has expanded. This 
new surface spans a variety of new applications, 
each with its own demands and requirements. 

Every cloud channel possesses a different owner, 
reporting into a different line of business: CMO, 
CHRO, CIO, CRO, or CXO. Departmental owner-
ship is similarly split. For example, IT sometimes
oversees Slack and Teams; HR is usually the 
buyer for Facebook Workplace; Sales oversees 
Salesforce; Marketing oversees Instagram —
and so on. 

This newly evolved threat surface requires that 
we consider the requirements of digital security 
with fresh eyes. 

Mia, a 30-year-old London-based profes-
sional photographer, had over 500 friends 
on Facebook and LinkedIn. Her profile –
which featured lots of well-posed selfies –
attracted the attention of various men 
working in major industries across the 
Middle East. Eventually, after building their 
trust, Mia persuaded these men to down-
load a Microsoft Excel attachment so they 
could complete a photography survey for her. 

The problem? Mia Ash didn't exist. Her pictures 
were lifted from profiles of real, unsuspec-
ting women. Her biography was fabricated by 
Iranian hacking group, Helix Kitten (APT34). 
The Excel attachment contained a malicious 
macro that installed malware known as 
PupyRAT, which grants the attacker the 
ability to steal log-in credentials, record 
webcams, create remote command shells, 
damage or steal files, and log keystrokes.

The Mia Ash case, conducted across multiple 
social media accounts and different private 
messaging channels, revealed the security 
blind spots of the new digital risk paradigm. 

The threat vectors of the 
digital risk landscape are 
well-known to CISOs: Spear-
phishing, brand damage, 
compliance issues, and so 
on. They are not new. But 
they are occurring in new 
places and beyond a CISO’s 
traditional field of vision.
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THE DIGITAL RISK LANDSCAPE

The strange 
case of Mia Ash 
illustrates the 
unique challenges 
of modern digital risk. 

AT-A-GLANCE



Mitigate Digital Risk; 
Empower Business Growth 
CISOs can’t stop marketing from using Facebook or Instagram. They can’t stop the 
organization from using Slack. And even if they could, they wouldn't want to. No CISO 
wants to be accused of slowing things down, or placing a drag on innovation. Like 
the rest of the executive leadership, they need to support business goals. But they 
can’t leave the security of third-party channels to non-security professionals.

This is the advantage of effective digital risk protection: By ensuring security, it super-
charges processes that are tied directly to growth. Digital channels are the modern 
drivers of revenue, R&D, and customer engagement. When CISOs get the tools they 
need to get visibility over the whole infrastructure and the new threat surface, they 
can say to teams: “Go ahead. Move fast, go mobile-first, download the apps you need.”

And here’s the thing: It sounds like it should be complicated — multiple cloud chan-
nels and multiple applications with multiple purposes owned by multiple departments.
For a general purpose cloud solution, it would be complicated. 

But with controls at the application level, it isn’t complicated. It's actually very easy 
to gain visibility and detect and stop threats in real time — just as CISOs do for the 
rest of their IT infrastructure. Once you have controls in place — just like you have 
controls on your web gateways, email gateways, endpoint devices, and so on —
then the digital risks are easy to mitigate.

With the required visibility and controls, digital risk protection becomes a driver of digital 
transformation. Policing the complete digital threat surface becomes not just a defen-
sive tactic, but an offensive tactic that helps win new revenue and new customers.

CISOs already keep a 
keen eye on email and 
network logs. They are 
familiar with the full 
range of cyber threats. 
Expanding their visibility 
to take in the full picture 
of digital risk lets them 
cover the rest of the 
modern threat surface.

THE DIGITAL RISK LANDSCAPE
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SOCIAL SPEAR-PHISHING
Personalized inbound attack utilizing delivery of malicious payload for a range 
of goals, including account/network compromise, data theft, financial crime, 
and ransomware. 
• Spear-phishing attacks perpetrated on social media or messaging apps. 

• Personalized with messaging customized to target’s connections, job role, social interests, etc.

• Can lead to network compromise, data loss, or financial loss. 

• Phishing attacks account for one-third of all cyber attacks. 

• 66% of social spear-phishing messages are opened by recipients.

Spear-phishing 
on WhatsApp

ATTACKERS
• Cyber Criminals
• Hacktivists
• State Actors

ATTACK SURFACES
• Social Media (DM)
• Mobile Chat (DM)
• Digital Collaboration 

Channels

VISIBILITY REQUIREMENTS
• Authorized and unauthorized 

social and digital accounts.
• Posts, messaging, files, links, 

and new connections.
• Archive of all account activity.

INCIDENT RESPONSE
• Quarantine any malware 

while sending IOC details to 
the SOC for evaluation.

• Revert and restore hijacked
accounts.

RECOVER AND SECURE 
• Evaluate the targeted social 

and digital accounts.
• Review bad actor activity 

within employee accounts.
• Remove bad actor 

connections.

THREAT DETECTION
• Monitor social and digital 

messaging for suspicious DMs.
• Evaluate attachments and 

links for malware.
• Search connections for known 

or suspicious bad actors.

Remember when the richest man in the 
world was compromised via WhatsApp? 
Earlier this year, reports emerged des-
cribing how Jeff Bezos was duped by 
cyber criminals. Via WhatsApp, Bezos 
was sent a video, which he downloaded. 
However, the video contained malware 
that penetrated Bezos’s cellphone and 
exfiltrated a large amount of data within 
hours. Allegations swirled that the sender 
of the video was someone Bezos knew: 
Mohammed bin Salman, the crown prince 
of Saudi Arabia. Bezos suffered a classic 
spear-phishing attack.  

THREAT VECTORS
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ACCOUNT COMPROMISE AND TAKEOVER
Inbound attack to gain access and control over social or digital accounts for 
purposes of hacktivism, data theft, or financial exploit. 
• Unauthorized access to take over and lock out account holder.

• Results include access to sensitive data, destroyed or defaced profiles.

• Hijacked accounts can be used to spoof employees or customers. 

• One in five internet users reports online accounts have been compromised at least once. 

• Bad actors also shop dark web for profiles and credentials harvested from 
third-party data breaches.

THREAT VECTORS

ATTACKERS
• Cyber Criminals
• Hacktivists
• State Actors

ATTACK SURFACES
• Social Media (DM)
• Mobile Chat (DM)
• Digital Collaboration 

Channels

VISIBILITY REQUIREMENTS
• Authorized and unauthorized 

social and digital accounts.
• Posts, messaging, files, links, 

and new connections.
• Archive of all account activity.

INCIDENT RESPONSE
• Quarantine and/or block 

profile changes and DMs.
• Send indicator details 

to SOC.

RECOVER AND SECURE 
• Review who has account 

access.
• Revert profile to prior state.

THREAT DETECTION
• Monitor accounts for profile 

changes.
• Evaluate malicious content 

including links.
• Check for high volume of new 

connection requests.
• Review connections for

bad actors.
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Social Account Takeover
In late 2018, the luxury fashion brand Dolce & 
Gabbana was embarrassed by the release 
of DM screenshots containing racist language 
about Chinese people. Shortly afterward, 
the Instagram account of Dolce & Gabbana’s 
co-founder, Stefano Gabbana, began send-
ing unrepentant and offensive messages. 
Dolce & Gabbana released a statement: 
Both Instagram accounts had been hacked.

Dolce & Gabbana’s sales took a hit on Black 
Friday, one of the biggest days on the retail 
calendar. Their products were pulled from 
China’s major e-commerce sites — a huge 
blow given China's importance as a market 
for luxury goods.

The Dolce & Gabbana incident captures 
the danger of account compromise. Com-
panies and brands need social media in 
order to connect directly with consumers. 
But one imposter, or one incident of mis-
placed credentials, can result in long-term 
reputation damage.

AT-A-GLANCE



CYBER ESPIONAGE
Inbound attack utilizing malicious payload to gain unauthorized network or 
system access for the purpose of stealing classified or sensitive data and 
intellectual property, on a persistent basis. 
• Conducted by state actors or cyber criminals. 

• Goal is to gain unauthorized network or system access in order to steal classified data, 
sensitive data, and/or intellectual property.

• One-quarter of all data breaches are the result of cyber espionage. 

• China, North Korea, Iran, Russia, and other state actors have been conducting 
sophisticated cyber espionage campaigns for years. 

• Tactics are shifting to focus on social media, utilizing spear-phishing as the means 
of initial compromise.

THREAT VECTORS

ATTACKERS
• State Actors
• Cyber Criminals

ATTACK SURFACES
• Social Media (DM)
• Mobile Chat (DM)
• Digital Collaboration 

Channels

VISIBILITY REQUIREMENTS
• Authorized and unauthorized 

social and digital accounts.
• Posts, messaging, files, links, 

and new connections.
• Archive of all account activity.

INCIDENT RESPONSE
• Quarantine malware stop 

connection requests.
• Send indicator details 

to SOC for close threat intel.

RECOVER AND SECURE 
• Remove bad actors 

from connections
organization-wide.

• Leverage archive for 
actionable insights
for the future.

THREAT DETECTION
• Monitor social and digital 

messaging for suspicious DMs.
• Evaluate attachments and 

links for malware.
• Review connections for 

bad actors.
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Operation:
Sharpshooter
In late 2018, the Lazarus Group, a collective 
of North Korean hackers, ran a campaign 
of intellectual property theft targeting 
87 firms across multiple industries and coun-
tries. How? Through social media. They posed 
as job recruiters and sent unwitting appli-
cants an application document containing 
a malicious macro. The companies targeted 
may never know the extent of what was 
stolen from them. 

These cyber attackers utilize advanced per-
sistent threats (APTs) as their chief method 
of operation to enter networks while by-
passing layers of security systems. Once 
they manage to get inside, cyber espionage 
operators may remain undetected for years.

AT-A-GLANCE



INSIDER THREATS
The risk that insiders — including employees, contractors, and consultants —
might exploit their privileges for data theft, financial crime, spread of malicious 
content, or compliance violations. 
• Range from executives/employees to third parties like contractors/consultants. 

• Supervisors, compliance officers, and CISOs often lack visibility to identify and respond to
insider risks in real time.

• Internal communication channels can also leak data, when insiders go rogue or make mistakes. 

• Almost 90% of compromised records are the result of insiders, both malicious and accidental. 

• 60% of all types of security incidents originate with insiders.

THREAT VECTORS
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ATTACKERS
• Cyber Criminals
• Hacktivists
• State Actors

ATTACK SURFACES
• Social Media (DM)
• Mobile Chat (DM)
• Digital Collaboration 

Channels

VISIBILITY REQUIREMENTS
• Authorized and unauthorized 

social and digital accounts.
• Posts, messaging, files, links, 

and new connections.
• Archive of all account activity.

INCIDENT RESPONSE
• Quarantine malware stop 

connection requests.
• Send indicator details 

to SOC for close threat intel.

RECOVER AND SECURE 
• Remove bad actors 

from connections
organization-wide.

• Leverage archive for 
actionable insights
for the future.

THREAT DETECTION
• Monitor social and digital 

messaging for suspicious DMs.
• Evaluate links and 

attachments for malware.
• Review connections for 

bad actors.

Insider Threat
In August of 2019, Capital One announced 
the personal information of around 100 mil-
lion customers had been compromised. The 
breach was the result of an insider attack. 
A former AWS systems engineer had ex-
ploited a firewall vulnerability to execute 
commands on Capital One's servers and 
steal the information. Although the attack 
involved a cloud container configuration 
vulnerability, the first evidence of the at-
tack was visible in the hacker’s posts across 
GitHub, Twitter, and Slack.

The Capital One incident shows that insider 
threats involve not only employees or former 
employers, also but third-party providers, 
such as public cloud infrastructure vendors. 
There is a good chance that the breach was 
able to take place because the thief pos-
sessed surviving access privileges that no 
centralized system proactively revoked. 
More fundamentally than this, the Capital 
One incident illustrates how companies are 
often far too reactive with their security. It 
wasn’t a team member at Capital One that 
first saw the sensitive data being shared; it 
was a security employee. Being proactive with 
digital risk scanning would have enabled 
Capital One to detect the emerging threat 
as early as possible, and before anyone else.

AT-A-GLANCE



EXECUTIVE ATTACKS
Where a bad actor impersonates a high-profile individual for fraudulent gains, or 
otherwise attempts to harm the targeted individual’s reputation or physical security. 
• Impersonation of a high-profile individual for fraudulent gain, or to harm 

the target’s reputation or physical security. 

• Targets include company executives, politicians, and celebrities.

• Impersonations usually start in the early stages of phishing attacks, 
whaling attacks, stock manipulations, and other scams. 

• Attacks often take place via social or mobile chat apps.

THREAT VECTORS
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ATTACKERS
• Cyber Criminals
• Hacktivists
• Insiders

ATTACK SURFACES
• Social Media (DM)
• Surface Web
• Dark Web

VISIBILITY REQUIREMENTS
• Inventory of all executive 

accounts, pages, and blogs.
• Onboard executive accounts.

INCIDENT RESPONSE
• Alert security teams 

immediately.
• Initiate take down of fake 

and fraudulent content.
• Block and quarantine any

unauthorized social account 
profile changes.

RECOVER AND SECURE 
• Restore profiles to prior state.
• Monitor content take down

status.
• Leverage archive for

actionable insights
for the future.

THREAT DETECTION
• Monitor all attack surfaces.
• Use machine learning to 

identify fake accounts and 
bad actors.

• Flag content indicative of 
fraudulent activity, PII 
exposure, harassment, or 
security threats.

Executive
Impersonation
In February of 2020, Elon Musk Tweeted 
his annoyance: “The crypto scam level on 
Twitter is reaching new levels. This is not 
cool.” The Tesla CEO, it turns out, is a fa-
vorite of scamming imposters. They use 
fake accounts to impersonate Musk and 
dupe people into sending them crypto-
currencies, such as bitcoin and ethereum. 
These scams net hundreds of thousands 
of dollars. John McAfee and many other 
execs have been the victim of similar types 
of attack.

AT-A-GLANCE



BRAND ATTACKS
External attack vector in which adversary impersonates or otherwise misrepresents a 
brand or other digital assets of an organization in order to exploit consumers' trust for 
fraudulent gains (e.g., phishing, credential stealing, fake news, product infringement). 
• Attacks that target customers for fraudulent gains, or to harm an organization’s reputation.

• Forbes Marketing Accountability Project calculates that brand value accounts for 19% of all
enterprise value on average.

• Risks include brand impersonations, account takeovers, and malicious content. 

• Results can disrupt business, compromise employees, and spread propaganda.

THREAT VECTORS
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ATTACKERS
• Cyber Criminals
• Hacktivists
• Insiders
• State Actors

ATTACK SURFACES
• Social Media (DM)
• Mobile Chat (DM)
• Digital Collaboration 

Channels

VISIBILITY REQUIREMENTS
• Inventory of all brand social 

and digital assets (i.e., brand 
pages, accounts, blogs).

• Discover individual employee 
accounts representing the 
brand.

• Onboard social and digital 
accounts.

INCIDENT RESPONSE
• Alert security teams 

immediately.
• Initiate take down of fake 

and fraudulent content.
• Block and quarantine any

unauthorized social account 
profile changes.

RECOVER AND SECURE 
• Restore profiles to prior state.
• Monitor content take down

status.
• Leverage archive for

actionable insights
for the future.

THREAT DETECTION
• Monitor all attack surfaces.
• Use machine learning to 

identify fake accounts and 
bad actors.

• Flag content indicative of 
fraudulent activity, PII 
exposure, harassment, or 
security threats.

AT-A-GLANCE

Brand 
Impersonation
Financial services companies battle with 
numerous brand attacks in the form of mali-
cious impersonation. Of the overall amount 
of fake URLs, financial services companies 
account for 37%; more than any other in-
dustry. In 2019, BNP Paribas, France’s second 
largest bank, by assets, experienced an in-
crease of 23%. M&T Bank experienced an 
increase of a massive 470%.

PayPal, meanwhile, is one of the most im-
personated companies and brands on earth. 
It experiences a 23% year over year increase 
in malicious impersonations, and a daily 
average of 124 unique URLs.



REGULATORY AND 
BUSINESS COMPLIANCE VIOLATIONS
Digital communications between employees, customers, and/or partners may be 
at risk for regulatory violations (FINRA, FCPA, FDA, etc.), business conduct violations, 
or HR issues — exposing the enterprise to heavy fines/penalties, reputational 
damage, and/or litigation expense. 
• Includes interactions between employees, customers, and partners. 

• Regulations, such as FINRA, FCPA, or FDA, extend to collaboration, chat, 
and social media communications.

• Violations can result in heavy fines or penalties, reputational damage, and litigation expenses. 

• Three risk exposures include:
– Account onboarding and offboarding; 
– Data security and privacy concerns;
– Malicious message content.

THREAT VECTORS

DIGITAL RISK PROTECTION  |  13  |  FOR SECURITY TEAMS

PLAYERS
• Employees
• Business Partners
• Customers

VISIBILITY REQUIREMENTS
• Discover authorized and un-

authorized social and digital 
accounts.

• Onboard these accounts.
• Archive of all account activity.

INCIDENT RESPONSE
• Quarantine messages and file 

attachments immediately.
• Reviewer must confirm or 

release violating message.

RECOVER AND SECURE 
• Store confirmed violations 

in archive for later forensic
investigation.

THREAT DETECTION
• Supervise user activity in 

real-time.
• Detect compliance violations 

against multi-policy criteria.
• Include contextual analytics 

and risk scoring.

Compliance Violation
A Global 500 pharmaceutical company invest-
ing in Digital Transformation, had deployed 
Veeva CRM. Sales operations wasn’t satisfied 
with not capturing the rich detail of field force 
call notes. They could not monitor these notes 
for regulatory compliance issues such as prod-
uct complaints, potential adverse events, data 
privacy, and inappropriate conduct. The com-
pliance task was daunting, as policies had to
be implemented for many products, in multiple 
languages, and across upwards of ten different 
regional jurisdictions.

The SafeGuard platform applied customizable 
policies to specific requirements of this customer, 
including regional variations, while achieving 
100% supervision coverage of "free-text" call 
note reporting. Initial results indicated that these 
controls were warranted. The system flagged 
over 200 significant violations for investigation 
within the first few months of operation. In addi-
tion to satisfying core compliance requirements, 
now the enterprise could  analyze a vast new 
corpus of call notes for sales productivity and 
analytical insights, thereby achieving significant 
digital transformation goals. Today, SafeGuard 
Cyber is monitoring up to 100,000 call records per 
day, in multiple languages, with a less than 1% false 
positive rate, empowering the sales team with 
better business insights and saving the organi-
zation upwards of $3M per month in review costs.

AT-A-GLANCE



SafeGuard Cyber provides end-to-end 
digital risk protection. Built on leading-
edge technology but grounded in simplicity, 
the SafeGuard Cyber platform is a single 
solution to detect, prevent, and defend 
against threats in all your digital channels. 
As a service provider to leading brands 
across multiple industries, we empower 
enterprise organizations to embrace new 
technologies and innovate without fear. 

Optiv is a security solutions integrator – a 
“one-stop” trusted partner with a singular 
focus on cybersecurity. Our end-to-end cyber-
security capabilities span risk management
and transformation, cyber digital transfor-
mation, threat management, cyber operations, 
identity and data management, and inte-
gration and innovation, helping organizations 
realize stronger, simpler and more cost-effi-
cient cybersecurity programs that support 
business requirements and outcomes. At 
Optiv, we are leading a completely new ap-
proach to cybersecurity that enables clients
to innovate their consumption models, inte-
grate infrastructure and technology to 
maximize value, achieve measurable out-
comes, and realize complete solutions and 
business alignment. For more information 
about Optiv, please visit us at www.optiv.com.

Momentum Cyber is the premier trusted ad-
visor to the cybersecurity industry providing 
bespoke high-impact advice combined with 
tailored, senior-level access. The firm was 
founded by world-class operators and ad-
visors and caters to the unique needs of 
both earlier stage Founders, CEOs, & Boards 
as well as the complexity of later stage & 
public companies throughout their lifecycle –
incubation to exit. Headquartered in San 
Francisco with operations globally, the 
founding team has closed over 250 trans-
actions totaling over $250 billion in value, 
including 48 transactions and $16 billion in 
value in cybersecurity alone. In addition to 
providing strategic advisory services, Momen-
tum Cyber publishes insightful cybersecurity 
research and market reviews powered by a 
proprietary data platform called CYBERcloud
as well as the ubiquitous CYBERscape indus-
try taxonomy. Securities transactions offered 
through Momentum Capital Markets, LLC, 
member FINRA and SIPC.

NightDragon is an investment and advisory 
firm that partners with cybersecurity com-
panies to help scale and rapidly grow their 
business. NightDragon leverages its unique 
cybersecurity market expertise, and proven 
investment track record advising and lead-
ing portfolio companies, to drive value and 
successful outcomes. We bring over 25 years 
of operating experience in cybersecurity, 
and a rich network of partners that work 
with us to source investment opportunities 
and accelerate growth.

OPTIV GLOBAL HEADQUARTERS
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Denver, CO 80202
800.574.0896
www.optiv.com

ASIA-PACIFIC
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Leichhardt NSW 2040, Australia
800-974-3515
sales@safeguardcyber.com 

AMERICAS
410 East Main Street, Suite A
Charlottesville, VA 22902
800-974-3515 
sales@safeguardcyber.com 

MOMENTUM CYBER 
GLOBAL HEADQUARTERS
101 2nd St, Suite 1275
San Francisco, CA 94105
www.momentumcyber.com

CORPORATE
101 2nd St, Suite 1275
San Francisco CA 94105
www.nightdragon.com
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