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Company Firm Overview

Momentum Cyber provides world-class M&A and strategic advice combined with 
unparalleled senior-level access to the Cybersecurity ecosystem. 

NightDragon Security is an investment firm focused on investing in growth and late-
stage companies within the Cybersecurity industry.

Optiv is a security solutions integrator – “one-stop” trusted partner with a singular focus 
on Cybersecurity. 
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Webinar: Is Cybersecurity 'Virus Resistant’? |               +        +
Optiv, NightDragon, & Momentum Cyber Will Be Hosting A Webinar To Discuss COVID-19’s Impact On Cybersecurity.
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Webinar Participants Overview

3-Phase Response To COVID-19

Phase 1
(Wrapping 

Up)

Implement Infrastructure To “Work From Home” (i.e. VPN, MFA, SASE, SDP)  

Security Awareness Training And Communications Around Opportunistic Phishing

Phase 2 
(Ramping 

Up)

Privacy Enforcement (i.e. CCPA, 
GDPR)

CARES Legislation

Privacy Concerns For Video 
Conferencing

Interrelation of School From Home & 
Work From Home

Phase 3
(On The 
Horizon)

Digital Transformational 
Acceleration

Changes In Business Operations

IoT Controls / Monitoring & Rapid 
Manufacturing in Healthcare

Regulatory Compliance For 
Healthcare & Stock / Equity Trading

Key Discussion Themes

The Role Of Cybersecurity In 
Times Of Crisis

Insights From National Security 
Experts And Cybersecurity 
Leaders

Dislocation Of Value Within The 
Capital Markets

Covid-19's Near Term Impact On 
M&A And Financing Activity

Impact Of COVID-19 On Key 
Sectors Within Cybersecurity

Best Cybersecurity Practices For 
Employees Working Remotely



Introduction 
About The Report & Featured Contributors. 
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Is Cybersecurity “Virus Resistant”? | Cybersecurity In The Age of COVID-19

COVID-19 has profoundly affected individuals and organizations globally, and the world as we know it will change permanently. While this crisis is unprecedented, it brings to 
mind the 2008 financial crisis, 9/11, and the Dot-Com bubble, all which had lasting impacts on business, the economy, society, public safety, and Cybersecurity. Cybersecurity 
has remained resilient throughout these past crises, and COVID-19 is no different. While many sectors are experiencing significant slowdowns and disruptions, Cybersecurity’s 
importance to organizations and consumers remains as strong as ever. 

With the vast majority of employees working remotely, the Home has become the New Enterprise, exponentially expanding the attack surface overnight and creating significant 
opportunities for hackers, including state-sponsored organizations. Cybersecurity attacks have spiked with hackers exploiting COVID-19 hysteria to launch new phishing 
campaigns related to the virus, fake websites, and fake social media profiles / users are disseminating disinformation. While companies are racing to protect against temporary gaps 
and vulnerabilities, we expect to see massive shifts across the Cybersecurity ecosystem, including the Rise of SASE and the Identity of Everything, to address and protect our “new 
normal”.

“In this unprecedented time of uncertainty as a result of the pandemic, we are experiencing widespread and enduring changes to our daily lives and the economy at large. 
Cybersecurity is playing a vital role in many of these changes, and in some ways will result in a massive shift in the Cyber landscape, establishing a new group of winners. There is 
also a temporary ‘dislocation of value’ which is creating a perfect window for Cybersecurity strategic activity.”  

-- Dave DeWalt, Co-Founder, Momentum Cyber, NightDragon Security 

Featured Contributors

Over the past few weeks, we have spoken with hundreds of CISOs, founders, investors, executives, channel partners, and National & Cyber Security experts about their views on 
COVID-19’s impact on Cybersecurity in order to construct this report. This report features insights from some of these industry experts, and also spotlights key areas of innovation 

we anticipate seeing coming out of this crisis. 

Admiral Mike Rodgers Sir Chris Deverell Nadav Zafrir Bob Ackerman Niloofar Razi Howe Paul Martini Nick Sanna Matt Gyde Dan Burns

http://www.reversinglabs.com/technology/active-file-decomposition.html


COVID-19 Has Profoundly Affected People Around The Globe…
Global Health Threat Disrupting Economic Systems & Resulting In Tectonic Shifts In Daily Life.
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Source: Johns Hopkins University (Map as of March 31st)

COVID-19 Cumulative Confirmed Cases | Global Pandemic Impacting Many Aspects Of Daily Life 

Remote 
Work

Orgs of all sizes are asking employees to work remotely 
if able, resulting in major shifts in daily operations

Social 
Distancing

Most communication occurring virtually as humans are 
instructed to avoid physical contact  

Travel 
Restrictions

Closed international borders; major airlines suspending 
domestic and international flights

Crisis  
Communication 

Increased demand for solutions than enable credible 
and secure mass communication of critical information 

Changes To 
Enterprise Budgets

Financial market declines & recession fears are resulting 
in enterprises re-evaluating their spending plans 

Public & Cyber 
Safety Concerns

Public & private sectors are rapidly mobilizing to assist 
in tackling new challenges

Self-Isolation, Quarantine, And Stay-
At-Home Orders

Stocks Posted Fastest 30% 
Drop Ever

Elite Hackers Target WHO As COVID-
19 Cyberattacks Spike

Hackers Taking Over Twitter Accounts 
To Falsely Advertise Face Masks

http://www.reversinglabs.com/technology/active-file-decomposition.html
https://gisanddata.maps.arcgis.com/apps/opsdashboard/index.html#/bda7594740fd40299423467b48e9ecf6


…While Also Spotlighting The Role Of Cybersecurity In Times Of Crisis…
Cybersecurity Is Established As An Essential Element Of Daily Life & Is Increasingly Relevant During Global Crises.
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Tail Risks During Global Crisis

As individuals & organizations around the world deal with the threat of the COVID-
19 pandemic, other external risks can have an even more catastrophic effect to 

enterprises & critical infrastructure if they occur during a period of crisis; protecting 
against them remains as important as ever 

Cybersecurity Incident Natural Disaster 

Terrorist Attack War / Geopolitical Conflict 

Cybersecurity Is “Virus Resistant”

Unlike industries such as travel and hospitality that are experiencing major business 
slowdowns as a result of the pandemic and subsequent disruptions to daily life, 

Cybersecurity’s importance to consumers & organizations remains as strong as ever 
(some subsectors more than others)

Dislocation Of Value Within Cybersecurity Capital Markets

Challenges During Crises Cybersecurity Benefits 

X Hackers remain active during crises, 
opportunistically prey on hysteria 

X Hackers often have no conscience, and are 
willing to attack healthcare and other critical 
institutions during crises

X Increased attack surface as more individuals 
work from home

✓ Built upon foundations of safety and 
security, provides protection in stressful time

✓ Secures critical infrastructure & 
communication channels

✓ Protecting digital way of life that is massively 
accelerating during times of remote work 

The COVID-19 crisis has resulted in a unique environment for strategic activity where 
overall “Company value” is discounted, but “Cybersecurity value” remains strong, 
creating a window of opportunity for forward-thinking buyers, investors, & lenders

Mission-Critical 
In Nature 

Cybersecurity solutions are often viewed as insurance 
policies, which become increasingly valuable during 

uncertain times of crisis 

Next-
Generation  
Solutions

Buyers & investors that have the foresight to understand 
how cutting-edge solutions will fit into the “new 

normal” and transact proactively will have an advantage

Discounted 
Valuations

Current market conditions create an opportunity for 
buyers and investors to engage with top targets that may 

have otherwise been too expensive

Cash 
Preservation

Uncertain times ahead will drive companies to be more 
disciplined on OpEx and opportunistically seek ways to 

shore up their balance sheet



…Significantly Impacting Many Sectors Across The Cyber Ecosystem…
Existing Security Architectures & Practices Must Adapt To Protect Against Temporary Gaps & Vulnerabilities.
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Sector Pre COVID-19 Cyber Ecosystem Cybersecurity In The Age Of COVID-19

Enterprise 
Security 
Architecture

▪ Organizations gradually transitioning to the cloud
▪ Primarily hybrid infrastructures, long-lead time to completely migrate away from 

hardware appliances 
▪ SASE adoption predicted to increase from 1% in 2018 to 40% by 2024

▪ Majority of enterprise employees working remotely, but still need to access 
enterprise apps at any time

▪ Massive strain on VPNs, and network security appliances that sit on-premise and 
have not yet been “cloud-ified”

Home Security 
Architecture 

▪ Intermittent remote access for the majority of enterprise employees 
▪ Home security systems typically focused on functionality and ease-of-use rather 

than security as a key consideration

▪ Prevalence of “Shadow IT” as employees are using many more personal devices 
that are not “company-issued”

▪ Increased reliance on home router / Wi-Fi systems that often do not have 
advanced of security capabilities

Security 
Operations

▪ Worldwide security skills shortage / talent gap heightened demand for security 
expertise and outsourced management of security operations 

▪ IR & SOC operations often performed on-site with security experts 

▪ Many SOC analysts unable to work from physical SOC location due to health 
precautions

▪ Increased reliance on MSSPs to assist in transition to remote work

Mobile 
Devices

▪ Many unmanaged, unprotected personal devices, but often limited to cell phones
▪ MDM solutions cover typically 20 – 30% of enterprise workforce, as majority of 

employees still worked in traditional on-site roles with Company-issued devices 

▪ Massive shift of employees to working remote (75%+) with additional BYOD / 
mobile device utilization in daily enterprise operations

▪ Increased need to access enterprise applications on mobile devices and personal 
computers

Continuous Risk 
& Vulnerability 
Management

▪ Provide more holistic view of first party and third-party risk
▪ Provide streamlined exchange of information between customers & suppliers /       

third parties

▪ Heightened focus on supply chain risk with accelerating demand for third-party 
risk assessments

▪ Difficult to quantify risk scores / values during times of increased variability 
▪ Need for rapid visibility, understanding, & prioritization of vulnerabilities

Phishing / 
Digital Risk

▪ Email was primary threat vector, with vendors focusing on messaging security 
solutions

▪ Security training solutions employed to educate employees on best-practices to 
avoid phishing attempts 

▪ Hackers exploiting COVID-19 hysteria to launch new phishing campaigns related 
to the virus, including state-sponsored attacks

▪ Fake social media profiles / users are disseminating disinformation during periods 
of increased reliance on social media for critical information updates

Identity Of 
Everything 

▪ Vendors leveraging analytics derived from rules-based approaches combined with 
AI models that are trained on large data sets and relied on historical trends to 
establish baselines

▪ Increased remote access means users are logging in from atypical locations and 
devices, often at irregular times, making it hard to identify anomalous behavior

▪ Spike in false positives in this period of “new normal” as vendors scramble to re-
train algorithms and re-draw baselines to improve identity verification 



…Resulting In Ample Opportunities For Innovation
Massive Shifts In Enterprise & Consumer Preferences Present New Opportunities For Select Cyber Sectors.
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Sector Post COVID-19 Cyber Predictions Sectors To Watch Select Private Vendors Select Public/Fmr. Public Vendors 

Enterprise 
Security 
Architecture

▪ SASE adoption to accelerate; secure, SaaS-delivered network 
connectivity and secure cloud access is increasingly important 

▪ Software-defined network architectures to become more prominent

▪ SASE
▪ SWG
▪ SDN

Home Security 
Architecture 

▪ Home routers and endpoints are viewed as part of the enterprise 
security stack as the home network is the new perimeter

▪ Introduce control on routers / access points to increase visibility of 
all assets that are connected to the network

▪ IoT Security
▪ Connected Home

Security 
Operations

▪ Virtual SOCs enable remote analyst work, increasing productivity & 
availability

▪ Increased adoption of MSSPs as cost-effective solution

▪ MSSP / MDR
▪ SecOps / IR

Mobile 
Devices

▪ MDM becomes quintessential component of enterprise security 
stack, extension of endpoint security solutions 

▪ Increased focus on security and testing of mobile applications 
throughout the software development lifecycle

▪ MDM
▪ Mobile AppSec Testing 
▪ EDR

Continuous Risk 
& Vulnerability 
Management

▪ Detailed assessments, quantification, prioritization and response 
plans needed to minimize risks associated with third parties

▪ More robust risk analysis will account for large-scale disruptions
▪ Continuous assessments via crowdsourced security testing

▪ Third-Party Risk Mgmt. 
▪ Risk-Based Vuln. Mgmt.
▪ Continuous Assessment

Phishing / 
Digital Risk

▪ Phishing solutions expand to protect additional channels from being 
exploited during crisis

▪ Most communication is done virtually, making it more critical for 
users to verify identity before engaging

▪ Messaging Security
▪ Digital Risk Mgmt.

Identity Of 
Everything 

▪ Modernized identity platform for consumers & employees wherever 
they are located to ensure seamless, connected digital experiences 

▪ Need for complementary analytics solutions to detect truly 
anomalous behavior and establish holistic identity 

▪ Identity / Authentication 
▪ Security Analytics

(             /             )

(                     )

(                  )



Insight From Industry Leaders 
How National & Cyber Security Experts Are Viewing This Global Pandemic’s Impact On Cybersecurity.
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Admiral Mike Rodgers
Former Director of the NSA, the former chief of the Central Security Service, and the former 
commander of the U.S. Cyber Command.

“Organizations are now going to view the ability to execute virtual security and connectivity for 
extended numbers of employees and periods of time as a core business capability; leadership 
will be more willing to proactively invest in the mission-critical IT & security resources to do so.”

“This crisis has highlighted the importance of training individuals to use and employ security 
outside the office; increasing calls into IT staff are stressing the utilization capacity of the IT 
workforce, equipment, and capabilities.”

“It is difficult to transition SOCs to virtual operations on the fly; it is more advantageous if they 
are purpose-built to support remote work.”

Nadav Zafrir
Co-founder, CEO of Team8 and former Commander of the IDF's Technology & Intelligence 
Unit 8200 (Israel's NSA).

“Never has confidence in our IT infrastructure and trust in our digital foundation been more 
critical. CISOs are at the forefront of keeping businesses up and running amidst this crisis.

We are experiencing a "super" evolution, defined by decades worth of changes that transpired 
in only a few weeks. In this context, leaders must reassess working assumptions and 
timeframes. And then reassess again in very short intervals.  It is our inherent failure of 
imagination amidst an unprecedented reality that must be top of mind.

Working from home is the new normal. But whether you are using VPN, VDI or any other 
solution, do not underestimate the fragility of the situation. Christmas has come early this year 
for attackers who are working around the clock to leverage the rush to a new connectivity 
paradigm and therefore a changed attack surface.”

Sir Chris Deverell
Former Commander of the UK’s Joint Forces Command and a foremost expert on the 
intersection between cyber and physical threats.

“The business model of those who seek to do us harm in cyberspace is well-suited to the situation 
in which the world now finds itself: cyber criminals are opportunistic, well-practiced at switching 
their angle of attack, and already set up for remote-working. They must be salivating at all the new 
opportunities they are seeing, and have already demonstrated they have no social conscience. So 
individuals and enterprises should be taking the threat of cyber attacks more seriously than ever.”

“Governments have a duty to safeguard Critical National Infrastructure, especially at times of crisis; 
they will be thinking very carefully about what they can do to protect, for example, our health 
systems.”

Bob Ackerman
Co-Founder of Allegis Cyber (Seed & Early-Stage Venture Firm), and Datatribe (Cyber Start-Up 
Foundry); recognized as a Fortune 100 Cyber Exec & one of “Cybersecurity’s Money Men”.

“We have historically noted that the cyber market is both uncorrelated and counter cyclical with 
strong defensive attributes. Times of global turmoil tend to be accompanied by an escalation of 
cyberattacks, a trend we see repeating in the current pandemic. Public equities have 
understandably taken a hit, and Cyber budgets are being rationalized, but they are not being 
reduced, in general.”

“Once investors gradually return to the offensive, at the outset, expect to see the bulk of the 
activity centered around later stage rounds with more focus on mature companies where there is 
less perceived execution-risk. With the investment bar raised considerably, this will result in the 
inevitable and continued consolidation of commodity Cybersecurity capabilities, where the 
strongest companies with cutting-edge solutions continue to get funded, while the weaker 
companies either get acquired or go out of business.”

http://www.reversinglabs.com/technology/active-file-decomposition.html


Insight From Industry Leaders (Cont’d)
How Investors, Companies & Channel Partners Are Viewing This Global Pandemic’s Impact On Cybersecurity.

Niloofar Razi Howe

Sr. Operating Partner, Energy 
Impact Partners

CEO, Optiv

Dan Burns

CEO, NTT Security

Matt GydePaul Martini

CEO, iboss

Nick Sanna

CEO, RiskLens
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“While we will undoubtedly see an uptick in 
attacks from both nation-state adversaries who seek 
to exploit the current chaos and from 
cybercriminals now more desperate than ever, 
companies are facing more existential issues as they 
prioritize near-term spending. In the near-term, 
factors that will have meaningful impact on security 
budgets: (a) alignment against tech transformation 
& work from home initiatives vs traditional security 
spend; (b) prioritization of saving the workforce 
over making new investments and (c) budget holds 
and cuts, including in cybersecurity spending in the 
industries hit hardest financially by the pandemic 
such as transportation, hospitality, education, retail, 
and healthcare (to name a few).”

“In the long-term, we can expect a transformational 
effect on how businesses operate. The speed of 
technology transformation and its impact on how 
we work has just accelerated. Early-stage 
companies focused on securing this transformation 
have a great advantage, and early-stage investors, 
especially those who have been through market 
downturns before (this is my third!), are much 
more eager to invest than their growth/late stage 
counterparts.” 

“While the initial wave of security spend 
during the COVID-19 pandemic resulted 
in an uplift in certain types of security 
technologies (VPN, MFA, VDI, etc.), a 
few key buying trends are emerging as 
the situation unfolds: (1) businesses that 
are significantly impacted by the 
pandemic, such as those in the 
hospitality & travel sectors, aren't 
prioritizing spend on the latest & 
greatest security technologies as they are 
focused on much more pressing issues; 
(2) offerings such as security strategy, 
privacy, risk & compliance services seem 
to be slowing during the crisis and we 
expect to see a mass resurgence of 
interest as the economy recovers; and 
(3) outdated business processes are also 
slowing security spend, as companies 
may have the funding and desire to 
purchase additional solutions, but the 
distributed nature of their workforce 
today has not yet been designed into the 
business process required to secure the 
necessary approvals.”

“Businesses shifted to a remote 
workforce almost overnight, causing 
a spike in demand for remote 
connectivity & security solutions such 
as VPN, MFA, endpoint security, and 
even endpoints (laptops) themselves.

As businesses adjust to a more 
distributed workforce, it's becoming 
apparent that traditional network & 
security infrastructure and IT 
personnel may buckle under the 
burden of back-hauling traffic to the 
corporate network, scrambling to 
white-list IP addresses, aggressively 
updating firewall rules, even split 
tunneling VPNs in an attempt to 
create more capacity. This strain is 
accelerating the adoption of next-
generation cloud security 
architectures to better address the 
ever-shifting network perimeter.” 

“The immediate flip to a work from home situation due 
to the COVID-19 pandemic brought to light something 
that was already happening. The notion of fixed 
network perimeters has virtually vanished as users work 
on laptops and applications are delivered in the cloud. 
The need for fast connections to those SaaS 
applications is a requirement and can only be achieved 
if network security is delivered in the cloud, where the 
users are. That removes the network load from the 
office and allows users to work from anywhere with the 
connection speeds they need to be productive.”

“At a time where cybercriminals are trying to exploit 
work-from-home situations and the COVID-19 crisis for 
criminal gain and budgets are being cut, we absolutely 
have to minimize the odds of making poor 
Cybersecurity investment decisions. That’s where 
quantitative cyber risk assessments really help: in 
determining what works and what doesn’t and what we 
should double down on and what we should ditch.”

http://www.reversinglabs.com/technology/active-file-decomposition.html


Dot Com Bubble

2000 – 2002

9/11 Attacks

2001 – 2002

COVID-19

2019 – Present 

Great Recession 

2007 – 2009

Cyber Transaction Activity Persists Throughout Economic Cycles…
Following Crises, M&A & Financing Volume Typically Decreases, Followed By Steady Rebounds In Subsequent Years.
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Transaction Count Per Year (#)

M&A 74 46 79 53 55 89 89 73 66 82 88 85 104 112 134 175 158 178 183 188

Financing 83 94 119 144 142 157 144 134 143 136 108 120 156 201 280 304 362 429 402 416

DJIA Index

YoY % Change In Transaction Volume ($)

M&A 110% (74%) 76% (10%) 183% (63%) 336% (33%) (47%) (62%) 990% (56%) (21%) 91% 51% (17%) 97% (8%) (21%) 72%

Financing (18%) (8%) (35%) 42% 1% 10% (9%) (8%) 0% (39%) 11% 8% 44% 40% 47% 55% 17% 26% 12% 38%

$2.3 

$4.7 

$1.2 
$2.2 $2.0 

$5.6 

$2.1 

$9.1 

$6.1 

$3.3 

$1.2 

$13.6 

$5.9 
$4.7 

$9.0 

$13.6 

$11.3 

$22.2 
$20.3 

$16.0 

$27.6 

$1.8 $1.5 $1.4 $0.9 $1.2 $1.3 $1.4 $1.3 $1.2 $1.2 $0.7
$0.8 $0.9 $1.2 $1.7

$2.5

$3.9 $4.5
$5.7 $6.4

$8.9

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

M&A Volume ($ in B)

Financing Volume ($ in B)

2020 YTD

Source: Momentum Cyber Proprietary M&A & Financing Databases, CapIQ.
Note: YTD as of March 30th, 2020

9,325
11,003 10,646

9,687
8,131

10,471 10,490 10,900
12,556 12,247

7,553

9,908

11,985 11,766

12,938

15,699

17,641 16,514

18,957

23,860

21,792

28,538

18,592

22,552



…As The Industry Adapts To New Environments & Returns To Strength
Learnings From Past Financial Crises To Prepare For The Long & Short-Term Effects Of COVID-19 On The Economy & Cybersecurity Ecosystem. 
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Global Event
Dot-Com Bubble / 9/11 Attacks

(2000 – 2002)
Great Recession 
(2007 – 2009) 

COVID-19 Outbreak
(2019 – Present)

Cause

▪ Investors eager to invest, at any valuation, in any internet 
company; willing to overlook traditional financial metrics

▪ "Growth over profits" pushed overspending of tech companies 
leading to significant cash burn rates across the sector

▪ September 11th attacks in 2001

▪ Characterized by an explosion of excessive borrowing,  
exorbitant rise in asset prices, and booming demand

▪ Vulnerabilities in the financial system were underpinned 
primarily by U.S .mortgage-backed securities; financial firms 
undertaking too much risk

▪ Global pandemic caused by rapid spread of COVID-19 virus

▪ Massive disruption to households & businesses with 
enforcement containment measures

▪ Effects have slowed global economic growth; systematic shock 
simultaneously impeding supply and demand

M&A & VC 
Activity

▪ M&A: Volume ($) remained somewhat constant as some 
companies were forced to sell

▪ VC: Decline in volume ($) to $0.9B in 2002

▪ M&A: Sharp decline in volume ($) from $9.1B in 2006 to 
$1.3B in 2009

▪ VC: Drop in volume ($) to low-point of the decade, followed 
by years of sustained growth 

▪ M&A: Immediate decline in activity (#) after fast start to 2020 
($7B in first 2 months, driven mostly by PE)

▪ VC: Investors being more defensive, devoting efforts to 
supporting existing portfolio, selectively evaluating new opps. 

Macroeconomic 
Impact

▪ NASDAQ

– Peak-to-Trough Performance: (78%)  

– Duration: 943 days (Mar 2000 to Oct 2002)

▪ By the end  of 2000 most Internet stocks had declined in 
value by 75% from their highs, wiping out $1.755 trillion

▪ 9/11 attacks accelerated the stock market drop later that year

▪ Investor confidence was further eroded by several 
accounting scandals and the resulting bankruptcies 

▪ S&P 500

– Peak-to-Trough Performance: (57%)  

– Duration: 517 days (Oct 2007 to Mar 2009)

▪ Sub-prime loan losses in 2007 began the crisis and exposed 
other risky loans and over-inflated asset prices

▪ Household net worth, which reflects the value of both stock 
markets and housing prices, fell $11.5 trillion (17%)

▪ In Oct 2019, unemployment rate peaked at 10%

▪ S&P 500

– YTD Performance: (19%)

▪ NASDAQ

– YTD Performance: (13%)  

▪ DJIA

– YTD Performance: (22%) 

▪ Stocks fastest 30% drop ever to trough (Mar 23rd)

Aftermath

▪ 48% of dot-com companies survived through 2004, albeit at 
lower valuations

▪ Investors returned to valuation fundamentals of profitability 
and growth

▪ Federal Reserve initiated a series of large-scale asset purchase 
(LSAP) programs intended to put downward pressure on 
long-term interest rates and improve financial conditions

▪ Reforms to the financial sector and its supervision and 
regulation

▪ TBD

Cybersecurity 
Sector Dynamics

▪ Heightened broader Cybersecurity demand as technology 
systems matured and established as a primary threat vector

▪ Increased awareness of Nation state threats and 
Cybersecurity’s role in public safety

▪ Epiphany of China stealing gov’t & commercial IP

▪ Shift of enterprises having 1-2 lines of defense to massively 
increased defense & depth of security posture 

▪ Greater demand for fraud & transaction security solutions

▪ Growing percentage of employees working remotely 
exponentially expanding the attack surface 

▪ Temporary gaps and vulnerabilities across enterprise 
architectures; expect to see massive shifts across Cybersecurity 
landscape 

Note: YTD as of March 30th, 2020 



Near-Term Impact On M&A & Financing Activity
Considerations As The Economy Braces For A Potential Recession.
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Venture Capital / Private Equity Strategic Buyers

Playing defense with all portfolio companies; reserving capital for 
follow-on investments in active portfolio that may be running low on 
cash

Public companies are increasingly mindful of dilutive acquisitions, 
valuing mix of growth + profitability 

Spending more time with at-risk portfolio companies rather than top 
performers that are better-positioned to maintain operations during 
uncertain times 

Unlikely to be active in near-term unless highly strategic from a tech 
perspective and in-line with narrative about how acquisition fits into 
current macro environment

Offensively engaging on new investment opportunities, but at 
significant valuation discounts, highly structured (participating 
preferred, etc.) investments, but more cautious of companies with 
high-burn profiles 

Selectively bargain-hunting for distressed assets that may be willing to 
sell at a discount if unable to raise additional capital and in “cash 
crunch” situation

Looking for ways to be most helpful to companies that truly need to 
raise, rather than deploying capital to companies that are 
opportunistically raising

Potential sellers are unlikely to kick-off new processes given necessary 
focus on other priorities, but still feasible to close transactions if 
already far along M&A path

http://www.reversinglabs.com/technology/active-file-decomposition.html


Near-Term Impact On Company Operations
Many Cyber Companies Are Cash Flow Negative And Taking Precautionary Measures To Ensure Longevity.
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R&D S&M G&A

Focus on product maintenance to ensure 
uptime / availability during high-usage 
periods

Field sales reps are unable to travel, 
adapting into ISRs / SDRs to remain 
productive during periods of social 
distancing 

Ensure proper IT infrastructure to enable 
remote work by employees

Evaluate opportunity to add features that 
caters more to current remote-workforce 
trends

Sales cycles are extending as purchasing 
cycles are delayed 

More consistent communication with 
employees to sustain morale, avoid 
confusion

Consider how security challenges are 
evolving through changing customer needs

New business development will be 
challenging; focus on low-hanging fruit / 
upsell opportunities with existing 
customers

Freeze general hiring for non-essential 
personnel

Prioritize lower-risk initiatives that will 
minimize potential business / customer 
disruption

Trade shows & events canceled or 
postponed; funnel marketing towards 
digital sources

Revise revenue forecasts, practice 
conservative cash mgmt., and secure 
access to capital whether it be through 
debt or extending recent rounds

http://www.reversinglabs.com/technology/active-file-decomposition.html


Best Practices For Employees Working Remotely
“Work-From-Home” Trends Present New Opportunities For Hackers To Exploit Increasingly Relevant Attack Vector.
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Source: UK National Cyber Security Centre, Recorded Future

▪ The home has become a new extension of the enterprise, as many employees are encouraged to work remotely as a health precaution.
This massive and rapidly occurring trend is causing CISOs to re-evaluate their remote working policy guidance, controls, and 
infrastructure to ensure security.  

▪ As employees embark on an immediate (and potentially enduring) “new normal” of working remotely, there are certain things they can 
keep in mind to help reduce Cybersecurity risk and identify social engineering exploits in their new work environment.    

Home Security Architecture & Procedures General Awareness Of New Hacker Campaigns

Identity: When possible, set-up new accounts and stronger 
passwords, and leverage multi-factor authentication (MFA) if available 

Phishing: Hackers are preying on fears of COVID-19 by sending 
malicious links that claim to have important news updates on the 
virus, targeting both personal and work emails 

Network: Security controls on home networks are not typically as 
advanced as enterprise systems; consider additional security solutions 
on routers & other devices that will be used for remote access

Domain Names: Increased registration of COVID-19-related domain 
names (up to nearly 800 per day in early March), as well as emails 
using the official domains of “cdc[.]gov” and “who[.]int”

Data Loss: Minimize usage of removable media (ie. USB drives) and 
collaborate using more secure cloud storage or file sharing services to 
avoid accidental data loss / leakage 

Social Media: Fraudulent accounts and users spreading disinformation 
through additional high-volume channels to execute ransomware, 
credential theft, or fraud

Devices: If using personal devices (BYOD) rather than company-
issued devices, utilize encryption and MDM solutions to protect data 
and connections in the event a device is lost or stolen  

Phone / Voice: As more communication is done virtually, there is 
increasingly advanced voice and video manipulation technology that 
can be used to commit fraud and infiltrate enterprise systems 

http://www.reversinglabs.com/technology/active-file-decomposition.html
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