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The Premier Strategic Advisor In Cybersecurity
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A Holistic Strategic Advisory Approach

Momentum Cyber Is A High-Impact Advisory Boutique With An Exceptional Client Focused Service Model.

Momentum'’s Advisory Approach Deep Knowledge Capital & Relationships Across Cyber

Active Dialogue With Top Strategic And Financial Buyers
Bespoke, Targeted, & Discrete On Client Engagements

Collaborative Approach With Management
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CYBE Réoud) | Momentum'’s Proprietary Cybersecurity Data Platform

Unparalleled Proprietary Access & Insights Provides A Significant Competitive Advantage For Our Clients.

Thousands Of Hours Dedicated To Building A Robust Cyber Big Data Platform | Deep Relationships, Strategic Market / Industry Insights, & Proprietary Content
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D .|, ... .- -_-____________________
Balanced & Highly Experienced Advisors

A Bespoke High-Impact Advisory Boutique With Unique Senior-Level Access.

Advice. Access.

Bespoke Client Advisory Services Network Of-Key Cyber Decision Makers

E_;’ Mergers & Acquisitions am) Corporate Finance Executives Q Entrepreneurs
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- Buyside @) Board & Special
- Divestitures Situation Advisory
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- Dual Track = Development

% PE / Growth %4 Partnerships & Business Investors () Chief Security
Financing Development e
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Tremendous Advisory Track Record In Cybersecurity

Unrivalled Deal Experience And Comprehensive Coverage Across The Cybersecurity Landscape.
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Fishtech Group Merges With Herjavec Group Via Apax Funds

Momentum Cyber Served As Exclusive Financial Advisor To Fishtech.

On December 30t, 2021, Fishtech Group (“Fishtech”) and Herjavec Group (“Herjavec”) announced their merger, Apa)‘ acquires & HERJAVEC

backed by funds advised by Apax Partners LLP (the “Apax Funds"). The two innovative companies will operate as

IShtGCh a single entity under a new brand to be announced in early 2022. The Apax Funds will hold a majority stake in
the new company while Robert Herjavec, Founder & CEO of Herjavec and star of ABC's Emmy award winning

group ratings giant “Shark Tank”, and Gary Fish, Founder and CEO of Fishtech, will each maintain significant equity in

the new business.

GROUP

has merged with = "We're exceptionally proud of our results to date and even more excited about the growth to come. We're
honored that so many organizations trust Fishtech to be their managed solutions provider. With complementary
offerings from Herjavec, we will transform the security industry globally.” — Gary Fish, CEO of Fishtech Group \ f Barracuda acquires
@) HE RJ AVEC = "We could not be more thrilled to join forces with industry pioneer Gary Fish, whom | have known for decades.
GROUP We are very impressed by Fishtech’s MDR offerings and its proprietary platform built on Google Chronicle, which

we consider highly differentiated.” — Robert Herjavec, CEO of Herjavec Group

a portfolio company of = "By putting together two best-in-class organizations, we are confident that the combined platform will become

an undisputed leader in Cybersecurity services in the enterprise segment and have an opportunity to redefine
the market category.” — Rohan Haldea, Partner at Apax
paX
PARTNERS

Transaction Significance RELIAQUEST PG el

. The deal brings together the complementary strengths of both organizations, resulting in an industry
Momentum Cyber served as exclusive powerhouse with a broad, holistic suite of best-in-class managed detection and response capabilities (MDR),
financial and strategic advisor to professional services, and identity offerings with a global perspective to address enterprise customers’
Fishtech Group increasingly complex information security needs

= Joining the forces of Herjavec, a market leader in cloud and tech-enabled co-managed SIEM, with Fishtech, a

market leader in enterprise MDR, will allow the new company to provide customers with unparalleled security 140M Series E Fi q
‘O m e n i.U m and cloud expertise, driving security maturity as a competitive differentiator via advanced technology and epel A il e

services across the industry landscape

Momentum Cyber’s Role

=  Momentum Cyber acted as exclusive financial & strategic advisor to Fishtech Group
=  Momentum Cyber previously advised Herjavec Group on its February 2021 acquisition by Apax Funds

CYBER

December 30th, 2021

Return To Table Of Contents

M Source: Company Website, Company Press Releases, and PitchBook.



LogPoint Acquires SecBl

Momentum Cyber Served As Exclusive Financial & Strategic Advisor To SecBlI.

Transaction Overview Notable XDR Strategic Activity

. Qn September 15f, 2021, LogPoint, the global Cybe‘rsecurity innovator, announ;gd it will acquire Tel Aviv-based SecBl, a X $30.0M Series B Financing
disruptive player in automated cyber threat detection and response. The acquisition is subject to customary legal :
requirements and approvals and is expected to be finalized by the end of Q3 2021.

= “"Combining SecBI with LogPoint SIEM and UEBA will immediately drive tremendous value to our current and future
customers. As organizations large and small face the most critical cyber threats, security teams need solutions that will
help them be more effective and efficient in protecting their organization. This integration will allow customers to quickly

. launch automated notifications and security remediations using our full-native SOAR capabilities. This is a major step //) Bessemer BLUMBERG

has been ach|red by forward in delivering our XDR-enabled operations platform giving our partners and customers one of the most Ag Fortras ()carmar ¥LVENTURES

innovative, intuitive, and proven solutions available.”

acquires

— Jesper Zerlang, CEO of LogPoint

= "We are excited to join LogPoint and integrate seamlessly to further extend the company’s foundational Cybersecurity
solution. With the inclusion of the SecBI technology, LogPoint takes automation to the next level to address the
challenges organizations and Cybersecurity analysts are facing in responding rapidly to an exponentially rising number
of incidents.”
— Gilad Peleg, CEO of SecBlI

Momentum Cyber served as
exclusive financial and strategic
advisor to SecBlI

Transaction Significance

= The acquisition will enhance LogPoint's core Cybersecurity stack, delivering an integrated, foundational security operations
platform

= The acquisition will enable customers to eliminate false positives and automate incident response

O m e n |'U m = Together, these comprehensive, complementary platforms will automate repetitive tasks, orchestrate threat remediation
workflows, and autonomously investigate, prioritize, and execute playbooks that reduce human involvement — allowing

CYBER analysts to focus on real threats to protect organizations better /» exabeam $200.0M Series F Financing

Momentum Cyber's Role

Septem ber 1st, 2021 = Momentum Cyber acted as exclusive financial & strategic advisor to SecBI

= This transaction highlights Momentum Cyber’s continued success in advising innovative, next generation Cybersecurity
companies and further establishes the firm’s leadership position as the “go to” advisor exclusively focused on Cybersecurity

.."-\crew Lightspeed NORWEST

Return To Table Of Contents
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lvanti Acquires RiskSense

Momentum Cyber Served As Exclusive Financial Advisor To RiskSense.

Transaction Overview Notable Vuln. Mgmt. Strategic Activity

On August 24, 2021, vanti, the automation platform that discovers, manages, secures, and services IT assets from
cloud to edge, today announced it has acquired RiskSense, a pioneer in risk-based vulnerability management and

— b prioritization, to drive the next evolution of patch management. The terms of the transaction were not disclosed.
S:NS: = “lvanti and RiskSense are bringing two powerful data sets together. RiskSense has the most robust data on
vulnerabilities and exploits, including the ability to map them back to ransomware families that are evolving as
ransomware-as-a-service, along with nation states associated with APT groups and Ivanti has the most robust data on
patches. Together, Ivanti and RiskSense will enable customers to take the right action at the right time and effectively
defend against ransomware, which is the biggest security threat today.”
— Srinivas Mukkamala, CEO of RiskSense

= ’lvanti has been a leader in patch management for many years, but the acquisition of RiskSense will take our
n “ capabilities to an even higher level. This combination will allow us to provide our customers with a holistic view of
vulnerabilities and exposures, and then enable them to take fast action through Ivanti Neurons for Patch Intelligence.

I va n I Customers will be able to greatly reduce their attack surface and risk of breach because of the vulnerability intelligence
and the resulting remediation prioritization based on actively trending exploits and ransomware attacks.” — Jim Schaper,
Ivanti Chairman & CEO

PARTNERS

K=NNA

Security

has been acquired by

acquires

Momentum Cyber served as exclusive
financial and strategic advisor to
RiskSense

fystems  acquires  beyvond

Transaction Significance

=  Together, Ivanti and RiskSense will provide security and IT teams with context and adaptive intelligence regarding what
their organization's exposures are to vulnerabilities that are being actively exploited, including whether those

‘O m e n fU m vulnerabilities are tied to ransomware, and then enable them to quickly remediate those threats

CYBER =  Solutions from the combined companies are expected to reduce the mean time to detect, discover, remediate, and ] 3 ]
respond to cyber threats, particularly critical vulnerabilities linked to or associated with ransomware VULCAN Series B Financing

August 2nd, 2021

Momentum Cyber's Role

=  Momentum Cyber acted as exclusive financial & strategic advisor to RiskSense wipro

Source: Company Website, Company Press Releases, and PitchBook.
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Apax Funds Acquire Herjavec Group

Momentum Cyber Served As Exclusive Financial Advisor To Herjavec Group.

Transaction Overview Notable MSSP Strategic Activity

= On February 11th, 2021, funds advised by Apax Partners (the “Apax Funds") today announced the majority acquisition of deepwqtch $53M Series B Financing
Herjavec Group (“HG"), an award-winning global Managed Security Services Provider (MSSP) and cyber operations

(\) leader. Founder & CEO, Robert Herjavec, will remain as a significant stakeholder and the firm’s active Chief Executive
) Y H E RJ AV E C Officer (CEO). The financial terms of the transaction (which is subject to applicable regulatory approvals) were not
& GROUP disclosed

= "l couldn’t be more thrilled to welcome the Apax Partners team to Herjavec Group. Over the past seventeen years, HG
) has remained steadfast in our mission to make enterprises around the world more secure. We have succeeded in that
has been acquwed by effort by developing an industry-leading 24/7 Managed Security Services practice, by advancing our proprietary IP, by
diversifying our offerings to include Advisory, Managed Detection & Response, Identity and Incident Response services, N .
fying g Y. g P y P </»paloalto’  acquires
A a)' critical assets. | am excited for this next phase in our growth trajectory as we continue to earn their trust by expanding
[ N our localized support models, deepening our Managed Security Services offerings and furthering our platform

and by hiring what | fundamentally believe is the very best team in the world. This acquisition and the growth funding erwons
that results is a testament to our entire team, and to our loyal customer base who has entrusted us with their mission

PARTNERS development to drive incremental automation, efficiency and security ROI." — Robert Herjavec, Founder & CEO of

Herjavec Group

= "Under Robert's leadership, HG has grown into an impressive business, providing critical cybersecurity solutions with a

- special focus on customer service. In an increasingly complex cybersecurity and IT market, where we are seeing ever e
Mo_menu_‘lm Cyber Serv_ed as _eXdUSIVe more sophisticated cyber-crime, HG is a trusted partner that relieves the burden from internal enterprise security RELIAQUEST PE Growth Financing
financial and_ strategic advisor to teams. We are excited to partner with Robert and team as we look to drive the business forward, investing in continued
Herjavec Group product innovation and growth acceleration while maintaining the company’s number one priority: its customer

centricity.” — Rohan Haldea, Partner at Apax Partners

Transaction Significance

‘omen’rum

CYBER = The Apax Funds, in partnership with HG's management team, will look to build on the company's impressive growth Aan acquires C®ALFIRE

rate by accelerating international expansion efforts, augmenting HG's talented team with additional threat & identity o

resources, and further advancing the HG Identity and HG SOAR proprietary platforms

February 11, 2021

Momentum Cyber's Role

=  Momentum Cyber acted as exclusive financial & strategic advisor to Herjavec Group

Return To Table Of Contents

M Source: Company Website, Company Press Releases, and PitchBook.



Rapid7 Acquires Alcide

Momentum Cyber Served As Exclusive Financial & Strategic Advisor To Alcide.

Transaction Overview Notable Cloud Security Strategic Activity

*  On February 1, 2021, Rapid7, Inc. (NASDAQ: RPD) (“Rapid7”), a leading provider of security analytics and automation, RedHat acquires a
announced it has acquired Alcide, a leading provider of Kubernetes security based in Tel Aviv, Israel

= This is the second acquisition Rapid7 has made in the cloud security market in the past nine months, having acquired
DivvyCloud, a leader in Cloud Security Posture Management (CSPM) this past April. Together, these acquisitions will
enhance Rapid7’s ability to provide a cloud native security platform to its customers and facilitate continuous
management of risk and compliance across their cloud environments

StackRax

= "We are thrilled to welcome Alcide to Rapid7. The technical talent within Israel's Cybersecurity ecosystem is unparalleled
and we look forward to working together with the Alcide team to provide organizations with comprehensive cloud

security that drives business growth and innovation.” ‘ Lacework  $525M Series D Financing
— Corey Thomas, CEO, Chairman, Rapid7

= “Today marks the beginning of an exciting new journey for Alcide. We are excited to join Rapid7 not only because of
RA P’DD our shared commitment to providing customers with innovative and accessible cloud security solutions, but this also
gives us an opportunity to bring our market-leading Kubernetes security platform to a broader set of customers. | am

especially proud of having another multinational company join the Israeli ecosystem and enjoy the great cyber talent
and innovation it has to offer.” — Amir Ofek, CEO, Alcide

has been acquired by

rzlome_ntlum Cyber_serveg:l as excllugive P Ills- . I(;- acquires ,” portshift
inancial & strategic advisor to Alcide Transaction Significance
= With this acquisition, Rapid7 will expand and strengthen its cloud security offering, bringing together Alcide’s cloud
workload protection (CWPP) capabilities with the company’s existing cloud security posture management (CSPM) and
infrastructure entitlements (CIEM) capabilities, to provide customers with a more holistic, unified experience for
O m e n -l-U m managing the challenges of cloud-native application security
»  The transaction represents Rapid7’s first-ever acquisition in Israel , giving the Company strategic access to industry-
CYBER leading thought leadership, domain expertise, and talent present within the Israeli cyber ecosystem e QC]UQ $30M Series D Financing

Momentum Cyber’s Role

=  Momentum Cyber acted lusive fi ial & strategic advisor to Alcid
February 1st / 2021 : u . y : ac»e as exclusive manoa/ s ra? egic advisor .o aue : » . _
= This transaction highlights Momentum Cyber’s continued success in advising innovative, next-generation Cybersecurity
companies and further establishes the firm’s leadership position as the “go to” advisor exclusively focused on
Cybersecurity

Return To Table Of Contents

M Source: Company Website, Company Press Releases, and PitchBook.



LogRhythm Acquires MistNet

Momentum Cyber Served As Exclusive Financial & Strategic Advisor To MistNet.

Transaction Overview Notable XDR / NDR Strategic Activity

= OnJanuary 13t, 2021, LogRhythm, Inc. (“LogRhythm”) announced the acquisition of Mistnet.IO, Inc. (“MistNet”), a ') FIRSSYS acquires 0
cloud-based analytics platform that delivers vast network visibility and accurate threat detection ) FIREEYE 9 resﬂ“nd

A Y | °
p) '— l I l IStn et = “l'am thrilled to announce the acquisition of MistNet. Their solution will facilitate our goal of addressing current and

Enterprise security. Demystified. emerging endpoint security needs for our global customers and partners. MistNet complements our existing SIEM
platform by enhancing deep network visibility, behavior analytics and threat detection capabilities and will accelerate
LogRhythm's reach into the XDR market.” — Mark Logan, President & Chief Executive Officer, LogRhythm

has been vaU|red by =  "We are excited to join a company as committed to innovation and customer success as LogRhythm. The acquisition

creates significant product synergy at the convergence of XDR and SIEM that will positively impact the industry,

4 Log R hyt h m@ including the potential for accelerating detection based on open frameworks such as MITRE ATT&CK and driving ARISTA acquires AWAKE
oo

additional use cases for supply chains, public cloud, and loT / OT security.” — Geoffrey Mattson, President & Chief
Executive Officer, MistNet

a portfolio company of

Transaction Significance

i THOMABRAVO

. = The acquisition will allow LogRhythm to deliver intelligent, machine-learning based detection and response capabilities
Momentum Cyber served as exclusive that incorporate network detection, user and entity behavior analytics (UEBA), endpoint detection and response (EDR), vMwWare  acquires & lastline
financial & strategic advisor to MistNet and additional MITRE ATT&CK detection to solve current and emerging security and risk problems

= The acquisition delivers the ability to collect and enrich tremendous amounts of security data ‘on location” generating
exceptionally accurate behavioral models and threat models without having to move any of the data. MistNet's patent-
pending TensorMist-Al™ technology also brings powerful Al capabilities to LogRhythm by constructing a geo-
distributed meshed data pipeline that combines scale-out data management with distributed processing analytics

‘omen’rum

CYBER "Q@DARKTRACE $100M Later Stage VC Funding

lt | |

Momentum Cyber's Role

=  Momentum Cyber acted as exclusive Financial & Strategic Advisor to MistNet.

January 131, 2021

= This transaction highlights Momentum Cyber’s continued success in advising innovative, next-generation Cybersecurity
companies and further establishes the firm's leadership position as the “go to” advisor exclusively focused on
Cybersecurity.

Return To Table Of Contents
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The State Of Cyber | Highlights From Three Cybersecurity Titans

In Collaboration With Dave DeWalt, Gary Fish, And Robert Herjavec.

Dave DeWalt Looking Ahead To 2022

— Cybersecurity icon with over 30 years of
experience as an investor and an operator of
best-in-class companies

Growth Sub-Sectors To Founders The Great Industrial Cryptocurrency's
Continuing to Watch In The Searching For Shift-Left In Security’s Emergence
Momemum N UMcAfee ) FiRseve Accelerate Coming Year Value Security Importance
MNIGHTDRAGON
Gary Fish MDR & MSSP Market Trends
— Serial entrepreneur, investor, and a
Cybersecurity pioneer with over 25 years of
industry experience
Security Exciting Highly Increasing Complying With  Third-Party Risk
q ishtech [ CYDERES FIREMON % {ishnet Staffing Emerging Distributed Sophistication Increasi.ng At The
Shortage Technologies Workforce of Attacks Regulation Forefront
Robert Herjavec Cybersecurity Challenges To Address
— Business leader, investor, and dynamic
entrepreneur who built and sold several IT
companies The Cybersecurity Is Inculcating A Culture Cybersecurity
SHARK vermmen Rise Of Everyone’s Of Security-Driven Skills
@ reonvig TONE (2 Vs Cramberorcommerce [[ el SPegzae™ Ransomware Responsibility Business Gap
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Dave DeWalt | Outlook In The Golden Age Of Cybersecurity

Cybersecurity Had A Record-Smashing Year In 2021 And Is Expected To Continue Its Upward Trajectory.

Dave DeWalt

— Cybersecurity icon with over 30 years of experience having
held leadership positions in some of the industry’s most
innovative and successful companies

Growth Continuing
To Accelerate

— Dave has helped create more than $20 billion of shareholder

value during his 15+ years as President and CEO of three Sub-Sectors To
major companies Watch
We are seeing a perfect storm of factors coming together to create Founders Looking
the most aggressive threat landscape in history for commercial and For Value

government organizations around the world.

The Great Shift-Left

Background neay

x documentum President and CEO of Documentum from 1999-2007; sold to EMC for $1.98

Industrial Security’s
I McAfee President and CEO of McAfee from 2007-2012; acquired by Intel Corp. for $7.7B Importance

() —IRccYce Chairman and CEO of FireEye from 2012-2016; Executive Chairman from 2016-2017
Cryptocurrency And
w""&iﬁ:cm Current Founder and Managing Director of NightDragon Blockchain’s
Emergence
Momenfum Current Founder and Executive Chairman of Momentum Cyber

The necessity to protect digitized businesses, consumers,
and devices from malicious threat actors will propel
Cybersecurity spending further in 2022

Identification management, threat hunting, managed XDR,
vulnerability management, and security awareness training
sub-sectors are all expected to grow significantly

Founders are looking for “real value-add” from their
investors and specialization with an abundance of capital
in the current market

DevOps teams are guaranteeing security at the earliest
stages in the development lifecycle as the market focuses
on developers’ needs

Enterprises Of All Sizes Are Demanding A Different
Approach To Industrial Security As Threats Increase and
key infrastructure is tested

Cybersecurity will play an important role in
cryptocurrency’s mainstream adoption

Return To Table Of Contents



Gary Fish | Key Trends In The MDR & MSSP Market

MDR Is Currently One Of The Hottest Sectors In Cybersecurity Attracting Tremendous Amounts Of Capital.

Gary Fish

— Serial entrepreneur, investor, and a
Cybersecurity pioneer with over 25 years of
industry experience

— Gary's history includes over ten successful
Cybersecurity startups, including Fishnet
Security, the first security integrator in the
world to reach $700M in annual revenue

My team and | previously built the largest cybersecurity services
provider in North America, but today's security challenges are no
longer effectively addressed by those legacy solutions.

Acquirer / Merger Background

%= {ishnet

SECURITY

FIREMON

3= l1shnet’

SECURITY

‘A PERCH

q ishtech

INVESTCORP
(Majority Stake)

INSIGH'T

PARTNERS

OPTIV

- .
Y ConnectWise

. HERJAVEC
GROUP

Founded Fishnet, sold majority stake to Investcorp
Founded Firemon, sold company to Insight Partners
Sold remaining stake in Fishnet to Accuvant
Invested in Series A, sold company to ConnectWise

Merged with Herjavec Group via Apax Funds

Security Staffing
Shortage

Emerging
Technologies

Distributed
Workforce

Increasing
Sophistication
of Attacks

Complying With
Increasing
Regulation

Third-Party Risk

Massive shortage of skilled professionals and in-house
security expertise

The rapid adoption of emerging technologies and
proliferation of workloads is exponentially expanding
organization'’s attack surfaces

The global pandemic has driven enterprises to increase
security spending to protect the significant increase of
remote workers

Security gap is widening as increasingly sophisticated
threats continue to bypass the first line of defense

Enterprises continue to face challenges to comply with a
continually increasing regulatory presence (GDPR, HIPAA,
CCPA, NYCRR)

Enterprises are sharing data with an increasingly complex
network of 39 parties including contractors, suppliers, and
vendors, an attack surface that is difficult to protect

Return To Table Of Contents



Robert Herjavec | Cybersecurity Threats Are At An All-Time High

Companies Should Assess Their Cybersecurity Posture And Ensure They Are Ready For The Challenges Ahead.

Robert Herjavec

— Business leader, investor, and dynamic entrepreneur who
built and sold several successful IT firms

— Robert founded Herjavec Group and it quickly became
one of North America's fastest growing technology
companies and is now a global leader in information
security operating across USA, UK, and Canada

You have to stay laser focused when driving a car over 200 miles
an hour, and the same approach is required when growing a business
in today's world of rapidly changing technology.

Acquirer / Merger Background

ol
g AT&T Founded BRAK Systems, sold company to AT&T Canada

nnnnnnnnnnnnnn

.HERJAV;E)UCF Apax

PARTNERS

. HERJAVEC ‘ ishtech Merged with Fishtech Group via Apax Funds

Background

] Coyernment Served as Cybersecurity Advisor for the Government of Canada

Founded Herjavec Group, sold company to Apax Funds

‘@ Us.Chamberof Commerce  Member of the US Chamber of Commerce Task Force for Cybersecurity

%‘ﬁ'ﬂ'ﬁ Leading Shark on ABC's Emmy Award-winning hit show, “Shark Tank”

The Rise Of
Ransomware

Cybersecurity Is
Everyone’s
Responsibility

Inculcating

A Culture Of
Security-Driven
Business

Cybersecurity
Skills Gap

Steep increases in the frequency and sophistication of
attacks that have trickle-down impacts on communities,
industries, and nations continue to threaten the world

Defending a company from Cyber threats is no longer on
the IT department’s shoulders alone — every person in the
company must be Cybersecurity savvy as they can be the
weakest link or the strongest first line of defense

Cybersecurity should be included in a company's strategy
& development and teams must have access to the
resources, support, and infrastructure that allow them to
prioritize Cybersecurity in their everyday tasks

Labor shortage of Cybersecurity professionals has been
exacerbated by the pandemic and the increased speed of
digital transformation, making it harder to maintain
essential information security protocols

Return To Table Of Contents



A Look Ahead: Discussion On Cyber In 2022

Join Us On February 24t At 10am PT For A Live Webinar.

‘omentum

CYBER

_|_

Vo

NIGHTDRAGON

Join us on February 24™ online for a lively discussion between Momentum Cyber and a
panel of Cybersecurity industry icons including Dave DeWalt, Gary Fish, Robert
Herjavec, and Bob Ackerman.

Gary and Robert's companies, Fishtech Group and Herjavec Group, recently merged to
form one of the largest managed security organizations in the world that will operate
as a single entity under a new brand to be announced in early 2022.

Dave, Gary, Robert, Bob, and Eric will recap themes they saw in 2021 across
Cybersecurity, discuss challenges to address in the market, speak to trends in the MSSP
& MDR space, and offer opinions on what to expect in 2022 across the industry.

Event is free to all to attend and will include a Q&A portion

When: Tuesday, February 24 from 10am —11am PT

Click Here To Register For The Event

Return To Table Of Contents
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https://us06web.zoom.us/webinar/register/WN_V3J1vgbqRBO0Mj3WKz-xaw




Momentum Cyber’s Snapshot of 2021

A Record Year For Cybersecurity Featured All-Time Highs Across The Industry.

Momenfum
CVYBER
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14 $1B+ M&A Deals $ 1 1 9 M 2021 Was A Record- 2021 Was The Most 5 Cybersecurity
Including Breaking Year For Active Year On Record IPOs in 2021
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Private Equity § ‘s Cybersecurity 30+ New Cyber Unicorns 82 Capital Raises > $100M
. Including Including
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Cybersecurity Market Year in Review | CY 2021

Cybersecurity Continues To Be One Of The Most Active Sectors Of Technology Across The Public & Private Markets.

l. Public Market Valuations ll. IPO Activity . M&A Activity IV. Financing Activity
= High Growth Cyber and Low Growth Cyber = 5 Cybersecurity IPOs in 2021 (following 3 in 2020), = 286 M&A deals in 2021 marked most active year = All-time high for activity; 1,042 deals in CY 2021
performed in line with the S&P 500 & other with the average IPO raising $444M ever = Volume increased 136.2% in 2021 from $12.4B to
technology indices over the past 12 months, while = |n 2021 the Average Revenue Multiple at IPO was = Total volume of $77.5B scored a record year $29.3B
outperforming the NASDAQ 28.2x = 14 billion-dollar plus deals; 12 deals involving public = There were 82 capital raises > $100M in CY 2021
assets
Cybersecurity vs. Benchmark Performance Average Revenue Multiple At IPO M&A Deal Count & Volume By Quarter ($ in B) Volume By Quarter ($ in B) & Financing Deal Count
180
28.2x $26.2 $7.8 $8.5
155 $7.0 ’
$19.2 $19.9 $6.0
130 15.7x )
AR ESR TN $12.2
105 | o AN 8.6x 7.1x
80 T T 1 . . I
Dec-20 Apr-21 Aug-21 Dec-21
High Growth Cyber S& 500 2018 2019 2020 2021 Q12021 Q2 2021 Q3 2021 Q4 2021 Q12021 Q2 2021 Q3 2021 Q4 2021
LowGrowihiCyber LEr — #of IPOs 4 2 3 5 #of Deals 75 88 74 49 # of Deals 300 269 227 246
2021 Top Cybersecurity Stock Performance Stock Price Change Since 2021 IPO Most Active Strategic Buyers Financing Deal Volume By Stage ($ in B)
F:RTINET @5 zscaler %/ paloaltor accenture [ $21.5
Deloitte. |GG
147%4 62% f 59% 1 Knewges RqJDARKTRACE  sentinelone o . | —
1 i int |
UOMcAfee mimecast RAPIDR) 43%*4 65%* 44%4 3
B Microsoft | R 3
54%f 40% f 33% f RAPIDF) | 3 $2.7 $3.6
g Y/ . $1.1
: * «/ niskified  Jj Forgerock SOPHOS | 3 — I []
v/ NortonLifeLock ELC%/@DARKT RACE 'II“ SentinelOne (63)%¢ 7%* 3 Early Stage Series A Series B Series C+
o o o 2 others 3
27% 4 23% 4 19% 4 # of Deals 431 174 117 203

* Since IPO Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.

ccludes grants and straight debt / loan fir ngs. Follow-on financings (e.g., A, AT) in same year combined to represent one deal for that stage.



The Cybersecurity Dashboard | CY 2021

$29.3B

Financing Volume

Notable Financing Transactions CY 2021
Amt. $M)

Date
08/12/21

Company
RSA
1171821 &
09/08/21 snyk
orca

security

10/05/21
06/22/21 Transmit
01/07/21 %

Q Socure

CLAROTY

11/09/21
12/08/21
12/01/21 M Fireblocks

06/07/21 Trulia

$2,075.0

$1,300.0
$605.0
$550.0
$543.0
$525.0
$450.0
$400.0
$400.0

$394.0

1,042

Financing
Transactions

Financing Activity

$29.3

M&A Volume

$77.5B 286

M&A Transactions

Monthly Deal Count Pulse

117

Financing
113
98
8685

64

54 5o 8
41

52 57 51 53

15191616 45 14 15 13 4

CY 2020 CY 2021

Aug-19

Nov-19 Feb-20 May-20 Aug-20 Nov-20 Feb-21 May-21 Aug-21 Nov-21

Deal Value ($B)

1,042

728

Cy 2020 CY 2021

Deal Count

2020
(EV / 2020E Rev)
Multiple as of 12/31/20

Public Comps
| Max 52.5x]

Cyber M&A EV Distribution
2020 2021

Median 9.0x

8%
16%
23%

L &

$0-s50m M s50m-$100M M $100M-$250M  $250Mm-$1B M §1B+

2021
(EV / 2021E Rev)
Multiple as of 12/31/21

5

Initial Public
Offerings

M&A

$77.5

$19.7 I

CY 2020 CY 2021
Deal Value ($B)

286
178 I

CY 2020 CY 2021

Deal Count

$2.2 Billion

Gross IPO Proceeds

Notable M&A Transactions CY 2021

Target
T McAfee

proofpoint.

Avast
Wauthe

mimecast
U McAfee

(Enterprise Business)

appgate
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thycotic, G centrify / = TPG

0 TeleSign

EV ($M)
$14,085
il THOMABRAVO  $12,300

\/Norton LifeLock

okta
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STG

NEWTOWN LANE

$8,020
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$5,516
$4,000
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$1,450
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NAAC $1,300

Application Security
Blockchain

Cloud Security

Data Security

Digital Risk Management
Endpoint Security

Fraud & Transaction Security
Identity & Access Management
loT

Messaging Security

Mobile Security

MSSP

Network & Infrastructure Security
Risk & Compliance

SecOps / IR / Threat Intel
Security Consulting & Services
Web Security

0

2020

Total: 728 ~1§.

Financing Activity

-4

2021
Total: 1,042

B,

M&A Activity

2020
Total: 178

U Va

i,

2021
Total: 286

1- Includes 5 Other Investors



A Summary Of Strategic Activity | CY 2021

14 Billion-Dollar-Plus M&A Deals, 82 Capital Raises >$100M, & 5 Cyber IPOs Highlighted CY 2021 Strategic Activity.

Selected Acquisition Activity

(Date (M/DD): Implied Enterprise Value)

Selected Financing Activity IPO Activity

(Date (M/DD): $ Raised / Funding Stage) (IPO Date (M/YY): $ Proceeds)

q |shl:e;.5ul'p|

12/30: ND

/X\ XM CYBER
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’ HERJAVEC
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o TeleSign
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U McAfee
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.

RISKIQ
07/12: $650M

proofpoint.

04/26: $12,300M
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03/03: $6,408M

appgate

02/09: $1,575M

mimecast

12/07: $5,516M

Avast

08/10: $8,020M

@ ExtraHop

06/08: $900M
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03/08: $4,000M
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03/02: $1,400M
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01/28: $900M

CLAROTY

12/08: $400M / E

11/18: 1,300M / D

snyk

09/08: $605M / F

% netskope

07/09: $300M / H

06/07: $394M / D

< -
{8} SecurityScorecard

03/05: $180M / E

N Fireblocks

12/01: $400M / E

A Socure

11/09: $450M / E

Quun{backup}

08/10: $240M / E

T ransmit

06/22: $543M / A

F5RTER

05/25: $300M / F

@)\ Plume

02/22: $270M / E

'ARMIS.

11/29: $300M / PE Growth

orca

security

10/05: $550M / C

o ]

cybereason
07/16: $355M / F

r -
 LEDGER |
06/10: $380M / C

04/06: $210M / C

01/07: $525M / C

2
Human error. Conquered.
Market Cap: $3,931M
04/22/21: $152M
Pre-IPO Funding: $384M

e
DARK

Market Cap: $3,652M
04/30/21: $198M
Pre-IPO Funding: $238M

(i) sentinelOne

Market Cap: $13,476M
06/30/21: $1,225M
Pre-IPO Funding: $697M

</ riskified

Market Cap: $1,284M
07/29/21: $368M
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/

v 4 ForgeRock’

Market Cap: $2,186M
09/16/21: $275M
Pre-IPO Funding: $273M

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database. Market data updated as of December 315, 2021. ND — Not Disclosed.

N Denotes Momentum Cyber deal.



M&A And Financing Activity By Sector

SecOps / IR / Threat Intel M&A Activity Increased By 171% From 2020, While Risk & Compliance Remained The Most Active Financing Sector (45% YoY Growth).

M&A Activity Ranking Financing Activity Ranking
50 I 41
22 24
I 50
19 48 17
. 2 . 170
15 117
I 24 I 52
10 37
I 20 I 103
20 88
I 20 111
18 88
I 19 I 96
7 66
I 13 .. 134
13 96
I 13 I 51
13 38
I 11 I 56
30
I 5 I 19
10 15
I . 12
6 12
I - I 22
6 17
I I 16
4 13
I I 57
3 42
I I 43
2 20
I - ]
6 8
- 2021 Transaction Activity 2020 Transaction Activity

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.



CY 2021 Top 10 Most Active M&A & Financing Volume By Sector

Endpoint Security Accounted For 34% Of Total M&A Volume, While Cloud Security Accounted For 15% Of Financing Volume.

Top 10 Sectors By Total M&A Volume ($M) With Select Representative Targets

$26,107
$13,583
$10,327
$6,902
$4,954 Ao
$3, $2,354 $2,178 $1,753 $1231
1] — 1 —— R
. Identity & . Network & e9%o Security Fraud & A s

End| Cloud O M ) SecOps / IR/ - : " Mobil = Application
COF fpei a o . B Moead W IO Threat Intel R Corsulting & Q Transaction 0 &55 Security

Top 10 Sectors By Total Financing Volume ($M) With Select Representative Targets
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Security Management Secunty Compiishce y Security = Security Lo Security
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M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.
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Cybersecurity M&A Activity | CY 2017 — CY 2021

Cybersecurity M&A Totaled $162B Across 1,018 Deals Since 2017.

Annual M&A Deals And Volume
($B) (CY 2017 — CY 2021)

$19.0
(622 ]

$30.0
. 13.6

2017 2018 2019 2020 2021

mmmm Private Co. Volume ($B) mmmm Public Co. Volume ($B)

Number of Deals

=  M&A deal volume in 2021 reached $77.5B (294.6% YoY
increase), across 286 deals (60.7% YoY increase)

= Acquisitions of public Companies / Assets totaled $47.5B;
transactions include McAfee by Advent International and
Other Investors, Avast and NortonLifeLock’s merger, and
Mimecast by Permira

Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.

Quarterly M&A Deals And Volume
($B) (Q1 CY 2017 — Q4 CY 2021)

$26.2
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mm \/olume ($M)

Number of Deals
After a blistering pace set in TH 2021, Cybersecurity activity continued strong through Q3 2021 and Q4 2021 reaching
$12.2B and $26.2B, respectively, while the total number of deals dipped from Q2 record highs

Activity was primarily driven by Private Equity investments totaling $42.3B across 34 deals; Notable acquisitions included
McAfee by Advent International and Other Investors, Mimecast by Permira, and Proofpoint by Thoma Bravo

Note: Includes private and public company M&A transactions including acquisitions of public companies and divestures of assets / operations / business units from public companies. Return To Table Of Contents



M&A Deal Spotlight | TH 2021

Select M&A Transactions Of Highly Strategic And Potentially Transformational Assets.

Highlighted M&A Transactions

Large Cybersecurity Platforms Were Active Acquirers In TH 2021
Across Multiple Sectors While Deal Volume Doubled from 1H 2020

Demonstrates the significant Cybersecurity

04/26/21 proofpoint. i THomaBrRAVO  $12,300 Cloud Security demand from the private equity space
(@[e]¥e!
Security paloq!!;g@
Enables STC to combine parts of McAfee's
U McAfee Endpoint Enterprise Business with another portfolio
03/08/21 | SHEE]  $4000 Security company, RSA Security Identity &
Egs(;rr?:;e Effectively cuts McAfee's offerings in half Access |(E?FACTOR
Management
Identity & Access The acqui'sition enable; Okta to expand its e
03/03/21 auth© $6,408 IAM offerings and begin catering to Application .
Q °kta Management developer-focused customers Security VMESH vmware
(?)Centrify Enables TPC t bine Centrify and Network &
. (\ : nables o combine Centrify an &
03/02/21 thycotic / $1,400 Identity & Access Thycotic to provide a comprehensive PAM InfrasFrUCture »MOKESCREEN @ZSCBIEf
. TPG Management offering and grow IAM market share Security
Fraud &
Accelerates Herjavec Group's international Transaction EXCOTE ‘ mastercard.
7 expansion efforts, augmenting their talented Security
02/11/21 @ uErjavEe Apa). ND MSSP team with additional threat & identity
resources, and further advancing the HG Risk & )
Identity and HG SOAR proprietary platforms : © refirm labs = Microsoft
Compliance
t Network & SPAC deal brings Appgate’s pure play Zero
02/09/21 QpPPgAle  NEWIQWN LANE $1,575 Infrastructure Trust solution to the public markets and : .
Security accelerate expansion Data Security IONIC @ twilio

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, 457 Group, and Pitchbook.



Highlighted M&A Transactions

M

M&A Deal Spotlight | 2H 2021

Select M&A Transactions Of Highly Strategic And Potentially Transformational Assets.

12/30/21

12/07/21

11/22/21

11/08/21

11/08/21

08/10/21

q ishtech / ND

mimecast -crvira  $5516

/X\ XM CYBER $722
Adve_nt

I McAfee "raend $14,085
Investors’

z i x opentext- $860

Avast ¥ NortonLifeLock $8,020

MSSP

Messaging
Security

Risk &
Compliance

Endpoint
Security

Messaging
Security

Endpoint
Security

Creates an industry powerhouse with a
broad, holistic suite of best-in-class
managed detection and response
capabilities (MDR), professional services, and
identity offerings

Allows Mimecast to leverage Permira’s
strong financial backing to compete in an
increasingly competitive messaging security
market

Enables Schwarz Group to leverage XM
Cyber for internal security and to grow the
platform

Largest Cybersecurity deal of all time as of
announcement in November

Provides McAfee with financial and
operational resources to further improve its
online protection product offerings

Enables OpenText to provide customers with
a powerhouse SMB platform for data
protection, threat management, email
security, and compliance solutions

Enhances the financial profile of the
combined company through increased scale,
long-term growth, cost synergies with
reinvestment capacity and strong cash flow
generation

Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, 457 Group, and Pitchbook.

1 — Includes consortium of investors led by Advent.

Large Cybersecurity Platforms Continued To Be Active
Acquirers Across Multiple Sectors In 2H 2021

Network &
Infrastructure EOE“LGWAMIA
Security

Data Security @ SecureCircle

Messaging AVANAN
Security

Cloud ™ Guardicore
Security

Risk &

Compliance Security.
Blockchain CIPHERTRACE
Threat

Intelligence © INT
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Closer Look At Recent Cybersecurity “Exits” | Part 1

Breaking Down The Cybersecurity “Exits” From Q1 CY 2020 — Q4 2021.

= $250M+: 26 companies; Median age of 7 years; Median Amount Raised of $74M; Median EV / LTM Rev multiple of 14.2x
= $50M-$250M: 37 companies; Median age of 7 years; Median Amount Raised of $23M; Median EV / LTM Rev multiple of 9.5x

Selected Companies
M $0-$25M i Oomaccanayzer EMSEC Intalock ooraQ g PoLvRize e D e

[ ] $25M-$50M CE crrvesystems CYSERTEENDE Dm:;mup EOGENIST INTEGRIS é@q @ &Protego seGa SYMPHONIC

] $50M-$100M ADASsID (©) covdcontormicy icda ptiv i iindegy &5 |nteliSecure ‘A PERCH <portshift Ppreempt threat stack

Deal Value

M $100M-$250M 5 accurics AGARI ampion A bridgecrew CYB=R ©) >nouise W last = SCALYR P sqreen

[] $250M-$500M @RYPSIS emailage’ @ rinvic & humio © INT () wandera

uuuuuu

[] $500M+ Dauthe  EXOTEC 9 O e QOMPLX: SH-Pe pal sciances VERAFSN
Note: Excludes deals with undisclosed deal values (typically < $50M). Deals with undisclosed deal values accounted for 52% of total exits.

»  $10M-$50M: 64 companies; Median EV of $98M; Median Age of 7 years; Active Sectors: Network & Infrastructure Security (9), Cloud Security (9), Identity & Access Management (6)
»  $50M+: 40 companies; Median EV of $430M; Median Age of 9 years; Active Sectors: Cloud Security (7), Network & Infrastructure Security (5), Risk & Compliance (4)

Selected Companies

23% B $1M_$’|OM {©) covacontormiy DDE : YMESH © ocTARINE 3 PoLYRIZE < portshift #Protego STEALTHbits

sOrTALE

D $']OM-$20M Ay acceurics ASID bridgecrew G; CyGlass {disrupt:Ops} {gﬁiﬂmﬁfu" @nwmmcu ‘;g)\denﬂtymind INTEGRIS @privateinieretascess
1 $20M-$50M A CYB=R €) >rnovise {5 spmesse 5, & InteliSecure = SCALYR ©) securly i sHiELDx P sqreen

AGARI wwautho W conercioud CloudPassage B = FHY) QD trontier QOMPLX: jnal Science O wandera

Total $ Raised Prior to Exit

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital 1Q, 451 Group, and Pitchbook.

Note: "Exits" excludes targets that were previously acquired or listed on a public exchange, Median EV & EV / LTM Rev is inclusive of only disclosed deal values.



Closer Look At Recent Cybersecurity “Exits” | Part 2

Breaking Down The Cybersecurity “Exits” From Q1 CY 2020 — Q4 2021.

» Series A & B: 58 companies, Median EV of $98M; Median Age of 6 years; Median Amount Raised of $16M
»  Series C+: 60 companies, Median EV of $190M; Median Age of 11 years; Median Amount Raised of $49M

Selected Companies

[ | Early Stage S CysERTRENDE 8 POLYRIZE ¢ portshift SEC Seca () wandera

32.4%
[ Series A AlLSI[D  bridgecrew Zyovyaowd  EOGEWISE INTEGRIS & A PERCH “Protego QOMPLX: () sqreen

[ Series B A % Bay Dynamics' e JATAGUISE emailage & humio (i Indegy ¢)opPagq Hpréeempi respo nd riskgeggg]

Last Round Prior to Exit

. Series C+ AG R I Ompion Qauthe AWA K E ’\E{J ] % InteliSecure QL IronNet = SCALYR ¥ Signal Sciences VERA F?N

Note: Excludes debt financings and self-funded companies.

» 7+ years: 218 companies; Median EV of $100M; Median Amount Raised of $26M; Active Sectors: Security Consulting & Services (46), MSSP (41), Network & Infrastructure Security (20)
» -7 years: 133 companies; Median EV of $48M; Median Amount Raised of $7M; Active Sectors: Risk & Compliance (21), Cloud Security (20), Identity & Access Management (14)

3.0%

Selected Companies

=

n

8 B <2 Years e 2 CloudSploit {@} MANAGED ; /i~ THREAT ‘S;\EL%

S [2tosyears i COGEWSE  EXQTA  (dapfiv weees @D Brovmzz  cportshift  respond

— [0 5 t0 7 years ALSID 4ovis AWAKE @RYPsIs @humio  @préempt A @ signalsciences () sqreen SYMPHONIC
M 7 t0 10 years wauth®  Gowrcanayaer emailoge exePansE Q0 Ironiet O oraa sPhnoera QOMPLX: SH=-P&  ()wandera
] 10+ years AG RI Qmpion e JATAGUISE AT IR Intaluck &% InteliSecure = SCALYR VERAFSN ’ Xolphin

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital 1Q, 451 Group, and Pitchbook.

Note: "Exits" excludes targets that were previously acquired or listed on a public exchange, Median EV & EV / LTM Rev is inclusive of only disclosed deal values.



Cybersecurity M&A: A Closer Look At Deal Value & Multiples

Cybersecurity Companies Traded At Higher Valuations And Multiples From 2017-2021 Compared To 2012-2016.

M&A By Deal Value | CY 2017 - CY 2021 M&A By Valuation Multiples (EV / LTM Rev) | CY 2017 - CY 2021

Year Median Deal Value ($M) Year Median Multiple (EV / LTM Rev)?
2021 $119 2021 5.3x
54.2% 2020 $76 2020 5.2x
2019 $83 2019 4.8x
2018 $40 2018 6.8x
i) 208 201021 -X

17.6%

el 14.6%

6.4%

$0M-$100M $100M-$200M $200M-$300M $300M-$500M $500M-$1B $1B+ 0.0x-3.0x 3.0x-5.0x 5.0x-7.0x 7.0x-10.0x 10.0x-15.0x 15.0x+
M&A By Deal Value | CY 2012 - CY 2016 M&A By Valuation Multiples (EV / LTM Rev) | CY 2012 - CY 2016
69.3% Year Median Deal Value ($M) Year Median Multiple (EV / LTM Rev)?
2016 $36 2016 3.7x
2015 $40 2015 3.7x
2014 $49 2014 4.9x
2013 $25 2013 6.0x
2012 - 2016 41 34.0% 2012 - 2016 3.9x

$0M-$100M $100M-$200M $200M-$300M $300M-$500M $500M-$1B $1B+ 0.0x-3.0x 3.0x-5.0x 5.0x-7.0x 7.0x-10.0x 10.0x-15.0x 15.0x+

Return To Table Of Contents

Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.
Note: TIncludes acquisitions of public companies and divestures of assets / operations / business units from public companies.

2EV /L TM Revenue Median Multipl Ox.



Private Equity Continues To ¥ Cybersecurity

PE Has A Growing Importance Throughout The Lifecycle Of A Cybersecurity Firm

Recent Cybersecurity PE Activity PE Firm —>

Platform EEE— Add—Ons _— > EXIt
I McAfee ) . -
. . ) o . F'a) C\_ ~ .
I McAfee proofpoint. mimecast Egterprlse ﬂ'lucmlc QrFirezve  “mExtraHop G) Centrify z BainCapital BI_UE EUAT (( Perspecsys 'L/'j elastica \/Symantec
usiness ($2.4B / 3.7x) ($45M) ($280M) ($4.7B / 7.8x)
Adrleln s (G i = g i
O) Centrify = BainCapital 3
& 4 Other B THOMABRAVO | o TR A / & TPG
Investors TPG CROSSY(POINT
$14,085 $12,300

$5.516 $4,000 $1,400 $1,200 $900 $900 ‘ h
= Private Equity firms remain serious players in the competitive market of Cybersecurity M&A
with a demonstrated ability to compete with strategic buyers for high quality assets

]
helpsystems ~ C®RE clearswift QAL boldonjames ... G
($1.2B / 6.7%) ’ ($38M)

VERA -
(Assets) ($219M)

Funding The Next Cybersecurity Unicorns Towards IPO

i} THOMABRAVO \ smemmn G Avast €< INFISECURE
($1.5B / 4.0x)
snyk oOrcad

($25M) (Managed Workplace RMM) (Bot Mitigation Assets) Fyde -
ey 2 Socure CLAR0OTY D Fireblocks :LEDGER:
imperva 2. distil = —
Series D Series F Series C Series E Series E Series E Series D Series E l THOMABRAVO 1 g/s 5x). /.'-’ networks S NAR cmun;gcmn
$1,300 $605M $550M $450M $400M $400M $394M $380M N ($100M)
C"EI TIMETER GLOBAL  CapitalG Accel SoftBank  SEQUOIA TCV 1 GT i
Fo>)RTER A netskope «::)) Plume WIZ+ Acronis Quin{backup} jumpcloucl ($900M / 8.6x) ($1.48B)
Series F Series H Series F Series C Later Stage VC Series E Series F Series C
$300M $300M $300M $250M $250M $240M $225M $210M .
TPG I McAfee € siyhigh @
GLosAL JCONIQ = SoftBank Ml cve SsaepuRe = SoftBank (8428 /1)
u

FiswectBean O NANO! }j)l‘ight Point Security U McAfee
($600M / 16.2x) ' (IPO: $7.9B / 2.8x)

PE / late stage and public / cross-over investors have strong appetite for break-out
Cybersecurity stories that could exit via an IPO in 12 — 24 months

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database

Return To Table Of Contents



Private Equity By The Numbers

Private Equity’s Market Share In Cybersecurity M&A |s Increasing Across Deal Volume And Count.

M&A Activity By Type of Buyer | 2011
Private Equity

 strategic

Private Equity

 strategic

57%

48%
45%

Total Deal Count: 286 Total Amount Spent: $77,533

Total Deal Count: 85 Total Amount Spent: $5,921
Cyber Private Equity Universe
STG

Cyber Private Equity Universe
et T \ st it Apax
Apax GENERAL INSIGH] Pz 1ZP pERMiRA
ATLANTIC P
paRTRERS PARTNERS o 1L 08 RLSEPONT Audax Group
ONTARIO rp owans  HGGC INVESTCORP
(. TEACHERS’ PROVIDENCEEQUITY THOMA BRAVO e
< K l THOMPSON STREET
PENSION PLAN SKYVIEW [ F—— ohaRAD [THOMPsON sTREFT upgata
Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database






Cybersecurity Financing Activity | CY 2017 — CY 2021

Cybersecurity Startups Have Raised $65.7 Billion Across 3,917 Deals Since CY 2017.

Annual Investment Deals And Dollars

Quarterly Investment Deals And Dollars

($B) (CY 2017 —CY 2021)

1,042

715 726 706 728

2017 2018 2019 2020 2021

Deals

mmmmm Deal Volume ($B)

= $29.3B (+136.2% YoY increase) was raised across
1,042 (+43.1%) transactions in CY 2021

= Deal volume in CY 2021 alone almost equaled total
volume from 2018-2020 combined ($30.3B).

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.

($M) (CY 2017 — CY 2021)

$2.0
$1.5 $1.6
$1.0 $1.2

~ ~ ~ ~ [ce) [ee) [oo] [ce) [e)] [e)] [e)] (o] o o o o — — — —

— — — — — — — — - — — — ~ IV ~ ~ I o o N

— o o < — o on < — [aV) o < — [aY) on < — [aY) o <

o o} o o} o o} o} o o o o} e} o o} o o o o o} e}
= Deal Volume ($B) Deals

Over the last eight quarters, investors have invested $41.7B into Cybersecurity

$29.3B in CY 2021 was a new record, with $6.0B invested in Q1 CY 2021 (300 deals), $7.0B invested in Q2
CY 2021 (269 deals), $7.8B invested in Q3 CY 2021 (227 deals) & $8.5B invested in Q4 CY 2021 (246 deals)

Q4 CY 2021 ($8.5B) was a record setting quarter of funding in Cybersecurity by volume; CY 2021 was
highlighted by 82 financings rounds > $100M, Average and Median round raised of $36.6M and $7.6M,
respectively

Return To Table Of Contents



Cybersecurity Venture-Backed Private Companies & Investors

List of Most Well-Funded Private Companies And Most Active Financial VC Investors.

Top 15 Well-Funded Private Cybersecurity Companies ($M)

$1,900

Top 15 Most Active Financial Investors in Cybersecurity Since CY 2017

(W sentneione Transmit

PARTNERS

Accel

I 7
I o6

Jaqua O corelight 5 e detectify

Shift @ Sl‘lyk

Apango  § PRIVITAR T slon L TESSIAN  GVECTRA

callsign A netskope

_ 58 |::|msuuug druva® ¢V netskope isafeBreach SecuityScorecad  offd StackRox  KLL TESSIAN
$1,160
$1.044 ///; Bessamer I 2 D aaho 3¢ axonivs WBigID [FomE] OF @ [avsmane fimsare KENNA
$927 $920 $893 Partners =
$832 4700
utY R $649  $640 3621 Lightspeed I 50 coquy @aceoa  ANEE exabeam /¥ netskope rubrik
$577  ¢558
~ FORGEPOINT _ 44 A@ ANITIAN 7 BisHOPFOX @ (é: IronNet ) Mowdiorr i:f‘{namemant AEYERSING
QTENELEVEN I 24 ke @ % park dighal shadows_  KnowBe &hsonrai VULCAN
& B /0 T w2 s c IDENTIV  Quafoackp)  [Sisicrer s8om
snyk <V netskope £2# rubrik D Fireblocks@ Tanium.  OFCa - & Plume Lsoawre CLAROTY WIZ' 5= Ver;te}f ShiEy b G,
. . . . . = BainCapital I 36 AIVO  Bettercioud @ Nightfall [ Shift MCNFYD  Sysdig
= The top 15 funded private companies have raised $12.9B during their lifespan
. . . . . . i & SKOUT i
= Notable companies include Lacework which last raised $1.3B in Q4 CY 2021, totaling 2 ClearSky B 34 g RNKY" St @preempt 1espond SKOUT zeasiion
$1.9B since 2017 and Snyk, whose $605M Raise in Q3 brings total raised to $1.1B L@ —— oo Eipel AEEN monesee ——
= 145 other companies have raised $100M+ in total funding ($33.4B), including: g -
NE\ _ 33 Ebitglass \?_‘,“ efipel FIRTER lackerone wﬂm;w"m, C ($) ZEROFOX

@ e Q cycode P@ano €A Hunters. [ < satori

€ coalition Transmit WolF CATO FORTER  Sunibackup) yLvENTURES NN 31
$580.0 $543.0 $535.7 $532.0 $525.0 $507.3 $490.6 . .
c:ndrel_c;:-ssen. HE 30 A Matter ¢ sentilink [T Material G venvsooo secusmy leRsnes
- - .. . orowitz :
druva { LEDGER | Acronis &) signifyd exabeam jumpcloud
$475.0 $464.6 $421.7 $421.2 $393.0 $380.9 $366.7 GGVCAPITAL I 2o Orca torq= ysynack DRATA VJOO idwall @sesmcen

Denotes pure-play Cybersecurity investors

Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, and Pitchbook.
(1) Total number of investments made in rounds with a minimum of $5 million raised; excludes strategic investors.

Return To Table Of Contents
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Cybersecurity Unicorns

Companies Reaching Unicorn Status Are Raising Increasingly Larger Rounds As Investors Continue To Make Bigger Bets On the Industry.

CY 2021 minted 37 new Cybersecurity unicorns ($1B+ Valuation)

Current Private / Independent Cybersecurity Unicorns

Recent Lead Investor Last $ Raised ($M) Last Round Total Raised ($M)

Date Of Unicorn Status

M

12/26/21 BSALT Alphabet SecOps / IR / Threat Intel $135.0 Later Stage VC $265.7 $1.58
12/15/21 noname Lightspeed Application Security $135.0 Series C $220.0 $1.0B
12/07/21 incode ATLANTIC Identity & Access Management $220.0 Series B $2700 $1.38
12/02/21 ¥ panther COATUE Cloud Security $120.0 Series B $140.5 $1.4B
11/30/21 P rErTIK Blockchain $80.0 Series B2 $152.2 $1.0B
11/18/21 efpel CapitalG MSSP $1403 Series E $257.8 $1.08
11/09/21 INTRAST Liberty Strategic Capital Application Security $150.0 Series E $272.0 $1.4B
11/08/21 DRATA ICONIQ Risk & Compliance $100.0 Series B $128.2 $1.08
10/28/21 DRAGC BlackRock Network & Infrastructure Security $200.0 Series D $358.2 $1.78B
10/19/21 jumpcloud S5 SAPPHIRE Identity & Access Management $225.0 Series F $380.9 $2.6B
09/15/21 £s ALLOY Lightspeed Fraud & Transaction Security $100.0 Series C $157.5 $1.4B
09/15/21 persona &= FOUNDERS FUND Identity & Access Management $150.0 Series C $217.5 $1.5B
09/13/21 BITSIGHT MoobDy’s Risk & Compliance $250.0 Series E $415.1 $2.4B
07/27/21 1Password Accel Identity & Access Management $100.1 Series B $300.1 $2.08
07/27/21 I Fireblocks COATUE Blockchain $310.0 Series D $892.5 $2.2B
06/22/21 Transmit ATLANTIC Identity & Access Management $543.0 Series A $543.0 $2.78
06/15/21 CLAROTY % o ners Network & Infrastructure Security $140.0 Series D $640.0 $1.0B
06/10/21 i® Ledger Blockchain $380.0 Series C $464.6 $1.58
06/09/21 AURA WarsURG Pincus Fraud & Transaction Security $150.0 Series E $350.0 $1.0B

Source: Momentum Cyber Proprietary Financing Transaction Database, Pitchbook, Crunchbase, Company Website and Press Releases.
(1) Post-Money Valuation As Of The Company's Most Recent Disclosed Fundraising.
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Cybersecurity Unicorns

Companies Reaching Unicorn Status Are Raising Increasingly Larger Rounds As Investors Continue To Make Bigger Bets On the Industry.

CY 2021 minted 37 new Cybersecurity unicorns ($1B+ Valuation)

rrent Private / Independent Cybersecurity

Date Of Unicorn Status Recent Lead Investor Last $ Raised ($M) Last Round (WPost Money Val
06/07/21 TCV Identity & Access Management $394.0 Series D $490.6 $1.88
06/01/21 exabeam OWL ROCK Security Ops & Incident Response $200.0 Series F $393.0 $2.4B
04/29/21 VECTRA Blackstone Network & Infrastructure Security $130.0 Series F $356.6 $1.1B
04/22/21 S]ft ,,,,,,,, Fraud & Transaction Security $75.0 Series E $208.3 $1.2B
04/15/21 @; Signifyd OWL ROCK Fraud & Transaction Security $205.0 Series E $421.2 $1.4B
03/26/21 & Paradigm Blockchain $100.0 Series D $366.7 $2.1B
03/24/21 feedzal KKR Fraud & Transaction Security $200.0 Series D $282.0 $1.08
03/23/21 orca CapitalG Cloud Security $550.0 Series C $790.0 $1.2B
03/18/21 ID.me Viki}‘fé Identity & Access Management $100.0 Series C $244.4 $1.6B
03/17/21 wizZ' Cloud Security $1300 Series B $600.0 $178
03/16/21 < Socure Accel Fraud & Transaction Security $100.0 Series D $649.0 $1.3B
03/10/21 dJaquq, ION Cloud Security $135.0 Series E $266.3 $1.0B
03/05/21 SecurityScorecard G/ Risk & Compliance $180.0 Series E $293.4 $1.1B
02/25/21 Angl us stripes Risk & Compliance $100.0 Series D $195.0 $1.3B
02/22/21 © Plume Safiank loT $270.0 Series E $722.9 $1.4B
02/01/21 & coalition =i Risk & Compliance $175.0 Series D $580.0 $1.88
01/28/21 Ownfpackwp} Dol Data Security $167.5 Series D $507.3 $1.5B
01/07/21 (Anmere Cloud Security $525.0 Series D $1,900.0 $1.08

Return To Table Of Contents

(1) Post-Money Valuation As Of The Company's Most Recent Disclosed Fundraising.

M Source: Momentum Cyber Proprietary Financing Transaction Database, Pitchbook, Crunchbase, Company Website and Press Releases.



Cybersecurity Unicorns

Companies Reaching Unicorn Status Are Raising Increasingly Larger Rounds As Investors Continue To Make Bigger Bets On the Industry.

Current Private / Independent Cybersecurity Unicorns

Date Of Unicorn Status Recent Lead Investor Last $ Raised ($M) Last Round Total Raised ($M) (Post Money Valuation
12/16/20 i Big GLOBAL Data Security $70.0 Series D $166.2 $1.0B
12/10/20 i} THOMABRAVO Risk & Compliance N/A PE Growth $190.0 $1.2B
11/19/20 F>RTER GLOBAL Fraud & Transaction Security $300.0 Series F $525.0 $3.0B
2020 11/17/20 CATO Lightspeed Infrast'\:ji‘fuor;ksi‘curity $130.0 Series E $532.0 $1.18
10/22/20 WOLE Viking MSSP $2000 Series E $535.7 $1.38
01/21/20 snyk ACC@] Application Security $199.1 Series E $1,160.0 $4.7B
11/05/19 riskified N mRa Fraud & Transaction Security $3.4 Later Stage VC $231.5 $1.0B
09/18/20 Acronls CVC Data Security $250.0 Later Stage VC $421.7 $2.5B
08/05/19 W cybereason SoftBagglg Endpoint Security $200.0 Series E $745.0 $1.0B
07/13/19 SoftBank Data Security $210.0 Series C $920.0 $5.18
06/20/19 druva @ CDPQ Data Security $147.0 PE Growth $475.0 $2.0B
05/20/19 i.:f Auth0 @ et Identity & Access Management $120.0 Series F $333.5 $1.98
11/13/18 Hetskugg Cloud Security $340.0 Series G $1,044.0 $2.8B
11/01/18 (H) HashiCorp D eEToN Cloud Security $175.0 Series E $349.5 $5.38
10/10/17 () Yo 32 GGVCAPITAL Fraud & Transaction Security $115.0 Series E $361.6 $1.3B
04/28/17 ru brik Undisclosed Data Security $373.5 Series E $926.5 $3.7B

Unicorn Pipeline (("Post-Money Valuation in $M)

Q SMe?tﬂiltg corelight sparkcognition
$900.0 $800.0 $825.0 $750.0

Return To Table Of Contents

(1) Post-Money Valuation As Of The Company's Most Recent Disclosed Fundraising.

M Source: Momentum Cyber Proprietary Financing Transaction Database, Pitchbook, Crunchbase, Company Website and Press Releases.



A Breakdown Of Cybersecurity Capital Raises By Stage

Investments Over The Past 2 Years | CY 2020 — CY 2021.

# of Deals By Stage

Selected Companies By Stage

2020 - 2021 SEACTIVEFENCE % ANAPAYA . Cipherstash
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Early e ﬁ FRIVATE[AI]
431
: ©
- 263 Sta g e @5id TALON & Threat Key » toposware
m CY 2020
o 174 . 185 SoTrpleBind [ TRUSTDOCK S ZANMA
@ CY 2021 93
- [ . S @ cycode CYE ] HYPORI
Early Stage Series A Series B Series C+ . .
. I n COd e A \ monud ‘ ‘ neosec nun.\Tuﬁx:m«n.m
Series A ,
e satori 9 secureframe ¢ stackPulse |
Ca pltal Ralsed By Stage ($ M) ¢), Tausight” ‘ernsrmg Vanta i\°) VISIBLERISK
2020 - 2021
Growth 1Password s @ Armorblox & CYWARE
$21,456 '
. DATAIDOME DATA envelop = JupiterOne
Series B _—
[ Material persona %= PRIVAGERA @ STERNUM
m CY 2020 ] Moterte = =
$6,787 strong @ upGuard vdoo W|Z*
B CY 2021 $3,596
$2,686 $2,859 $3. e
$669 $1,053 $1,681 |—| Acronis Aware € Coalition exabeam
e — |
Early Stage Series A Series B Series C+ S ) C feedzai FoRTER = Ledger
eries C+
Median CY 2020 $1.8M $10.0M $22.5M $27.3M @Drguﬂgy Oun{packup} @)\ Plume
Deal Size
CY 2021 $1.9M $10.3M $26.8M $46.3M securtyScorecarc ) signifyd Snyk

Return To Table Of Contents

Note: Excludes grants and straight debt / loan financings. Follow-on financings (e.qg., A, AT) in same year combined to represent one deal for that stage.

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, and Pitchbook.




U.S. Cybersecurity Funding By State

Investments Are Still Concentrated In Traditional Hubs, But New Hubs Are Continuing To Attract Investment.

Top 10 Most Active States By Investment Funding Ranking Detail — 567 Total Investments In USA In 2021

Total $ Invested

Ranking State # of Investments ($M)
1. California o 195 $10,042
2. New York 54 $3,305
3. Massachusetts @ 43 $4,969
4. Virginia 42 $607
5. Texas h 31 $402
6. Colorado = 21 $630
7. Florida },< 21 $283
W
8. Maryland o 18 $403
T
9. Washington 17 $58
10. Georgia r 11 $261
Total Investments By State
0-5 6-10 11-15 16-20 - 20+ Total 453 $20,960

Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database.



Notable Cybersecurity Funded Companies

Select Companies That Have Raised $10M+ | CY 2017 — CY 2021.

$10M - $25M $50M - $100M $100M+
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For Additional Information On Backup Data Supporting Transaction Data, Please Contact Total Amount Raised ($M) $65'657'4
Momentum Cyber. Median Amount Raised ($M)

1 Denotes companies that have been acquired since CY 2017; Denotes companies that have IPO-ed and SPAC-ed since CY 2017 Return To Table Of Contents

M Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, and Pitchbook.



Active Cybersecurity Investors

Select Firms That Have Investments Totaling $10M+ | CY 2017 — CY 2021.

$1OM $25M $50M - $100M $100M+
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YN TT e——
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Source: Momentum Cyber Proprietary M&A & Financing Transaction Database, Capital IQ, and Pitchbook.
‘ Note: Represents aggregate size of total funding rounds led by each investor.
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For Additional Information on Backup Data Supporting Transaction Data, Please Contact Momentum Cyber.
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Cybersecurity Multiples Year-Over-Year

Majority Of Public Company Valuations Have Slightly Decreased Along With Broader Market Indices.

In-Step With The Broader Market, The Majority Of Cybersecurity Revenue Multiples Have Slightly Declined Over The Past 12 Months

EV / 2020E Revenue
Multiple as of 12/31/20

2020

EV / 2021E Revenue
Multiple as of 12/31/21

2021

Max 53.4x 1

[
>
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M Source: Capital 1Q. Public Market Data as of December 31, 2021.
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Cybersecurity vs. The Benchmarks

Cybersecurity Stocks Have Exceeded Broader Market Benchmarks.

180 Benchmark Last 3 Mo. Last 6 Mo. Last 12 Mo.

170 Low Growth Cyber 10.3% 20.9% 29.9%
160 NASDAQ 8.3% 7.9% 21.4%
150
140
130
120 A /\/J/”/ NV, 43/‘/ vy \\ 21.4%

N, AT M’\,///V/ B \/ a // | b
~—\ /'/, \/ A\ g \ T -
< v 7\ h \

100 N

90

80 I I I I I I I I I I I |

Dec-20 Jan-21 Feb-21 Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21 Sep-21 Oct-21 Nov-21 Dec-21
High Growth Cyber Low Growth Cyber S&P 500 ——NASDAQ Composite Index

M Source: Capital IQ. Public Market Data as of December 37, 2021. Return To Table Of Contents



Significant Growth in Public Cyber Companies | 2011 — CY 2021

Aggregate Market Capitalization For Cybersecurity Has Grown Considerably Over The Last Decade.

Explosive Growth In Public Cybersecurity Companies
Public Company Stats | 2011 Public Company Stats | CY 2021 560% f

Growth in Market
I ;58 oo T /28 Capitalization
cicompores IR 10 st T 3 Growth in Number of Public

280% T
Cybersecurity Companies

Public Cyber Companies | 2011 Public Cyber Companies | CY 2021

Market
Capitalization ($B)
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M Source: Capital IQ. Public Market Data as of December 31, 2021.

Note: Only includes companies with a market capitalization greater than $700M. Return To Table Of Contents



Cybersecurity IPO Insights

Several High-Potential IPO Candidates Remain, But The Rate Of Public Filings Or SPAC Mergers Is Accelerating Across Cyber.

IPO Pipeline | Median Amount Raised: $558M

1
A A\%%-[::C Mcybereason exabeam L—IJ 2 ﬂetSI(Ope QOM pLX: g snyk cTANIUM
Raised: $536M Raised: $745M Raised: $393M Raised: $558M Raised: $1.0B Raised: $223M Raised: $96M Raised: $1.1B Raised: $832M

Implied EV / LTM Revenue At IPO ($ in Millions)

Median At IPO 8.3x

Current Median 10.9x
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35.7x
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16.2x 1
1.1 1.2 Ix 10.
x 9.9x X » - 0.9x
. : : : : - : —— || [ | L. m—— L
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IPO Timing <2016~ <——— 2017 2018 2019 2020 2021
P(erf?)t:)nc;ggc)e 14% 1219% 303% 1908% 148% 139% (5%) 502% 53% (38%) 29% (9%) 43% 67% 44% (63%) 7%
since
Ev(éb:rg"nf)e" 2.1 29.9x .1 58.3x 9.9x n.2x 3.5¢ 35,7 7.0x 5.1 7.4 47 16.2x 12.1x 70.1x 3.5 10.9x
T;;:g'ﬁ;g;j $112 $187 $240 $192 $812 $251 $375 $612 $188 $326 $740 $244 $152 $198 $1,225 $368 $275

71— Cybereason has confidentially filed an IPO. Return To Table Of Contents

M Source: Capital IQ. Stock performance and valuation multiples as of December 315, 2021.




Revenue Growth Is Correlated To Value...

Public Markets Today Are Focused On Growth.
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..While The Correlation To Growth and Profitability Is Much Weaker

Public Markets Today Are Focused On Growth.
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The Current IPO Pipeline | 2022

The Current Backlog Of Well-Funded Companies Positions 1H 2022 As Another Active Half For Cybersecurity IPOs.

2022 IPO Watchlist

Y
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Return To Table Of Contents

M Source: Capital 1Q. Amount raised to date as of December 315t, 2021.

1= Cybereason has confidentially filed an IPO.



2021E Trading Multiples: High Growth & Low Growth

Valuation Multiples For High Growth & Low Growth Cybersecurity Companies.

EV / 2021E Revenue
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M Source: Capital |Q. Public Market data as of December 37, 2021.

Note: High Growth represented by companies with >20% revenue CAGR, Low Growth represented by companies with <20% revenue CAGR.



2022E Trading Multiples: High Growth & Low Growth

Valuation Multiples For High Growth & Low Growth Cybersecurity Companies.

EV / 2022E Revenue
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Source: Capital |Q. Public Market data as of December 37, 2021.
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Note: High Growth represented by companies with >20% revenue CAGR, Low Growth represented by companies with <20% revenue CAGR.



Public Company Trading Analysis

High-Growth Cybersecurity Comps ($ In Millions Excl. Stock Price).

. LTM Pri Enterori Revenue Growth EV / Revenue EV / EBITDA
Company Stock Price €€ | Market Cap erorise
Performance Value CY2021E | CY2022E CY2021E | CY2022E CY2021E | Cv2022¢

High-Growth Cybersecurity (>20% 2019A — 2022E CAGR)

F::RTINET $359.40 147% $58,762 $56,729 21% 29% 19% 18.1x 17.0x 14.3x NM NM NM
paloalto’ $556.76 59% $54,934 $55,444 27% 27% 23% 12.2% 11.5x 9.3x NM NM NM
. CROWDSTRIKE $204.75 2%) $46,957 $45,838 69% 64% 40% 35.7x 32.0x 22.9x NM NM NM
> zscaler $321.33 62% $45,012 $44,406 58% 58% 38% 58.3x 52.5x 38.0x NM NM NM
A~
okta $224.17 (12%) $34,868 $34,403 50% 53% 37% 29.9x 26.9x 19.6x NM NM NM
 sentinelone * $50.49 19% $13,476 $11,841 264% 115% 72% NM NM NM NM NM NM
RAPIDF) $117.69 33% $6,728 $7,358 21% 29% 23% 14.8x 13.9x 11.3x NM NM NM
Otenable $55.07 6% $5,917 $5,692 16% 22% 19% 11.2% 10.6x 8.9x NM NM NM
N * $22.94 (6%) $3,931 $3,672 29% 40% 26% 16.2x 15.0x 11.9x NM NM NM
"0’ DaRk * $5.69 23% $3,652 $3,350 20% 43% 31% 11.9x 10.0x 7.6x NM NM NM
2} ForgeRock: " $26.69 (25%) $2,186 $1,852 33% 38% 20% 10.9x 10.5x 8.8x NM NM NM
sumo logic $13.56 (52%) $1,519 $1,165 19% 18% 19% 5.1x 4.9x 4.7 NM NM NM
g
</ riskified * $7.86 (71%) $1,284 $755 27% 33% 12% 3.5x 3.3x 3.0x NM NM NM
Telos $15.42 (53%) $1,029 $971 24% 34% 20% 4.x 3.8x 3.2x NM NM NM

Note: NM — Not Meaningful, NA — Not Available; analysis only includes companies with an enterprise value greater than $1B. Return To Table Of Contents
* Stock price performance from IPO price.

M Source: Capital 1Q. Market data updated as of December 31, 2021



Public Company Trading Analysis | Operating Metrics

High-Growth Cybersecurity Comps.

c Revenue Growth EBITDA EBITDA Margin
ompan
pary CY2021E | Cv 2022 CY2021E | Cv2022¢ CY2021E | Cv2022¢ CY2021E | Cv 2022

High-Growth Cybersecurity (>20% 2019A — 2022E CAGR)

F::RTINET $3,127 $3,339 $3,966 20.5% 28.7% 18.8% $676 $947 $1,101 21.6% 283% 27.8%
paloalto $4,558 $4,822 $5,936 27.2% 27.5% 23.1% ($86) $1,123 $1,359 (1.9%) 233% 22.9%
. CROWDSTRIKE $1,286 $1,432 $2,004 68.8% 63.8% 40.0% ($78) $237 $334 (6.1%) 16.6% 16.6%
&> zscaler $761 $845 $1,169 58.5% 57.7% 38.3% ($213) $122 $166 (28.0%) 14.4% 14.2%
A~
okta $1,152 $1,277 $1,753 50.0% 52.9% 37.3% ($467) ($38) ($27) (40.5%) (3.0%) (1.5%)
) sentinelone $169 $200 $345 263.7% 114.8% 72.4% ($226) ($163) ($163) (133.8%) (81.7%) (47 2%)
RAPIDY) $497 $530 $652 20.8% 28.7% 23.1% ($62) $25 $50 (12.5%) 4.8% 7.7%
(Ctenable $510 $537 $639 15.9% 21.9% 19.1% ($10) $59 $75 (1.9%) 11.0% 1.7%
A $226 $244 $312 29.4% 39.7% 27.7% ($8) $29 $39 (3.4%) 11.8% 12.4%
DARK 281 $336 $439 20.0% 43.2% 30.7% $5 $17 $14 17% 51% 31%
o8 $ ($5) (1.7%)
7)) Forgerock $169 $176 $211 32.5% 38.0% 19.9% ($18) ($19) ($18) (10.9%) (10.7%) (8.7%)
sumo logic $229 $239 $285 18.9% 18.2% 19.1% ($103) ($44) ($48) (44.9%) (18.5%) (16.9%)
</ riskified $216 $227 $254 27.5% 33.5% 11.9% ($18) ($25) ($60) (8.4%) (10.9%) (23.5%)
Telos $223 $241 $289 24.1% 34.2% 19.7% ($42) $18 $27 (18.7%) 7.6% 9.4%

Source: Capital 1Q.
‘ Note: NM — Not Meaningful, NA — Not Available. Return To Table Of Contents



Public Company Trading Analysis

Low-Growth Cybersecurity Comps ($ In Millions Excl. Stock Price).

. LTM Price Enterprise Revenue Growth EV / Revenue EV / EBITDA
Company Stock Price Market Cap
Performance Value CY2021E | CY2022E CY2021E | CY2022E CY2021E | Cv2022¢

Low-Growth Cybersecurity (<20% 2019A — 2022E CAGR)

vmware $115.88 (16%) $48,712 $47,909 9% 9% 8% 3.8x 3.7x 3.5x 15.8x 10.0x 9.6x
splunk $115.72 (32%) $18,375 $20,068 1% 14% 18% 8.0x 7.9x 6.6x NM NM NM
L3 Check Point $116.56 (11%) $15,479 $11,673 3% 4% 4% 5.5x 5.4x 5.2X 12.5x 11.0x 10.8x
v/ NortonlLifeLock $25.98 27% $15,117 $17,536 9% 10% 7% 6.5x 6.4x 5.9x 13.8x 12.0x 11.5x
Avast $8.22 12% $8,529 $9,040 4% 6% 6% 9.7x 9.5x 9.0x 18.7x 17.4x 16.4x

@) TREND $55.50 2%) $7,748 $5,664 (1%) (3%) 6% 3.4x 3.5x 3.3x 9.5x 10.3x 10.3x

& CYBERARK $173.28 8% $6,890 $6,197 7% 7% 14% 12.5x 12.5x 11.0x NM NM NM
@ oualys $137.22 16% $5,327 $4,895 9% 13% 13% 12.4x 11.9x 10.5x 41.2x 25.8x 24.5%
mime $79.57 40% $5,302 $5,146 15% 19% 14% 9.3x 9.0x 7.9x 54.7x 32.7x 28.7x
U McAfee 1 $25.79 54% $4,717 $12,755 1% 20% 12% 7.4x 6.8x 6.1x 19.6x 15.3x 13.2x
@®SailPoint $48.34 (9%) $4,508 $4,506 1% 14% 7% 1.1 10.8x 9.3x NM NM NM
$26.35 2%) $4,297 $4,131 14% 19% 17% 7.0x 6.7x 5.7x 37.4x 23.5x 22.8x

¥ anDianT 2 $17.54 (24%) $4,178 $4,426 21% 21% 18% 10.3x 9.2x 7.8x NM NM NM
$14.19 (52%) $2,257 $3,542 0% (30%) 4% 3.5x 5.0x 4.8x 21.2x 11.8x 11.6x

$22.88 (20%) $1,912 $1,999 18% 21% 13% 7.0x 6.8x 6.0x NM NM 51.6x

Securewaorks $15.97 2% $1,345 $1,164 (3%) (4%) (1%) 2.1x 2.2x 2.2x NM NM NM

Mean

Median

Note: NM — Not Meaningful, NA — Not Available; analysis only includes companies with an enterprise Value greater than $1B. Return To Table Of Contents
* Price performance from IPO price;  Pro forma for the divestiture of McAfee's Enterprise business to Symphony Technology Group; < Pro forma for divestiture of FireEye's Products business to Symphony Technology Group

M Source: Capital 1Q. Market data updated as of December 31, 2021



Public Company Trading Analysis | Operating Metrics

Low-Growth Cybersecurity Comps.

Compan EBITDA EBITDA Margin
bary CY2021E | Cv2020F CY2021E | Cv2022E CY2021E | Cv2022E CY2021E | CY2022E

Low-Growth Cybersecurity (<20% 2019A — 2022E CAGR)

vmware $12,614 $12,843 $13,860 9.2% 9.1% 7.9% $3,034 $4,806 $5,013 24.1% 37.4% 36.2%
splunk $2,518 $2,550 $3,020 10.6% 14.4% 18.4% ($987) ($287) ($112) (39.2%) (11.3%) (3.7%)
& Check Point $2,132 $2,154 $2,230 3.2% 4.3% 3.5% $935 $1,061 $1,077 43.9% 49.3% 48.3%
v/ NortonLifeLock $2,689 $2,752 $2,950 8.8% 10.4% 7.2% $1,275 $1,461 $1,531 47.4% 53.1% 51.9%
Avast $931 $947 $1,004 4.3% 6.1% 6.0% $482 $521 $553 51.8% 55.0% 55.0%

3 TREND $1,632 $1,634 $1,734 (1.0%) (3.1%) 6.1% $586 $548 $548 35.9% 33.6% 31.6%

& cYBERARK $496 $496 $563 6.8% 6.8% 13.5% ($30) $31 $4 (6.0%) 6.2% 0.6%
@ Qualys $396 $410 $464 9.2% 12.9% 13.3% $119 $189 $200 30.0% 46.2% 43.0%
mime $553 $574 $653 14.9% 19.1% 13.8% $94 $160 $179 17.0% 27.9% 27.4%
U McAfee | $1,730 $1,874 $2,096 11.0% 20.3% 11.8% $652 $854 $963 37.7% 45.6% 46.0%
@®SailPoint $407 $417 $487 1.3% 14.2% 16.7% ($25) $9 $1 (6.1%) 2.2% 0.3%
$593 $617 $720 14.4% 18.9% 16.8% $110 $176 $181 18.6% 28.5% 25.1%

¥ anDiaNT 2 $428 $482 $571 20.6% 20.6% 18.4% ($73) ($47) ($60) (17.1%) (9.7%) (10.5%)
$1,020 $715 $741 0.1% (29.9%) 37% $167 $300 $305 16.4% 42.0% 411%

$287 $295 $334 17.9% 21.2% 13.1% ($39) $30 $39 (13.4%) 10.1% 11.6%
Secureworks $547 $537 $532 (2.9%) (4.4%) (0.8%) 30 $10 ($3) (2.0%) 19% (0.6%)

Source: Capital 1Q.
M Note: NM — Not Meaningful, NA — Not Available. Return To Table Of Contents
"Pro forma for the divestiture of McAfee's Enterprise business to Symphony Technology Group; © Pro forma for divestiture of FireEye's Products business to Symphony Technology Group
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Developers Take
Center Stage

A Look At The Shift-Left Of Security



What Is Shift Left DevOps?

DeveOps Teams Are Incorporating Security At Early Stages In The Development Lifecycle.

What is Shift Left DevOps? Shift Left: Supporting Stats

The term “shift left” refers to the efforts of a DevOps team to guarantee application security at the earliest
stages in the development lifecycle, as part of an organizational pattern known as DevSecOps
(collaboration between development, security, and operations).
Cheaper to address
security issues during the
design process

Of developers said
testing happens too late
in the development

Of developers think their
organizations have
“good” security practices

Of security teams do not
run Static AST scans at
all within the design

More code gets tested during the Planning becomes more well- Better accountability among non- lifecycle process
DevOps process rounded security team members
= Bringing security forward in the = Bring a security DRI into initial = The entire team is expected to Gettlng Started with Shift Left TeStlng
SDLC increases opportunities for planning meetings ensures take security seriously and make
code to be scanned and threats accounting for security needs in it a part of their daily work 1 2 3
to be remediated all stages of the SDLC
= Integrated security into every job
= By automating (SAST) at every = Helps to streamline end-of-cycle function results in less threats
code commit, for example, can security reviews, reduces friction across the entire digital
ensure that all code has been between teams, and accelerates landscape
scanned at least once Speed-to-Market
Key Benefits O  Look for patterns in the type or source of B3 .
o vulnerabilities and adjust for B- Redu;e or eliminate any waterfall-style
0 00 improvement. @E] security processes within your SDLC.
. 0l011 . . o
Shift — 11010 Make small code changes. Smaller Give the security team visibility into both
Left — 01011  updates are easier to review and secure. @@9 resolved and unresolved vulnerabilities.
_ _ W2O i security scans into the developer’s @-:. streamline your too\cha\rj >0 that.
Faster Improved Reduced Improved Security Greater Business \ @’ workflow. =) e}mp\o}yees can focus their attention on a
Delivery Security Posture Costs Integration Success © single interface.

ks, Checkpoint, GitLab

M Source: Pitchbook, Company Websites, Paic Alto

Return To Table Of Contents




Security’s Shift-Left

High Level Coverage Of How The Security Market Is Focusing More On Developers’ Needs.

Application Security Testing (AST) AST U In The DLC
sage In e

= Process of discovering and fixing application B SAST &SCA
vulnerabilities throughout the development lifecycle Development IAST
(DLC) to protect applications against potential threats B DAST

= AST tools service various vectors including cloud, loT,
networks, mobile applications, and critical infrastructure B WAF, RASP, and Bot

= Large variation in vendor offerings depending on which Management

stage of the DLC they target and which application
platforms they support

Security Scanning Tools Runtime Protection Tools HLEUIE AR (-850 Dynamic AST (DAST)

= Software Composition = Web Application Firewall Developer-approach testing ~ QA-approach testing that is Hacker-approach testing
Analysis (SCA) (WAF) Overview  that checks source code triggered by human or that simulates real-life

= Static AST (SAST) = Bot Management from the inside automated app interactions  attacks from the outside

= |nteractive AST (IAST) » Runtime Application A

= Dynamic AST (DAST) Self-Protection (RASP) Stzsus Application is stopped Application is running Application is running

= Strong growth is expected to continue over the next 12 Type Proactive Reactive Proactive
months as evident bydgr.owmg usercr;eﬁ-ds, new entrants, Pros » Comprehensive analysis » Real-time analysis * Language independent
transaction activity, and investment dollars Promotes secure coding = Low false positive rate * Low false positive rate

= Vendors should move towards delivering testing
capabilities across the DLC as customers are leaning Cons = High false positive rate * Limited language scope » Needs test environment
towards fulfilling their AST needs through a single vendor = No real-time analysis = Slows app performance * No real-time analysis

» Many vendors are adding in developer enablement and
education tools to their platforms

Return To Table Of Contents

M Source: Pitchbook, Forrester, Company Websites




Incorporating Product-Led Growth In Go-To-Market Strategies

Snyk Is A Good Case Study Of How Using Product-Led Growth Principles Can Help Scale Businesses.

Product-Led Growth Is Becoming An Increasingly Important GTM Strategy Product-Led Growth Principles, by OpenView Partners

Catering directly to the needs of developers, rather than competing for approval from executives, is the most
important factor for many go-to-market strategies. In order to strengthen their GTM campaigns, companies can
consider incorporating Product-Led Growth (PLG) principles. PLG, a term coined by OpenView Partners, focuses
on using the product as the main driver of acquiring and retaining customers.

Listen to the user Put the product first Invest in product data
1 2 3 4 Personalize where possible Deliver value quickly Build a growth team
Companies build and Good products gain Developer trust and Software purchases are Build i ¢
distribute products popularity in tightknit adoption grows, creating more likely to be U|t' a cutture Qd Introduce customer success R iment
directly to developers — developer communities a use case for executives approved, leading to continuous, rap? before sales un expenments
the end users through word-of-mouth with purchasing power more paying accounts Improvemen
Company Spotlight: snyk Is Successfully Executing A PLG Model
. snyk
Developer security platform that integrates directly into = Currently has a community of 2.2M developers using
‘ development tools, workflows, and automation pipelines the products
Peter McKay Guy Podjarny Ken MacAskill dbvind eadi icati q ' » Leverages the developer community to receive live
CEO Founder & President CFO SUplﬁ?orte y Industry-leading application and security feedback which then results in subsequent product
Year Founded: 2015 e gsines enhancements
HQ: Boston, MA . . ) ) -
Total Raised: $1.11B Makes it easy for teams to find and fix security vulnerabilities » Growth has compounded exponentially, as evidenced
Select Investors: Accel 4A 24505, GLOBAL in code, dependencies, containers, and infrastructure as code by its recent capital raises and $8.5B valuation

M Source: OpenView Partners, Pitchbook, Company Websites
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https://openviewpartners.com/product-led-growth/

The Year Of Industrial
Cybersecurity

Sector Analysis | Overview, Trends,
& Capital Markets Activity Across
ICS + OT



A New Wave Of Threats To Industrial Devices

Enterprises Of All Sizes Are Demanding A Different Approach To Industrial Security As Threats Increase.

Need To Overcome Cultural & Technical Differences Between

IT & OT Teams
Key ICS + OT Effectively Integrate Technical Implementations With Legacy OT Gartner By 2025, of OT security solutions will be
Cha”enges Environments delivered via multifunction platforms

interoperable with IT security solutions
Face A Worsening OT Labor Shortage Crisis

ICS + OT Market Trends In 2021

Increasing Attacks On Convergence Of OT & IT Emergence Of Vertical- Highlighted Need For
Infrastructure As More Companies Specific ICS + OT Vendors Multi-Functional Platforms
Connect ICS Devices In A Growing Sector

» g ®

Return To Table Of Contents

M Source: Company Websites, Gartner, Forrester, Ponemon Institute


https://www.dragos.com/resource/2021-state-of-industrial-cybersecurity-ponemon/

Key ICS + OT Sector Activity

ICS + OT Companies Of All Sizes Are Benefiting From Increased Sector Activity.

ICS + OT M&A Activity Key Stats

Target Acquirer Enterprise Value ($M) Target HQ . . .
$1 .GB Amount of capital raised across the ICS + OT space since January 2019
Applied — Amsterdam,
11/24/21 . Risk DNV ND Netherlands

$1 .OB Amount of capital raised across ICS + OT in 2021 alone
07/19/21 O P S \/\//_\T ND Durham, NC 29

BAYSHORE

Financing Raises in 2021 across ICS + OT

= Wl i
06/22/20 CYB=R mu Microsoft $165 Waltham, MA Sector Unicorn Spotlights

02/06/20 FORESCOUT M $1,625 San Jose, CA D R/\G O

Delivers a software platform that
ICS + OT Flnanc'“g ACt“"ty collects, detects, and automates asset

inventorying and visualization, and

Amount [Total Amount
Date Company Deal Type | o iced ($M) | Raised ($M) HQ Select Investors detects threats through behavioral

analytics, security operations, and
12/08/21 CLAROTY Series E $400 $640 New York, NY SoftBank incident response workflows.

N NOZOM ; San Jen
4d » il P
12/06/21 \B‘ NETWORKS Series D $100 $154 Francisco, C Honeywell Triwgle Peuk Cl /\QDTY

10/28/21 DRAGQO Series D $200 $358 Hanover, MD  BlackRock JKOCH Offers a unified platform that

integrates with customers' existing $2 .0 B $640 M 2 o 1 4

infrastructure to provide a full range . .
i P //} Bessemer Valuation Total Raised Founded
06/15/21 CLAROTY Series D $140 $240  New York, NY //§ o of controls for visibility, risk and

vulnerability management, threat

detection, and secure remote access.

Return To Table Of Contents

M Source: Company Websites, Momentum Cyber's Proprietary M&A and Financing Transaction Database, 451, Pitchbook
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Log4j Exploit

Critical Vulnerabilities Leave The Security Community Scrambling In “Apocalyptic” Flaw Discovery.

On December 9th, 2021, a zero-day vulnerability was publicly disclosed in
Log4j, a Java-based data logging utility that allows requests to arbitrary
Lightweight Directory Access Protocol (LDAP) and Java Naming and
Directory Interface (JNDI) servers. The vulnerability enables hackers to

remotely execute code and gain access to machines, potentially affecting
LOGqJ hundreds of millions of devices.

Because Log4j is so widely used, the vulnerability could impact a wide
range of software and services from many major vendors. Organizations
with products known to be vulnerable include Atlassian, Amazon,
Microsoft Azure, Cisco, Commvault, ESRI, Exact, Fortinet, JetBrains,
Nelson, Nutanix, OpenMRS, Oracle, Red Hat, Splunk, Soft, and VMware.

Exploit Overview

Attacker sends a malicious
request, triggering the
target device to log a
malicious JDNI string.

h—o

The server passes the
malicious string to
Log4j for logging.

Log4j processes the
new string and then
queries the malicious
LDAP server.

Vulnerable Log4j

Target Server implementation Attacker-Controlled LDAP

il
(
il

LDAP server then responds

giving directory information
Server downloads that contains malicious string
the malicious Java

class and executes it

Global Response & Key Stats

Apache Software Foundation released a new
version 2.15.0 to address the flaw, but
companies will still need to update devices,

along with downstream customers.

Of corporate networks
~ 40 % have beep targeted by
the exploit

Attempts to exploit the
Log4j vulnerability

10M+
every hour
1 OO M - zz\t/'iecr:sially affected

. Threat actors have already begun to target
a affected devices, with malicious activity

appearing in Iran, China, and elsewhere.

(4 While patches are being developed, attackers

® are expected to have months if not years to
find and exploit vulnerable devices.

Expert Commentary

g& We will only minimize potential impacts through collaborative efforts
between government and the private sector. We urge all organizations to
join us in this essential effort and take action."

- Jen Easterly, Director - CISA

€€ | cannot overstate the seriousness of this threat. On the face of it, this is
- aimed at crypto-miners but we believe this creates just the sort of
il background noise that serious threat actors will try to exploit in order to
‘ attack a whole range of high-value targets such as banks, state security
and critical infrastructure.”

- Lotem Finkelstein, Director of Threat Intelligence & Research — Check Point

Return To Table Of Contents

M Source: ZDNet, FireEye, ZDNet, Checkpoint, Microsoft, Upguard, Curated Intel


https://www.zdnet.com/article/log4j-flaw-puts-hundreds-of-millions-of-devices-at-risk-says-us-cybersecurity-agency/
https://www.fireeye.com/current-threats/what-is-a-zero-day-exploit.html
https://www.zdnet.com/article/khonsari-ransomware-iranian-group-nemesis-kitten-seen-exploiting-log4j/
https://blog.checkpoint.com/2021/12/11/protecting-against-cve-2021-44228-apache-log4j2-versions-2-14-1/
https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-exploitation/
https://www.upguard.com/blog/apache-log4j-vulnerability
https://www.curatedintel.org/2021/12/tellyouthepass-ransomware-via-log4shell.html

NSO Group's Pegasus Exploit And Zero-Click Attacks

Zero-Click Exploitation Technique Presents An Alarming New Attack Vector In Cybersecurity.

Exploit Overview

Pegasus, a spyware developed by Israeli Cybersecurity company NSO, has recently come under
fire for offering “zero-click exploitation technology” called ForcedEntry which allows attackers to
exploit devices with no user interaction required. Researchers at Google Project Zero recently
provided a deep dive into the exploit and its many potential effects on users

This malicious code then executes a
breach on a user’s phone without any
input from the victim, with the code
hidden on a pixel-level

Attack targets users through
iMessage, where a PDF file disguised
as a fake GIF image is sent to a user
with malicious code

The attacker can gain full control of a While one-click exploits are common,
"0{ victim’s phone after sending the @ zero-click exploits are a new threat
message to a helpless target posing a dangerous threat

Key Takeaways

A Dangerous Precedent
l[ ’] Exploits continue to advance in terms of technical ability and clever intrusion techniques. While users
Elﬂ should always practice good Cyber hygiene practices, zero-click exploitation represents a dangerous
precedent in a potential rise of attacks for which social engineering techniques are unnecessary.

Not Just NSO
0 While NSO'’s exploit was discovered publicly, many companies are developing similarly destructive
E offensive exploitation techniques unbeknownst to the public. While NSO has been admonished for its
history of providing spyware products to foreign nation-states and potential threat actors, they are far
from the only threat.

What About Defense?

Zero-click exploitation techniques are able to set up their own virtualized environments and run
javascript-like code, with no need to connect to an outside server once inside a device, giving

attackers access to user data, passwords and more. Extremely hard to detect, researchers call it “a

weapon against which there is no defense” at the moment.

Industry Commentary

€€ Based on our research and findings, we assess this to be one of the most technically
sophisticated exploits we've ever seen, further demonstrating that the capabilities
NSO provides rival those previously thought to be accessible to only a handful of
nation states.”
- lan Beer & Samuel Grol3 — Google Project Zero

&6 It's really sophisticated stuff, and when it's wielded by an all-gas, no-
brakes autocrat, it's totally terrifying. And it just makes you wonder what

If this is the kind of threat civil society is facing, it is truly an emergency.”
- John Scott-Railton, Researcher — Citizen Lab

M Source: Times of Israel, Google Project Zero, Wired

else is out there being used right now that is just waiting to be discovered.

Forward-Looking Action

Tech giant Apple has sued NSE Group for targeting users of its devices, seeking a
permanent injunction to ban NSO group from using any Apple software, services,
or devices.

The US Government has recently black-listed NSO Group based on their prior
involvement in providing spyware to foreign nation-states and other threat actors

It remains to be seen how zero-click exploit techniques will be combatted by both
the private sector and governments alike, however the powerful technology in the
wrong hands poses a threat to citizens around the globe

0 Table Of Contents



https://www.timesofisrael.com/terrifying-cyber-weapon-against-which-theres-no-defense-experts-on-nsos-spyware/
https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html
https://www.wired.com/story/nso-group-forcedentry-pegasus-spyware-analysis/

MI YLVENTURES | State of the Cyber Nation 2021

By Yonit Wiseman (Associate, YL Ventures).

YL Ventures releases the “State Of The Cyber Nation 2021” report, which focuses on Israel's Cybersecurity ecosystem over the past year,

analyzing funding trends, rounds and exits.

Emerging Trends in 2021

Notable Funding Rounds

Soaring Seeds, Fewer Startups

Average
wja Seed
Round

‘ # of New
JEN startups

Funding Trends
Record-Shattering
Rounds

$2,753M
6 Overall

Funding $1,033M
I Growth(YoY)
B # of Rounds

Cyber Unicorns on the Rise

© Average Time to Unicorn Status

2020

5

New
Unicorns

5.2

Years

$905M* snyk

$550M* rea
$543M iransmit
$500M wiz
$443M* N Fireblocks
S425M* ARMIS.
$370M* 5% AXONIUS

*Raised more than one round in 2021

Hot in 2021
. Cloud +———
Security
=== Application
EEE Security
F. =
-—
(—
Data ~— —_— Vulnerability ﬁ
Securify & Risk
i loT
&Privacy Management ©

A Polarized Industry
Total Capital Raised by Stage ($M)

2018 2019 2020 WW2021

$283mM

I $233M
>
I 288 M

5$271M

1$119M

$103M

I $203M

I 5693 M

Seed

Notable Exits

$875M
I $1,632M

H $337M

$306M

$129M

I $6,460M

$700M XM CYBER
Acquired by Schwarz Group

$600M Guardicore
Acquired by Akamai Technologies
$400M SMEDIGATE
Acquired by Claroty

$400M % INTSIGHTS
Acquired by Rapid7

$300M Vdoo

Acquired by JFrog

M Source: YL Ventures: STATE OF THE CYBER NATION 2021
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2022 Threat Report

SOPHOS

Report Centers On 5 Aspects Of Cybersecurity Under Threat Of Attack In 2022.

Ransomware Leasing
Model Emerges

More attackers are
creating and then
leasing out
ransomware to
specialists who then
use the pre-made
ransomware

This model opposes
traditional groups
who make and then
attack organizations
using their own
bespoke products

Security & Al In 2022 And Beyond

Al in 2021

Transitioned from
a specialized
discipline to a
technology
ecosystem

Recognition and
shift towards
integrating ML
into the space

The Future Of Ransomware

Ransomware Families Investigated By

Expanding Extortion Sophos Rapid Response, 2020-2021

= large organizations

are increasingly Conti, 16%
susceptible to threat
actors moving
valuable company All Other
secrets to a cloud Ransomware .
backup and then (35 different REvil, 15%
demanding payment families),

43%

= Extortion leaves
companies open to
customer backlash,
privacy laws, and loss
of trade secrets

Ryuk, 9%

Black Kingdom, 3% Ragnarok, 4%

|\\

LockBit, 4%

—

o

DarkSide, 3%  Maze, 3%

Cybersecurity ool

Fake iOS app
Flubot
& Al =

Scams

@ Al & Threats %\E'/;

Open-source Al is
accessible by
anyone

Adoption of
Generative
adversarial
networks (GANSs)
will directly lead
to neural network
voice and video
synthesis tech

M Source: Sophos 2022 Threat Report

User-facing
security ML will
make IT security
products intuitive,
easier and more
efficient

Deep learning at
scale using
supercomputers
will help revisit
missed problems

Major banking
trojan affecting
Android in 2021

Steals details
through fake bank
login screens

Spreads through
SMS & stolen
contact lists with
mimicked URLs

Victims download
applications
through 3 party
site (Apple ad hoc
distribution
method)

A more personal
attack (targets
people on dating
apps & media)

GO g %

Unstoppable Mobile Malware

Malware Begets Malware

The Rise of Cobalt Strike

Cobalt Strike is a commercial threat-emulation product suite with a customizable Beacon-backdoor to
execute several commands. Hacked copies of Cobalt Strike are all over the internet with ample training
available for use making it a favorite among recent attackers

Malware Distribution Frameworks
Several malware families are switching business models to a Malware Distribution Network (Ex: IcedID,
TrickBot, Dridex) — Criminals can contact networks to distribute malware out with ease and scale

Shotgun Attacks with pinpoint targeting
Shotgun or spam attacks were prominent until recent years. Threats are now only firing off their attacks
after luring and screening a larger population (Ex: Language, Location & Operating System filtering)

Trouble for Malware Researchers
Bad actors will continue to spread attacks widely and then quality-filter results to keep under the radar
which will be troublesome for security researchers

Infrastructure Under Attack

- o] .
ﬁ Initial Access @ Linux & loT @@ Commercial

@ () Brokers Tools

Joker

SMS subscription
billing fraud
malware

Deployed in the
form of utility
applications (Ex:
QR scanners,
wallpaper apps,
flashlight apps)

= As threats
concentrate jobs
to specialize, the
emergence of IABs
sell gateways into
company servers

= |ABs gain foothold
into networks
through RDPs,
VPNs, or lackluster
zero trust safety

= Linux Bash scripts
target Debian or
Red Hat
distributions to
perform
reconnaissance,
lateral movement
& encryption

= Attackers will
target loT devices
on Linux shells

Attackers are
relying on bootleg
copies of
commercial/open-
source software

Old Conti attacks
show usage of
TeamViewer,
Splashtop,
Routerscan &
more
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https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophos-2022-threat-report.pdf

Cyber Predictions For 2022 And Beyond {ANDIANT

Increasingly Aggressive Ransomware Attacks And Nation-State Threat Actors Will Compound Cyber Threats.

Ransomware & Multi-Faceted Extortion

No End In Sight To Breaches Ramsomware threats have no end in sight, I.ike\y CQ_ntmui_ng their upward trend from outside the U.S. against critical industries where there
is greater urgency to pay ransoms and avoid significant impacts

Ransomware-as-a-Service (RaaS) operations often involve multiple actors that perform a portion of the attack for a portion of the
P proceeds, which can lead to conflict among actors

Currently, U.S. organizations are not allowed to pay threat actors on a “no-pay” list and the government may look to make an example
=5 out of a large organization that makes a payment from an extortion demand

Attacks on OT environments can cause serious disruption and increase pressure on organizations to pay a ransom given the potential of
serious consequences from a breach

More Public Breaches In APAC and Japan
Key Nation-State Threat Actors Select Commentary

@ Russia @ Iran

Likely to maintain an aggressive posture into | Expected to leverage destructive malware to

Cyber Physical Systems Vulnerabilities

APJ organizations are often inexperienced with extortion operators threatening to publish sensitive data which will likely lead to many
more breaches being made public in the coming year

, w L& The reality of doing incident response work remotely is more important
than it's ever been. | think we need to anticipate a world moving
forward where the offices that we work in will very likely be virtual.

- Charles Carmakal, SVP & CTO, Mandiant

2022 and target NATO, Eastern Europe, promote regional interests and continue to
Ukraine, Afghanistan, and the energy sector target Israel and others in the Middle East

&6 When | think about 2022, the thing that's top of mind for me and for
my colleagues continues to be ransomware. It's simply too lucrative.
The business model makes it such that a threat actor has a lot more to
gain than to lose.

- Sandra Joyce, EVP & Head of Global Intelligence, Mandiant

Source: Mandiant: ber i redicti r 202¢
‘ Return To Table Of Contents

Looking to scale espionage operations and
potentially flex destructive capabilities as
geopolitical tensions continue to rise

Aiming to take risks going into 2022 by
leveraging Cyber capabilities to make up for
the lack of other instruments



https://experience.mandiant.com/security-predictions-2022/p/1

Cybersecurity Is Core To Google Cloud’s Strategy

Growing Security Ecosystem Continues To Drive Google Cloud Momentum & Differentiation.

Google

On 8/25/21, Google announced its intent to invest $10 billion over the next five years to strengthen Cybersecurity, including expanding zero-trust programs, helping secure the
software supply chain, and enhancing open-source security, all largely through cloud security efforts.

BigQuery & Looker Integration

= Chronicle's integration into Looker » Launched a new Cloud Intrusion
and BigQuery signals Google's Detection System (IDS) which
commitment to embedding security provides cloud-native network
in all cloud products threat detection

= Merges security telemetry with » Launched Google Cloud's Web App
other organizational data and API Protection (WAAP) in April
2021

= Enables businesses to quickly
analyze and find meaningful
insights in datasets, enhancing
security and visibility

Announced three new solutions
across data analytics, Dataplex,
Analytics Hub, and Datastream

Sundar Pinchai, Google CEO
July 2027 Earnings Release

M Company website and earnings release

Additional Exciting Trends at Google

GCP Revenue

Partner / Channel Focus $17,496

Key Commentary

= GCP has shifted to a 100% partner

$13,059

attachment strategy for customer
deals

$8,918
Partners brought 85% more new
customers to Google Cloud in 2019 $5,838
relative to the prior year
"We believe that partners have both
a set of skills and reach that we

don’t have direct” — Thomas Kurian, CY 2018 CY 2019 CY 2020 LTM 9/30/21
CEO GCP

YoY Growth: 53% 46% 48%

i Google Cloud's security offering is our strongest product portfolio, and we are continuing to enhance our solutions speed, integrating
Chronicle, BeyondCorp and all the product components we have there. You will continue to see us invest in Google Cloud Security. 33

Return To Table Of Contents



2021 CISO Survival Guide ingsStments

Trending Areas In 2021 Include SASE, DevSecOps, Privacy & Compliance, And Security Automation.

Report Overview CISO Survey Key Stats

Cisco Investments, in partnership with Norwest Venture Partners, YL Ventures, and ForgePoint Capital,
conducted CISO interviews and surveys and identified SASE, DevSecOps, Privacy & Compliance, and
Security Automation as the key areas of focus for CISOs in 2021.

Have ZNTA as top Say that data access
spending priority control is top priority
98% of survey respondents see clear benefits DevSecOps, while in a relatively nascent stage, within SASE
from SASE and are committed to directing is emerging as a trend with many new startups
future spend towards it moving onto the scene intend to prioritize
their future IT security
budget on SASE
140+ privacy laws across the globe are making Many CISOs identified inventorying network
the regulatory landscape more and more access and protecting databases as priority See the network as the Challenged to transition
complex areas for automation across their security stack most difficult to to being governance

inventory focused in app dev

Emerging Trends For CISOs In 2021

= Among the SASE pillars, ZTNA and cloud-native firewalls are the key priorities
= Most enterprises have already embraced cloud-based SWG and view cloud-native security and adaptive user access as critical focus areas

= The role of security teams is changing with regards to DevOps security practices and security policies as code are increasingly prevalent
= (CISOs are actively expanding software-driven security policies, adopting security tools for developers and applying security tools across the entire DevOps pipeline

= Data access control is ranked as the top privacy concern for nearly half of CISOs surveyed
= (CISOs recommend building awareness of privacy and compliance across an entire organization through dedicated training and board-level visibility

= While DevSecOps solutions are “shifting left” and “shifting everywhere,” overall financing has “shifted right” towards detecting and responding
= Startup innovation is continuing to “shift right” to address the needs of the industry during and post incident

Return To Table Of Contents

M Source: Cisco Investments: 2021 CISO Survival Guide


https://info.ciscoinvestments.com/download-ciso-survival-guide

verizon

Verizon Provided Insights From Investigated Breaches To Demonstrate How Cybersecurity Threat Patterns Are Evolving.

2021 Data Breach Investigations Report (DBIR)

DBIR By The Numbers Key Takeaways

Ransomware is Still on the Rise
The upward move in ransomware has been influenced by new tactics, where some ransomware now steals
the data as they encrypt it

&

29,207 Z 8

Security
Incidents
Analyzed

5,258 16

. The Human Element Accounts for a Majority of Breaches
A large majority of breaches involve user error, as many threat actors use social engineering attacks.
- Business Email Compromises also rose in 2021, reflecting the rise in misrepresentation

Incident
Classification
Patterns °

Industry Global
Sectors

Broken Down

Confirmed

Breaches Reglions

Examined Financially Motivated Threat Actors Remain Persistent
Compromised external cloud assets were more common than on-premises assets in both
incidents and breaches in 2021 as breaches move toward Social and Web application vectors, such as

gathering credentials and using them against cloud-based email systems

Analyzed

i

M

Of breaches contain
ransomware — more than
double the frequency from
last year

Of all breaches involved a

85(y human element while 36%
o of all breaches involved
phishing

Of attack vectors related to
breaches involve hacking
actions

Source: 2021 Data Breach Investigations Report (DBIR)

Median impact of security
incidents in USD

Of breaches involved
credential data being stolen
from users or organizations

Breaches in 2021 were the
result of errors, decreasing
as a % of total breaches
from 2020

While 14% of all breaches had no financial impact, organizations incurred heavy losses due to breaches in

\. Breaches Have Price Tags

2021 through losses, insurance costs, and stock price fluctuations

Secure
Configuration

Focus on solutions
that are secure from
the outset rather than
tacking security on
later

Secure configurations
help reduce error-
based breaches such
as misconfiguration
and loss of assets

Security Control Best Practices

(=) Account
eel & Management

Centralize previous
account management
practices to manage
access to all accounts

Account management
control is useful
against brute force
and credential stuffing
attacks

@™  Access Control

Manage not only user
account access, but
also rights and
privileges for these
accounts

Enforce multifactor
authentication on key
components, a useful
tactic against the use
of stolen credentials

Awareness &
.’/:I Skills Training

Invest money into
technical training and
awareness programs
to support
organizational control
over cognitive hazards

Important due to a
high prevalence of
errors and social

engineering attacks

Return To Table Of Contents
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Saa$ Security Survey Report

The Need For SSPM Is Recognized As SaaS Misconfigurations Pose A Top Threat To InfoSec Professionals.

Survey Overview

SaaS Security Trends

By surveying 300+ InfoSec professionals, Adaptive Shield provides insight into

Gartner's new category of cloud security, SaaS Security Posture Management ADAPTIVE

(SSPM). The survey identifies how teams are currently handling their SSPM and SHIELD
their main concerns when dealing with SaaS applications.

By The Numbers ‘\//«\ Companies Struggle With Maintaining SaaS Security Hygiene
(o) (o)
85% 12%

With No Solution In Place
50% 8% 52%
Consider SaaS Check for SaaS

Worry about half Are currently Delegate
misconfigurations ~ misconfigurations of their Saa$S app using SSPM responsibility over
as one of the on a weekly basis configurations tools app security to the
top 3 threats SaaS owner

& SaaS Misconfigurations Are Considered A Top Threat

Tl As SaaS Use Grows, Security Checks Lessen

App Owners Find Themselves Responsible For Security

SaaS Security: Challenges & Concerns In 2021

Inconsistent

SaaS applications, security
checks become harder to
manage

73% of those surveyed only
check security weaknesses
either monthly, quarterly, or
annually

to security concerns

Despite 60% of companies
worrying about 25% of their
applications, the frequency of
security checks has declined

companies reported that
security settings are monitored
by the SaaS owner

SaaS security management is
often delegated to less-trained
staff who are not tied to the
company's security department

owners not trained in security
can lead to an increase in
security misconfigurations

1 in 4 companies reported
giving non-security
departments access to SaaS
app security settings

visibility over their SaaS security
ecosystem, when compared to
other security tools

48% of companies list SSPM as
their top priority in 2021

Configuration Responsibility Poor Access Top Security SSPM
Security Checks Concerns For Security Controls Priority Planning
= As companies implement more = Constant app changes give rise = Over half of surveyed = Giving security access to SaaS SSPM tools give companies full Companies lacking SSPM face

greater risk as they increase
their use of SaaS applications

63% of companies are already
using or planning to implement
SSPM tools

M Source: Adaptive Shield: SaaS Security Survey Repor
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ME YLVENTURES | The CISO Circuit

By Naama Ben Dov (Associate, YL Ventures).

YL Ventures releases their sixth edition of “The CISO Circuit Report - IAM", which outlines IAM domain challenges, such as the rise in enterprise assets
requiring access and various identities to manage, technology’s failure to keep up with concerted user demands, and management reluctance to
implement updated IAM projects.

Most Significant Emerging Challenges Most Prevalent Difficulties With IAM Tools
Identity

47% ‘ & policy

Authentication : fragmentation

scalability j(es and }(es and it
it's solved isn’'t solved No

26 § Architectural

% Limited o limitations 44% 38% 1 8%
Authorization > ° coniexiu.qllzqhon Have You Centralized And / Or Automated Access Provisioning?
scalability = \ & analytics

f-‘\\ How Should Privileged Access Be Managed? 40 Partially
197 &) %
Need for a single > 28 %
source of i'rui'hg User-Centric Approach 34% Yes I
21
M Cloud-Native Solutions 26% A ||

4 4 4 4
‘I 8% LI_" LI_" LI_" LI_'I Would You Like To Add Additional Granular Access Controls?

Application-Centric Approach
Are You Currently Using Passwordless Controls? 487
(]

| |
No
Authentication  Authorization IGA 5% 95% 52%

95%) 47%)  26%:

Yes

Return To Table Of Contents

M Source: YL Ventures: The CISO Circuit Report = IAM (Edition 6,
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Evolution Of The CISO Position b ARTNERS

The Global Pandemic Has Drastically Increased The Scope Of The CISO Role.

Hitch Partners Overview Growth Of CISO Position

Hitch Partners is a retained executive search firm that specializes in Security Engineering,
Product Security, and Physical Security leaders. The Company has expertise in rapidly “
identifying talented candidates while enhancing the skills and productivity of current
Cybersecurity executives.

Services Provided

“Since the COVID-19 pandemic started, the job market for new and existing CISOs has become more

competitive. This is due to every aspect of the CISO's role, scope, and positioning expanding — the CISO has become
the critical hire for many organizations regardless of industry, company size, or location. Whether a company is hiring
a CISO to secure its product platform, achieve compliance or governance standards, build customer trust, drive
customer acquisition, or demonstrate executive leadership, the opportunities are plenty.”

Search Connections with skilled minds to help companies build an optimal CISO team - Michael Piacente, Managing Partner & Co-Founder, Hitch Partners
Customized search strategies to effectively identify top notch candidates who satisfy

Capabilities ; : ;
the requirements laid out by the companies
q Y P Changes To CISO Role

= Executive career coaching to help CISOs increase their confidence, presence, and
Leadership impact
Advisory = On-demand chief of staff to consult with when making unfamiliar decisions
= Training on culture navigation and messaging to build trust and rapport

30%+ 50+ 713%

Placed Candidates in CISO Of Private Technology
D, | & B Category Placements Unicorn Clients

Shift In CISO Positioning Within Organizations
= Rather than being a traditional IT-centric deputy, the CISO role is now evolving into a product, cloud, and
customer-facing standalone executive leader with substantial executive sponsorship

Increased Exposure And Interaction With Executives

= Many BoDs require CISOs to regularly present on the state of data protection, privacy, and company brand
protection, as well as strengthen levels of awareness and education across the organization

= Greater elevation to reporting structures will be expected in the future due to the increased scope

Key Trends & Statistics

Security teams have been growing due to the increasing importance of Cybersecurit
y 9 9 g1mp y Y = CISOs are now the designer, driver, and communicator of a company’s overall security program

= There will be heavier customer acquisition responsibilities due to an overall expansion of an evolving

The number of CISOs given the responsibility to manage IT has increased by 39% YoY audience

More Nuances In The CISO Role

= The increase in specialization will be driven by how a company builds, deploys, and maintains its products
and/or services

= CISOs will need to rapidly gain new skills to effectively manage the increased scope

~75% of CISOs report directly to the C-Suite

% Higher Levels Of Communication Within An Organization And With Customers

2
©
=
7

M Source: 2021 CISO Survey, Company Website.

42% of CISO teams present to the Board of Directors on a quarterly basis at minimum
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The Biden Administration’s Cybersecurity Executive Order

Washington Continues To Devote Resources Toward The Growing Threat Of Cyber Attacks In The Public And Private Sectors.

US Government Spending on

Overview Of Executive Order

On May 12, 2021, the President signed an executive

order to galvanize public and private efforts to help

identify, deter, protect against, detect, and respond
to persistent and increasingly malicious cyber
campaigns. It sets a goal for more effective and
agile federal government responses, along with
increased security and protection of IT and OT.

Key Elements Of Executive Order

Removes Barriers To Threat Information Sharing Between The Public And Private Sectors

Modernizes And Implements Stronger Cyber Standards Throughout The Federal Government

Strengthens Security Measures Across The Software Supply Chain

Establishes A Cybersecurity Safety Review Board

@ Institutes a Standardized Federal Playbook For Responding To Cyber Incidents
\ Enhances The Government's Ability To Detect Cybersecurity Incidents On Its Networks

Improves Investigative And Remediation Capabilities

M Source: The White House: Executive Order on Improving the Nation's Cybersecurity, Center For Strategic And International Studies: Si

N
o

7 N
o w

Spending In Billion USD

w

FY 2017 A

January 2021

February 2021

March 2021

April 2021

May 2021

June 2021

Cybersecurity (2017 - 2021)

$16.6

$ $18.8
17.4

FY 2018 A FY 2019 A FY 2020 A FY 2021 B

Significant Cyber Events In The US

Hackers linked to Hezbollah breached telecommunications companies, internet
service providers, and hosting providers in the US, UK, Egypt, Israel, Lebanon, Jordan,
Saudi Arabia, and the UAE

The Department of Justice indicted three North Korean hackers for conspiring to
steal and extort more than $1.3 billion in cash and cryptocurrencies

Hackers backed by the Chinese government targeted Microsoft's enterprise email
software to steal data from over 30,000 organizations around the world, including
government agencies, infectious disease researchers, and legislative bodies

Two state-backed hacking groups — one of which works on behalf of the Chinese
government — exploited vulnerabilities in a VPN service to target organizations across
the US and Europe, with a particular focus on US defense contractors

Colonial Pipeling, the largest fuel pipeline in the United States, was the target of a
ransomware attack and paid $4.4 million to the Russian hackers to regain control of
its computer systems; $2.8M of ransomware was later recovered by the FBI

Notorious Russian cybercrime group, REvil, exfiltrated 5 terabytes of data from the
world's largest meat processing company, JBS, resulting in an $11 Million ransom
payout and the halting of 23% of the United States’ meat supply

icant Cyber Incidents, Govinfo: Cybersecuri
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.govinfo.gov/content/pkg/BUDGET-2020-PER/pdf/BUDGET-2020-PER-5-8.pdf

Market Opportunity For DevSecOps

DevOps Practitioners Are Shifting Left Towards Security, Creating An Opportunity To Sell Security Applications To Software Developers.

Solutions Overview

Market Overview

Over the past decade, there has been a “shift left” of IT operations towards the planning phase of
software development. While traditional IT Ops processes have shifted left, security has remained far
right in the deployment and maintenance phase. As a result, software engineering teams have
quickly emerged as the next end market for Cybersecurity tools, giving rise to DevSecOps.

The DevSecOps market is highly fragmented into multiple point solutions that plug into specific
phases of the SDLC. Significant opportunity exists to consolidate service providers and horizontally
integrate their solutions into a single unified platform.

DevSecOps Growth Trajectory Current Market Opportunity Captured

M

Threat Modeling
Automation

2020A Revenue

$6.5

20%
29% G
Software
Composition
Analysis

$1.8

2020A

$9.2B TAM

2025E

Security Integration Of DevOps

B Application
Practitioners By SDLC Phases

Security Testing

30% 1

25% 24%

25% 1 22%

20% Cl / CD Pipeline
Security

Integration

16%
14%

15% A

10% 4

5% A

Chaos
Engineering

0%

T T
Ad Hoc Testing and Deployment Phase Testing, Deployment, Full SDLC

and Build Phase
® Level of Security Integration >

Testing Phase

Source: Pitchbook; Veritis: DevSecOps, PR Newswire, IndustryARC; Capital 1Q.
Market data updated as of June 30", 2021.

" Inspects production environments for

vulnerabilities and quantifies various levels of risk
to an organization based on various attack vectors

Identifies dependencies on open-source libraries in
code bases and flags vulnerabilities found in
modern applications

Plugs into and surveys integrated developer
environments, alerting developers to vulnerabilities
before they deploy applications

Scans for vulnerabilities during the build phase and
embeds security policies to prepare applications
for deployment

Automatically tests applications against various
failure and outage scenarios based on potential
security threats
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V EA

| Ransomware Round-Up May 2021

Tetra Defense Observed 231 Total Ransomware Attacks In The Month Of May.

Geographic Breakdown of Attacks — May 2021

Ransomware victims
were spread over 43
countries, with the
majority being in the
United States

Germany—\

;United States

United Kingdom

Industry Breakdown

Most highly impacted industry for the month of May with a total of
29 attacks

Encountered 23 attacks for the month of May

Encountered 20 attacks for the month of May

Source: Tetra Defense: Ransomware Round-Up
‘ Note: As of publishing, Avaddon and Sodinokibi have since shut down / ceased operations.

Most Prevalent Threat Actor Behavior & Intel

Avaddon, Conti, and Sodinokibi had the highest number of disclosed ransomware attacks
among major threat actors. Intel from Tetra Defense has indicated that, for the month of
May, Thursday is the most common day for a new victim to be posted on the dark web.

AV $ODINSKIBI

IRANSCFAWA
Posts large number of victims
twice throughout the month,
with a steady stream of smaller
releases

New Threat Actor Groups

Engages similar targets as the established ransomware group
Astro Team — which has gone offline since Xing's formation

Sophos, has investigated the mounting evidence between the
groups for indications of a first-degree connection

Displays a consistent stream of
smaller victim releases
throughout the month

Publishes a large number of victims
over two consecutive days
followed by a week of silence

Discourages negotiations and takes an aggressive approach to
ransomware through periodic releases of user data

Claims to be “the new generation” of threat actors that no longer
engages in discounts or provides data proofs

Employs automation by means of a chat bot which handles
everything from sample file decryption to payments
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SASE Growth And Adoption

Gartner

SASE Convergence & Prominence Accelerating Organizational Migration From Legacy Perimeter & Hardware-Based Offerings.

SASE Combines Networks & Security SASE Convergence
Consistent Network And Security Polic
y y Current State Future State
Identity Context
+ = |nconsistent policy enforcement —) Consistent policy enforcement
= Public Cloud SASE Cloud Infrastructure = Users = Complex and separate management consoles mmm) = Simplified policy management
= Data Center Security Services WAN Edge = Devices = |Immature sensitive-data visibility and threat awareness —) Sensitive data visibility and threat awareness
Edge Infrastructure / Services . = |nconsistent coverage across access types —) Consistent coverage across access types
* Edge = Locations
* * = Siloed security strategy —) Strategy with branch offices and edge networking
Threat Awareness Sensitive Data Awareness = Monolithic architectures that are not scalable —) Modular architecture, single pass encryption at scale
Entities Anywhere Zero Trust Access ————— Resources Everywhere " Basic SLAs === = Contractually enforced SLAs
Consistent User Experience = Basic or no Zero Trust capabilities —) Zero Trust security posture
= Fragmented and frustrating end-user experience —) Transparent end-user experience
Key Drivers for SASE Adoption = Separate and siloed security and networking teams —) Unified IT responsibility

Ease Of Use
And Transparency

Improved
Security

09?90 Centralized Policy 1
ggo And Local Enforcement

Low Operational
Overhead

Performance
Improvements

Reduced
Complexity

Strategy

£

People

Develop a strategy and
timeline for SASE convergence
and adoption

organization

2021

Establish cross-functional team spanning
security and network infrastructure
1

2022

Consolidate SWG, CASB, ZTNA and

RBI as contracts renew
1
1 1

Unify the team into one

Migration Plan

Secure network security
contracts, platforms and

Technology I Measurements

Enforce SLAs and set goals to
replace current technology

capabilities with ZTNA

Roadmap Timeline
2023

Phase out remaining dedicated
network appliances and circuits
1

1 1

2024

Establish a unified, cross-functional
organization for secure access engineering
1

2025

Activate continuous authorization for

all access requests
1

Phase out legacy network-level VPN
for ZTNA and remote access

Measure end-to-end user
experience for all access

1
1

Enforce contractual SLAs from
SASE providers

1
1

Consolidate to 1-2 vendors covering SD-
WAN and security services

Implement constant monitoring for
unusual behavior using ML
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-zsnowflake | Cybersecurity Partner Ecosystem

Snowflake Is Helping Cybersecurity Vendors Simplify Their Architectures & Enhance GTM Efforts Through Their “Powered By Snowflake Program”.
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Snowflake’s Cybersecurity Ecosystem

SIEM / XDR
SecOps &
Incident Response

Aunters.

—_——

~~_ - ~
) anecdotes -7 \\/\/
4 \
Risk & Compliance '// \\
GRC, Risk Assessment, 1 |
& Visibility \ /
\ /
\ /
VULCAN > L
SHA . ) ///////
== collibra - SAHNAR

"7 EIMMUTA

//

~A\\RY baffle

Data Security
Data Encryption /
Data Centric Security

@ SECURONIX

Wpanther

—

—
—

""" lritive

" @HUMAN

Other Sectors
Cloud / Infrastructure Security,
IAM & Analytics

. SOPHOS

~
~
~
~
~

¢ satori

_\
(< Secu

~

~

- (3
\\\\\\ ‘U’ tlnes

PROTEGRITY

Partner Spotlight

Alation Enables data migration to Snowflake and
provides active data governance

Elite Partner

.Ii o .
e collibra Ingests standardized data from Snowflake
to automate data privacy governance

Elite Partner

l] MMUTA" provides advanced security, access-
control, auditing, and privacy

Premier management

Partner

Wpanther

‘20 Partner of
The Year

Analyzes data with code-driven
automation to replace legacy SIEM
architecture

Corporate VC Arm Of Snowflake Investing In
The Data Cloud Industry

Select Cybersecurity Investments

Alation =dunters.

E QUANTIEIND
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M Source: Snowflake: Snowpark Accelerated, Cybersecurity Ecosystem, Partner Ecosystem.


https://www.snowflake.com/partners/snowpark-accelerated/
https://www.snowflake.com/snowflake-for-security/
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| Artificial Intelligence Predictions

Vendors Will Out Innovate Attackers by Combining Human And Machine Insights In An Escalating Al-Based Arms Race.

Emerging Al Trends Organizational Drivers Fueling Increased Al Integration
Unsupervised machine learning . Gaining more visibility into open-source Shi.ft to vulnerable remote Cybersecurity skills shortage Quickly changing employer
approaches will continue to advance, finding ({\) contributors will be critical in 2021 for offices and online services will cause firms to automate  and employee IT and security
| patterns and structure in data rather than @ developers to vet who they're trusting & the key areas protection with Al needs
training classifiers

packages they're leveraging

Sophisticated Cyber Attacks Require Advanced Solutions

@ Privacy regulations like the GDPR explicitly A v 7 Pervasive intelligence and enterprise 2
%I limit the use of automated technologies in .__. automation will have significant impacts on @ PhlShlng Attacks O
()

Training Stage Attack % Large Datasets
processing and profiling using personal data business growth and strategy in 2021 T
Threat actors are relying on machine Organizations must adjust algorithms Organizations are increasingly
) ) learning to automate and reduce to both detect and react to attacks in aggregating large amounts of highly
11710 AlOps will heat up to enhance the customer n Al, machine learning, and BIOS-level costs of phishing attacks both the training and production sensitive data, creating easy targets
o 1 ; . L X technologies enable more resilient endpoint stages of Al
: experience and deliver on application A k . . . 9
14540 assurance and optimization oS connections that can keep up with this rapid
10110 P rate of change
Highlighting Al Increasing Use In Authentication Frameworks Enterprise Response Plans
. = Solves entitlement challenges related to cloud adoption by leveraging Al
= Al will be embedded into more authentication frameworks for less friction Cloud AdOpthl‘l -
. . = Helps detect access related risk in laaS and Paa$ landscapes
. . and to guarantee real-time decisions
Authentication
Frameworks = High use in multi-factor authentication (MFA) will dynamically reduce risk
by establishing real-time risk scores and stop threats at the authentication
stage = Al and ML will be a catalyst for weeding out malicious intent
/\ Catalyst Against . Enterprises will identify and flag scenarios where it's the first open-source
\ Malware project a user has contributed to to verify their credibility and if the user
alters code in sensitive areas of the system
= Shift away from passwords to mobile-centric zero trust security approach
Al AS . = Al and machine-learning validates devices, establishes user context, checks . . .
Authentication app authorization, verifies the network, and detects and remediates threats 55| 5@ Increased Investing " Secu.rlt){ ver]dors .afe.spt.-:ndmg more time and money than ever on
before granting access ‘, specialists in artificial intelligence and data science to mine their data
10) Into Al and enhance their products

Source: Forbes: To ictil i or hor T .
‘ Return To Table Of Contents



Top 20 Predictions Of How AI Is Going To Improve Cybersecurity In 2021

s¥snowflake | Leading Companies Are Adopting A Security Data Lake

n

Snowflake Provides A Robust Data Lake That Can Serve As A Single Source For All Security / Compliance Data.

Cybersecurity Is A Big Data Problem... Role In Solving

As key industry trends continue to grow data volumes exponentially... Snowflake’s cloud built multi-
clustered architecture is purposely built to store petabytes of shared data, scale compute resources up
or down, and enable full visibility across security logs at massive scale. @

Cybersecurity Use Cases

Incident Response Threat Detection

W Increased Shift To
(jﬂﬂb Cloud Infrastructure

| Move From Endpoint
|'"| Antivirus to EDR Solutions

9 High Cost Of Centralized
Data / Legacy SIEMs

The shift to cloud infrastructure is highly instrumented and generates detailed logs across the

! oo - : ; Integrates and analyzes
enterprise, often resulting in a 10x+ increase in machine data

high-volume data logs in
seconds

Supports detection rules
that are unavailable in

. . . ) - . legacy SIEMs
Companies shifting from traditional endpoint antivirus to EDR products must manage not just

alerts but also complete “flight recorder” logs on every server and laptop
Scales resources up and

down accelerating incident
response

Allows for partnerships with
integrated detection

Large data sets are expensive to centralize and standardize within legacy architecture, often solutions

resulting in an incomplete/fragmented landscape as well as SIEM sticker shock

Enables the creation of
custom SIEMs on Snowflake

Compiles structured and
semi-structured logs

Snowflake | The New Security Stack
Tied Together By The Data Cloud

Legacy SIEM architecture tends to be fragmented and limits security teams across dimensions such as
data ingestion and retention time. The shift to a data lake architecture takes vertically integrated
components of SIEM and breaks them into three parts that are tied together through the Data Cloud.

Threat XDR
Intelligence ILIll
Detection & ;; Compliance

Response Automation

ETL

qb
as

Key Platform Benefits

&

Data Unified Data
Collection Query & Storage

Analysis,

Visualization,
& Automation SR

(©

Capture and Efficiently Store
Data From All Sources — Gaining
Full Visibility

The new security stack won't mirror the vertically integrated SIEMs of the past — rather the data platform will play an
essential role supporting specialized solutions that deliver better security, lower costs and more automation.

& Enterprise Data — Reducing
SIEM Cost

M Source: Snowflake: Data Cloud; Medium, Snowflake's Humble Role in the New Security Stack: Panther Turns Snowflake into a SIEM: Cybersecurity Summit Recap, Forbes: [s Further Abstraction the Answer.

Run Analytics On Security Logs

...That Snowflake Plays An Essential

Security Metrics

Generates actionable
reports based on
compliance metrics

Identifies visibility gaps and

out-of-compliance machines

Resolves out-of-compliance
issues across IT and security

As data moves to petabyte scale — sophisticated security analysts are increasingly demanding
new platform features such as smart indexes, relationship graphs, lower latency, and incremental
languages that Snowflake specializes in...

...Snowflake provides a holistic data platform that bridges the gap between data platforms and
domain security requirements. The platform enables the lateral integration of SIEM capabilities
and a unified data layer while supporting niche data solutions in an ecosystem that delivers both
data centralization and optimization.

&>

Provide Partners Seamless
Governed Access To Data And
Robust Cyber Integrations

Return To Table Of Contents



https://resources.snowflake.com/white-paper/the-data-cloud-mobilize-your-data-in-the-service-of-your-business?_ga=2.198401388.2133252044.1623864688-214563085.1623864688
https://medium.com/swlh/snowflakes-humble-role-in-the-new-security-stack-a7c21f41d21
https://osinger.medium.com/how-panther-turns-snowflake-into-a-siem-6fa9128f6447
https://medium.com/snowflake/snowflake-summit-recap-for-cybersecurity-vendors-b80a7feb13a6
https://www.forbes.com/sites/emilsayegh/2021/05/03/is-further-abstraction-the-answer-to-cloud-complexities/?sh=4e70e29843a2

Services | Cyber Front Lines Report

COVID-19 Leaves Organizations Battling To Address Public-Facing Weaknesses & Improve Post-Breach As Threat Actors Evolve & Adapt.

By The Numbers | Key Takeaways

Financially Motivated eCrimes
(2020)

Breaches Were
Financially
Motivated

86%
Ransomware
81%

Other eCrime
19%

Cybersecurity Themes For 2021

As Threat Actors Advance & New Security Practices Emerge...

Financially
Motivated eCrimes
Were Ransomware

Attacks

81%

Evolution Of
Ransomware

Breaches Were
Only Discovered
After Ransomware
Execution

14%

Cloud-Native
Cyberthreats

Reduction In
Average Attacker
Dwell Time Since

2019

Mean Breach Dwell Time (In Days)

17%

Public-Facing
Weaknesses

Breaches Went
Undetected For
3+ Months

r’f‘
=

State-Sponsored
Threat Evolution

Breaches Were
Malware-Free &
Undetectable By

UL Legacy Security

2019

Post-Breach
Improvements

M Source: CrowdStrike: Services Cyber Front Lines Report; Verizon: 2020 Data Breach Investigations Report.

Big game hunting (BGH) ransomware variants are
increasing with formal collaboration and copycats among
threat actors

Multiple eCrime groups popularized data-leak extortion
and follow-up DDoS attack threats for ransomware in 2020

Cloud infrastructure slated for retirement or neglected
from maintenance and updates is a prime target

Threat actors leverage cloud to launch attacks using the
lack of outbound restrictions and workload protection

Attacks on perimeter-facing vulnerabilities wrought
immense financial impact with consistent system downtime

Successful attacks on public-facing applications resulted in
a 36% ransomware rate and 16% PIl / PHI / PCI data leak
rate

Nation-state actors are employing heavy use of N-day
vulnerability exploits to compromise external applications

Living off the land (LOTL) techniques, commodity toolsets,
and multi-stage implants contribute to long dwell times

An emerging goal is to achieve continuous monitoring and
response where new threats are solved in near real-time

Organizations are turning the incident response cycle into
an upwards spiral where future incidents are less severe

}
}
}

...0rganizations Must Adapt & Respond Proactively

A8
=]\

Invest In A Bulletproof
Backup Security Strategy

7

Implement MFA, PAM, &
Next-Gen Endpoint Security

5

Set Up A Cloud Account
Creation Factory

Incorporate CSPM
& CWP Solutions

1001010

Leverage Third-Party Web
Application Pen Testing

EEa

isl3
Upgrade Security On

Internet-Facing Systems

Gi\

Establish Plans For A CRE
Against TTP Modifications

Adopt Cloud-Focused
Security Assessments

(D

Expedite Business Recovery
For Security Advancements

a(d)a
12

Garner Executive Buy-In For
Security Investments
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https://www.crowdstrike.com/resources/reports/cyber-front-lines/
https://enterprise.verizon.com/resources/reports/dbir/

What's Behind The Surge In Cybersecurity Unicorns?

Security Industry Experts Share Thoughts On Why Cybersecurity Unicorns Are No Longer Rare Sightings.

Will Lin v ForgePoint

Managing Director, ForgePoint
Capital

“Coupled with public market valuation highs,
startups have been well-poised to succeed in this
valuation environment. When looking at multiple
multi-stage and cross-sector funds, Cybersecurity
has been identified by many investors as a
significant contribution to their returns over the
past cycle.”

Venture Capital Investor
I Anonymous

‘I believe we are seeing ‘Synthetic Unicorns. | would
define these as early-stage companies where the
unicorn valuation is being driven by optimistic
investors that are intent on building a new
platform company that can compete against
existing platform leaders such as Palo Alto
Networks.”

M Source: What's Behind The Surge In Cybersecurity Unicorns?

’m Brendan Burke M PitchBook

‘/ - Sr. Emerging Technology Analyst,
~“ PitchBook

“While several years ago a startup might need to
reach $100 million in annual recurring revenue to
become a unicorn, only a fraction of that sum is
required now. Startups can achieve unicorn status
soon after finding product-market fit with the
expectation of growth to much higher valuations in
public markets.”

Ll Strategic
™ | Hank Thomas é% Cyber
CEO, Strategic Cyber

Ventures

“You now have a much clearer two class system of
haves and have nots all competing for the same
security budgets. The haves actually help secure
key Cyberspace terrain in a security environment
that has changed radically in the past year.”

Yoav Leitersdorf M YLVENTURES

Managing Partner, YL
Ventures

“The increase in the valuation of Cybersecurity
companies is commensurate with the increasing
number of breaches and compromises that we
see in the headlines...COVID drove a rapid shift
towards digital transformation. As digital
transformation grows, we should see the security
market grow with it."

%L DATATRIBE

*9 John Funge
N Managing Director,

\
vl DataTribe

“Cyber is a very large market that generally doesn’t
exhibit strong winner-take-all dynamics like other
parts of tech, such as social media. So, there is
space in the market for multiple unicorn-scale
companies to form.”
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Breach Spotlight

M



Timeline Of Major Data Breaches

Large Breaches Have Been A Consistent Factor Over The Past Decade, While The Severity Continues To Escalate.
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Sources: Visual Capitalist: The 15 Biggest Data Breaches In The Last 15 Years, CRN: The 13 Biggest Data Breaches Of 2019, Identify Force: 2020 Data Breaches | The Worst So Far, Security: The Top 10
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Data Breaches Of 2020, UpGuard: Biggest Data Breaches This Year; IdentityForce: 2021 Data Breaches.



https://www.visualcapitalist.com/the-15-biggest-data-breaches-in-the-last-15-years/
https://www.crn.com/slide-shows/security/the-13-biggest-data-breaches-of-2019-so-far-/14?itc=refresh
https://www.identityforce.com/blog/2020-data-breaches
https://www.securitymagazine.com/articles/94076-the-top-10-data-breaches-of-2020
https://www.upguard.com/blog/biggest-data-breaches
https://www.identityforce.com/blog/2021-data-breaches

Lack Of Visibility Increases The Risk Of Data Breaches

Data Breaches Posed A Significant Threat Throughout 2021.

The numbers represent the volume of records lost.
Median Time of Compromise to Discovery

ShareThis Dubsmash Capital One . )
41,000,000 162,000,000 SolarWinds 100,000,000 Experlan Brazil External Notification Internal Discovery
50,000,000 220,000,000

Dutch
Chtrbox Government DoorDash | Armor 73 dayS 12 dayS
db8151dd 49,000,000 Games
22,000,000 : 11,000,000
o Wawa How Compromises Are Being Detected
30,000,000 ]
[

: > I\I'I_Ia;:ﬁstt ' 9 Pandora Internal
Indian Citizens

Papers Discovery
275,000,000 External
OxyData Facebook Notification

380,000,000 533,000,000 Alliance

Contact Bulg.arian
Tracing Revemmie Facebook YouNow
Data . Boots 40,000,000 . .
38,000,000 AU Advantage Median Dwell Time

Card
Israeli

T ‘ . Government 7 e 41 6 2 4

q o ! b US Marshal i
Diagnostics | o Services ) oo Days in 2011 Days in 2020
20,000,000 :: e‘: :: ) and Border

Protection

Ledger 8fit
20,000,000

Microsoft 139,000,000 Pakistani Suprema

18,000,000 Mobile 1;3‘;3(‘)’00 28,000,000 Common Tools Used In Data Breaches:

F°L°'° 115,000,000 Ubiquiti |E=svset
Phishing (36%)

Y 201 202 )
= 016 020 Stolen Credentials (25%)
# of Breaches 1,631 1,280 1,362 1,108

250,000,000

Source: Information is Beautiful: World's Biggest Data Breaches, FireEye | Mandiant M-Trends 2021, Verizon 2021 Data Breach Investigations Report, ITRC 2020 Data Breach Report, IT
Governance, Security Magazine. Information as of December 31%, 2021. Return To Table Of Contents 96



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://content.fireeye.com/m-trends/rpt-m-trends-2021
https://enterprise.verizon.com/resources/reports/2021/2021-data-breach-investigations-report.pdf?_ga=2.248080839.1121531796.1625845433-825428639.1624310111
https://notified.idtheftcenter.org/s/2020-data-breach-report
https://www.itgovernance.co.uk/blog/category/monthly-data-breaches-and-cyber-attacks
https://www.securitymagazine.com/articles/96667-the-top-data-breaches-of-2021#:~:text=2021%20will%20be%20a%20record,to%201%2C108%20breaches%20in%202020.

Cuban Ransomware Gang Targets US

Cuban Ransomware Group Disrupts 49 Organizations From Critical US Infrastructure Sectors.

US Infrastructure Breach Overview Key Takeaways
Key Details Attacker Profile & Activity Current Implications
Critical Sectors Financial, government, manufacturing, and = The group was first detected when they attacked Rise in Ransomware Security Patches Remain Ineffective
Affected: information technology payment processor Automatic Funds Transfer * Despite the alerts, we continue to see ™ 90% of vulnerabilities exploited by
Attack Services, forcing multiple US states to send out a rise in the number of ransomware ransomware have patches associated
Location: Across the United States breach notification letters attack victims with them
- * Many organizations give in to these " 10% attacks are vulnerabilities for
Date demands to safeguard their which patches are not available
Announced: December 3, 2021 . \niﬁal»compro}mise of their victims' systems, via- reputation, critical information, data,
_ phishing emails and stolen credentials, to exploit and financial status
Breach Cuba ransomware is delivered on victims' Microsoft Exchange vulnerabilities, or break-in via
Profile: networks through the Hancitor malware Remote Desktop Protocol (RDP) tools Suggested Ransomware Mitigations
‘ downloader Attack Method
How It Widespread Ransomware Attack exploited «  Breached victims who refuse to pav the ransom ) E;?]\tnaciiﬁearcatg/sli;;;?itsrc]gwh;‘lzriznuggterpnses
Happened: primarily through Phishing attacks have exﬁ\tx‘ate‘d d;\ga pubﬁshed t% tyhe groups . » These controls will stop attackers, in milliseconds
c extortion site and threatened in the form of data Ru"t(':'::tf::su"ty from successfully exploiting vulnerabilities
StL;rtLe:t Unconfirmed As Of Publication Extortion release
: —
Contextualizing The Attack @\@ = Require multi-factor authentication for all services,
N particularly for webmail, virtual private networks,
i i and accounts that access critical systems
Cyber Expert Commentary Key Stats Login Security Y
Protocols
"This really highlights how much money there is to be made from ransomware. Total Pavout Received by Cuban Ransomware Actors in .
Cuba is a relatively small player, and if they made $49 million, other outfits will $44 M latest attyack / c}é * Network segmentation can help prevent the spread
have made considerably more.” of ransomware by cont_rollmg traffic flows between
s t — and access to — various subnetworks and by
: egmen restricting adversary lateral movement
- Brett Callow, Threat Analyst, Emsisoft 1 O 5 Cuban Ransomware Submissions according to Emsisoft's Networks
e 1 . . . . . Research Report ) o )
Critical infrastructure will remain a highly lucrative target. There is a subtle PR ° = Restrict privileges to only the necessary service or
but massive change in attacker tactics that is taking place and we are at risk of °__° user accounts and perform continuous monitoring
. L2 P [ 3 >
being totally blindsided. $59O M In Ransomware activity in the First Half od 2021 as o-== ° for anomalo.us activity
Satva Gupta. Cofound d CTO. Vi Identified by the US Treasury Department Control = Implement time-based access for accounts set at the
— >atya Gupta, Cofounder an , Virsec Access Points admin level and higher

Return To Table Of Contents
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FBI Hacker Returns For Robinhood

Robinhood Has 7 Million Users’ Data Breached And Listed On The Dark Web.

Breach Overview Key Takeaways

Robinhood # Attacker Profile & Activity Current Implications

Compan : . Attacks Are Becoming More Targeted  Phishing Attacks Remain Successful
DPSC\?;T%H' Mobile Trading Platform = The hacker seems to be the same threat actor 9 9 9
- : responsible for taking advantage of the FBI's email * In the face of ongoing cyber attacks, " Phishing attacks are on the rise as the
Company servers to send threating emails hackers are becoming more targeted employees shift to WFH and  security
Location: Menlo Park, CA Background in exploiting security weak points training to a minimum
. : . . " 45% of SMBs say that their processes " 85% of breaches involved the human
= The hacker convinced a customer service employee ) . B
Date ) : are ineffective at mitigating attacks element
November 8, 2021 to install a remote access software on his computer
Announced: that he then used to access sensitive customer data " 69% say that cyber attacks are " 36% of breaches involved phishing,
and exfiltrate it becoming more targeted 11% more than 2020
tir’:ea_ch Social Engineering via Customer Service Hotline .
Profile: = Data stolen included: names, email addresses, DOB, Breached Data Leads to More Targeted Phishing Attacks
Hacker gained access to the Robinhood customer Attack Method and zip code " Hackers can use leaked information to carry out more attacks against the victims,
How It 1 support systems after tricking a help desk - like targeted phishing emails, as names and dates of birth can often be used to
Happened: S . . ) ' i ‘< identi
PPeEr employee into installing remote access software ab = Prior FBI server breach was possible via a bug verify a person's identity

o . o0 found in the FBI's Law Enforcement Enterprise
Current Remediation efforts were made by Mandiant Portal to send emails from their IP address Defense Against Social Engineering Attacks
Status: Previous Activity

shortly after being notified of the breach

)0
Contextualizing The Attack ,,Lot; * Leveraging A.l. to perform automated system
,:90 checks, software updates, password changes,

. network maintenance, and limits on administrative
Cyber Expert Commentary Key Stats Aél- Driven access
ecurity

“Once that attack occurs and you are compromised, the speed in which you
can respond today is primarily gated by human effort — which is not fast 7 M Total amount of Robinhood users affected by the data = Utilize cybersecurity platforms to train employees
enough because the attack is definitely coming from something that's enabled breach 88 for social engineering attacks

by machine intelligence, advanced automation.”

Active training using mock scenarios to ready all

Education & .
levels of employees against attacks

-John Roese, CTO, Microsoft $ 'I O k + The hacker was looking to sell the stolen information for Training

B . . . on a dark web forum
We can expect that attackers will continue to target people in these roles and

invest in more sophisticated social engineering efforts in order to gain a (@;ﬁ
privileged foothold within organizations that they target.”

Deploying a multifactor authentication approach for
employee credentials makes gaining increased
5 OO% Increase in threat activity for the payment services access to your system harder for hackers with some

. industry in Q2 of 2021 Multifactor stolen information
- Josh Yavor, CISO, Tessian Authentication

Return To e Of Contents
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https://www.bleepingcomputer.com/news/security/7-million-robinhood-user-email-addresses-for-sale-on-hacker-forum/
https://www.cpomagazine.com/cyber-security/data-breach-of-robinhood-trading-platform-blamed-on-social-engineering-similar-to-2020-twitter-breach/
https://www.embroker.com/blog/cyber-attack-statistics/
https://fortune.com/2021/11/16/a-i-detect-cyberattacks-cybersecurity/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://blog.knowbe4.com/phishing-attacks-have-increased-by-22-this-year
https://blog.robinhood.com/news/2021/11/8/data-security-incident

Data Breach of Cellphone Giant

21-Year-Old American Compromises 50+ Million Customers’ Data As Cyber Crime Continues To Ramp.

T-Mobile | Breach Overview Key Stats
Background Attacker Profile Customers Affected
Company 3d Largest Telecommunications Company in the 21-year-old American, John Binn, executed
Description: us O\ the data breach from Turkey as a form of o 2%
‘ retaliation following an alleged kidnapping 1% u Current Customers
Date of Breach: August 17, 2021 - by the CIA and Turkish Intelligence. He

stated his overall goal was to generate

noise and harm US infrastructure. ® Prospective Customers

Company HQ: Bellevue, Washington

Background

. ) ) Current Postpaid Customers
American John Binns & possible unknown P

Threat Actor: .
associates

Binn gained access to T-Mobile’s systems
through “production, staging, and
@ developmental servers” before hacking into
the Oracle database containing customer
data. He claimed to copy 106GB of

customer data before being kicked off the

= Former Customers
Personal data, as well as IMEI and IMSI

Data Stolen: . :
information

Active Prepaid Customers

T-Mobile network accessed via an unprotected

How It Happened: server.
router Method *Stolen Information included names, addresses, phone numbers, DLN,
Aft th SSN, as well as IMEI & IMS] used to track individuals’ cellphones
erma
Customer Risk T-Mobile’s Response Impact By The Numbers
= @) tnstagam » T-Mobile is offering free access to McAfee's ID Theft Protection 1K
Aol. v 30 million
| %] Service for two years and advanced spam-blocking
“ I P payrat . )
: . » They provided postpaid customers Account Takeover Protection Customers' info listed ona dark web
Sim-Swap » venmo  ({y service to protect their accounts from being ported out and stolen marketplace at a price of 6 BTC
The stolen personal info Having control of the : . .
= T-Mobil PIN f I
can be used to convince individual's number allows obile reset numbers for all prepaid customers 23 LaWSU Its
T—Moblle to swap phone them to bypass the Z.FA = T-Mobile plans to beef up security and overall strategic cyber . . . . .
service to a sim they process most applications security initiatives with the help of KPMG and Mandiant @ Filed against T-Mobile calling for compensation
control require to reset passwords for the victims

Return To Table Of Contents



https://www.cnet.com/tech/t-mobile-hack-heres-what-we-know-about-the-massive-data-breach/
https://www.cyberscoop.com/t-mobile-breach-50-million-accounts/
https://www.zdnet.com/article/t-mobile-hack-everything-you-need-to-know/
https://www.classaction.org/t-mobile-data-breach-lawsuit-2021
https://finance.yahoo.com/news/massachusetts-probing-huge-t-mobile-145334890.html
https://www.techradar.com/news/after-the-t-mobile-breach-companies-are-preventing-customers-from-securing-their-accounts
https://www.usenix.org/system/files/soups2020-lee.pdf

Accenture Client Data Leaked By Hackers

>
Accenture Downplays Ransomware Hack As Attackers LockBit 2.0 Demand Record $50M. accenture

Accenture | Incident Overview Contextualizing The Breach Key Takeaways

Company Multinational Firm Providing Consulting and "While the perpetrators were able to acquire certain documents that -
Description: Professional Services reference a small number of clients ... none of the information is of a E Employees Software
highly sensitive nature.”
Company - Accenture Internal Memo
Location: Dublin, Ireland
. hThese attac'ks highlight the I|mpo|:tance of %4X7 threat coverage. Yet in- 1) Establish corporate security 1) Update operating systems and
Dat © ouse security teams struggle to keep up with threat alerts and afford, find Awareness campaians to stress i h iabl
ate August 11, 2021 & and retain enough Cybersecurity experts” war P '9 sOftware when available
Announced: ! Y - Ric Longenecker, CISO, Open Systems personal safety online 2) Download anti-ransom software
) ) 2)  Restrict administrative rights for such as virus scanners and content
Breach LockBit ransomware attack releases 6 TB of client Every enterprise should expect attacks like this — perhaps especially a company employees filters on mailing servers
Profile: information, threatens to continue leak global consulting firm with links to so many other companies. It's how you S - .
anticipate, plan for and recover from attacks that counts” 3)  Avoid clicking on email links and 3)  Backup data to restore during
) o ) — Hitesh Sheth, President and CEO, Vectra attachments from unknown senders ransomware attacks
How It Experts claim the hack was insider job; attackers £ Download a VPN ard onl P oud-based
Happened: compromises the domain controller . . o ) ownload a and only use ) ncorporate cloud-base
"Rather than having a concrete 'always' or 'never,' think about the criteria secured networks to protect technologies to restore older
o you will use to make that decision, should you find yourself in a employees online versions of files
Current Accenture completes forensic view of hacked ransomware crisis.”
Status: documents; states LockBit's claims are false - Michael S. Rogers, Former Commander, U.S. Cyber Command

$ Background c}é Breach Victims @ Operations .

Company
“Crypto Virus” Ransomware &) 1 Software and 1) Exploit weaknesses in ]
as a Service (RaaS) Services %
Professional

Accenture’s existing clients will likely be more cautious

Amount demanded by LockBit 2.0 to return working with the firm

company data " Accenture will continue to increase investments in
a network He Cybersecurity and intelligence
Founded September 2019 / / 9

2) Infiltrate deeper to

©1
2 OOO Numbpr of stolen files leaked to the dark web for a 3rd Largest RaaS by @ [@ @ Services complete attack *  49% of companies reported their Cybersecurity
! few minutes Earnings 3) Deploy the encryption Stats strategy is fully implemented across their organization
Ransomware ) payload " 40% of businesses that suffered a breach lost some
[®)
/5% Market Share @ Transportation After the attack, the |ﬂ business opportunities

29% of respondents stated their companies were

6 victim may choose to
forced to remove jobs following a ransomware attack

$85K Average Ransom contact LockBit and pay
Amount the ransom

Terabytes of data stolen by LockBit 2.0 Lol
. Manufacturing

Source: Kaspersky; Prodaft; Coveware; ZDNet; Forbes, Varonis; National Security Institute; Bank Info Security, Forbes, BleepingComputer,

ThreatPost, Cybereason, DigitalGuardian, McAfee, Transmitter, Consulting.us, Digitallournal e Of Contents
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Ransomware Attack Sets New Mark

'~
< 4

REvil Attack On Kaseya Ends With $70M Ransom Demand And Thousands Of Companies Breached. Kaseya

Company

Description:

Company
Location:

Date

Announced:

Breach
Profile:

How It
Happened:

Current
Status:

Provider of IT Management Software to MSPs and
IT Teams to improve efficiency and security

Miami, FL

July 2, 2021

Ransomware-As-A-Service (RaaS) Attack Carried
Out By Cybercrime Organization REvil

Highly Sophisticated “Zero Day" Attack That
Targeted Kaseya's virtual systems/server
administrator (VSA)

Unconfirmed As Of Publication

“They [REvil] are among the top in terms of ransom sums, big
game hunters and typically try to ask for ransom amounts in

the millions, based on the data they are able to exfiltrate and
the size of the organization.” - John Martineau, Consultant,
Palo Alto Networks

“This attack is a lot bigger than they expected and it is
getting a lot of attention. It is in REvil's interest to end it
quickly.”

- Allan Liska, Analyst, Recorded Future

Source: NY Times, CBS News, Lawfare, WSJ, Cyberscoop, ZDNet

Kaseya | Breach Overview

L4
Back d
ackgroun

‘}% Attack Model

«’,Zs Disappearance

Contextualizing The Attack

$70M
70%
1,500

REvil Attacker Pr

ile & Activity

= REvil is a Private Ransomware as a Service (RaaS)
Organization Founded In April 2019 that made
$123M in profit in 2020

= Based out of Russia, Ransomware is written by REvil
to avoid computers that use Russian

The group provides RaaS, meaning REvil develops
software and leases it to affiliates who infect targets

= On July 13, 2021, the group’s publicly available
'Happy Blog' disappeared with no trace

= Many affected customers of the Kaseya breach are
now left without a plan to restore affected data

Amount demanded by REvil to decrypt Kaseya's data

Percentage Of Affected Customers That Are MSPs Using
Hacked Software To Manage Down-Stream Customers’
Applications

Key Takeaways

Current Implications

Raa$S Attacks Grow

Rising Ransoms

" Ransomware-as-a-service attacks allow
cyber criminals to perform attacks
without needing the skills to develop
ransomware itself

" REvil's continued scaling of ransom
demands indicates that even higher
ransoms may occur

* Companies must prepare for potential
cyber attacks and set a plan to
respond swiftly and timely

* 2/3 of all ransomware attacks in 2020
operated on a RaaS model

US Response to Russian Interference

" US. officials say the most potent ransomware gangs are based in Russia and allied
states and operate with Kremlin tolerance and sometimes collude with Russian
security services

" Experts argue that the US remains stuck between facing a continued barrage of
Russian-based cyber attacks and potentially further escalating tensions between
US and Russian governments if they were to impose the threat of sanctions

Forward-Thinking Ransomware Prevention

Everything trying to connect to a company’s systems
must be verified before granting access

Helps to prevent singular breaches and network-
wide attacks

&E
a-&

Focus on Zero-Trust

=]

Offline Backup Plan

In order to combat a large-scale breach, companies
should create a plan for backing up data.

Back-ups should be tested, encrypted, and have a
copy stored off-site with a unique digital key

Number Of Total Businesses Potentially Affected By The
Attack
Security Awareness

'_{li]

Employees should be trained on common phishing
techniques in order to reduce the chances of
breaches involving human error

Return To Table Of Contents



https://www.nytimes.com/2021/07/13/us/politics/russia-hacking-ransomware-revil.html
https://www.cbsnews.com/news/ransomware-attack-hackers-70-million-demand-1500-businesses/
https://www.lawfareblog.com/empty-threats-and-warnings-cyber
https://www.wsj.com/articles/kaseya-ransomware-attack-11625593654
https://www.cyberscoop.com/revil-ransomware-gang-russia-us-attacks/
https://www.zdnet.com/article/ransomware-as-a-service-is-the-new-big-problem-for-business/

Ransomware Attacks Continue To Be A Prevalent Threat

Attackers Are Accelerating Their Efforts To Extort Money From Vulnerable Institutions.

Accellion Breach Overview Ireland’s Health System Breach Overview

Accelllon' Ml ot ey B ff Irish Health S

Executive

Accellion was exploited for the first time without

Attacker Profile Jan 20, 2021 any knowledge Background Al o Severely a_ffec;tgd x-rays and negated t‘he ability
| for individuals to make new online
Threat actors with Jan 22. 2021 Accellion learnt of exploit through multiple Date May 14th, 2021 — ap‘pom.tdments to reéellve CO\Q|D-1f9 tests
connections to FIN11, the - customer service inquiries Nationwide nationwide, cau_smg e ?yS and unforeseen
‘ ‘ financial crimes group, and Forced to shut down major Delays interruptions
Identity Clop, the ransomware gang Jan 22, 2021 Accellion issued a critical security alert advising technolog,y systems belonging to
(cont) FTA customers to shut down their FTA systems |re|.a':‘d s health system after Highlights the concerning advancement of
Q Utilized email threats to receiving a ransomware attack, ransomware capabilities as this is the first
0 extorts money from PRI sy Accellion identified Server-Side Request Forgery causing disruption at hospitals Broad cyber attack to disable a country’s centralized
. y ol Seee and OS Command Execution vulnerabilities Overview and COVID-19 testing centers roacer health system during the COVID-19 pandemic
Method impacted organizations Implications
Jan 25, 2021 Accellion released patch FTA 9.12.416 which a Implemented CONTI ransomware } )
e ! remediates vulnerabilities which immediately connects to ~ Recovery will rely on a variety of factors
Zero-Day vulnerabilities in a ¢ the network and including access to backup data, security of
Accellion’s legacy File Accellion increased the frequency of anomaly Method compu serrsegcr;s n]ea?;a\;veor an Road to private records, and the integrity of the data
Transfer Appliance (FTA) el detector checks to every 10 minutes etho P Recovery available

Point of Entry

AXA Insurance Company Breach Overview

L

Targets /Il ' ﬁ:taacnkizzftf:)crfsedir:zﬁﬁi;hanog:;ggr?ment 2 “Ransomware and targeted breaches are a threat to all
al aggencies hosbitals ang sgchools Background - organizations and can be extremely difficult to protect
H H Lo . : inst.” - Martin Jartelius, CSO, Outpost 24
Impacted Organizations = Additional victims are still coming out more @ - agains artin Jartefius, utpos
Large Scale than six months after the attack occurred IT operations in in Asia .
ONES 9 Targets Solutions To Deter Data Breaches
‘ : Effects
: DAY roqger

Legacy FTA customers

Q . . .
N J Stole 3TB of.patlent data., including Endpoint Q@ gletw9rk —— Identity Access
= The average breach costs $4 million passport copies and medical records Protection ecurity (23] Management
» At least 14 lawsuits seeking class-acti Impact Review
o®0 : g class-action
. o status have been filed against Accellion in o Third-Part
@ Qualys. SIHgtEl | the wake of the breaches and its outdated o Implemented Avaddon ransomware _, Multi-Factor G@ Rislli arty Employee
Costly systems Method which launched a DDoS attack W puthentication Management X Education
Response Program & Training

Return To Table Of Contents

M Source: Company Press Releases, Public Press Releases, Fireeye: Accellion Breach, Kroger: Accellion Incident, NYTimes: Irish Health System Breach, Security Magazine: AXA Ransomware Attack



https://www.fireeye.com/blog/threat-research/2021/02/accellion-fta-exploited-for-data-theft-and-extortion.html
https://www.kroger.com/i/accellion-incident
https://www.nytimes.com/2021/05/20/technology/ransomware-attack-ireland-hospitals.html
https://www.securitymagazine.com/articles/95245-insurance-giant-axa-victim-of-ransomware-attack

International Meat Supplier Attack: UIBS)

REvil Continues String Of Attacks With Shutdown Of A Quarter Of US Meat Supply And $11M Ransomware Payout.

REvil | Attacker Profile Future Challenges For The Food Industry

After breaching the system using leaked employee credentials in February, REvil began c lidati :igﬂly Conslec:idt?ted indust{iets SU(t:h as focadfwi" contirl;ue t%attraiflthpotentialtattackerst
exfiltrating data from March 1st to May 29th. The attackers encrypted the environment on >_’ onsoligation I O o e e o ics a8 Rreacnes WITl Nave greater impacts as
. . seen by the JBS hack halting 23% of US meat supply production
June 1st with over 5 terabytes of stolen data and were eventually paid an $11M ransom.

REvil Historically Targeted Sectors Other Notable REvil Breaches Shifting * Improved security measures in other industries discourages attackers who will shift their

&— sights to industries with less sophisticated Cybersecurity infrastructure
s —> Sector Focus = |imited Cybersecurity regulations in food emboldens adversaries to capitalize
G > @
-
Professional Services Guanta Computer
. . . " Organized cybercriminals are targeting large supply-chain business evidenced by recent
Health Care App'Zggunigrg’;?n'ejf:fbizaec';:cﬁ’p"er Rising Scale disruptions in food and oil
P -rl'l; of Attacks " Astargets have increased in size, the average ransomware demand has also increased 43%

since the start of 2021

Manufacturing
@8 Exchange E:>

Other
Largest ransomware demand ever after Acer

hacked through Microsoft Exchange exploit Ransomware Prevention Mechanisms

Poor Security Hygiene In The Food |ndustry Is “a Cybersecurity = JOBS aL;(;Ii;ianSB discov:lerelt(:l wgalgnesses '_t:\a'lt w_edre r;oé addresseptf
. . T i = Over 77% of businesses lack a Cybersecurity Incident Response Plan
Enabling Adversaries To Capitalize IR Planning

<4db>.
> 20% ..-‘ 2 400 + Zero-Trust All users must provide verification before accessing any controls
‘-" I Architecture " Prevents singular breaches and network-wide attacks
of food companies are hosting a CVE PP food company IPs communicating

in their exposed Internet assets with malware sinkholes Cloud
. . = Adds extra layer of security between enterprises and cloud providers
Securlty » Manages policy enforcement for an organization’s cloud infrastructure

2’500 Access Broker

Awareness & Raising awareness about ransomware is a baseline security measure
Training = 95% of cybersecurity breaches are caused by human error

\ 360+

food companies suffered food industry assets exploited
a breach and / or attack by ransomware on the Internet

Return To Table Of Contents

M Source: Pitchbook; Bloomberg, CNBC BBC NBC News, NPR, Cyberscoop, Esecurity Planet; Cybintsolution; Varonis; SecurityScorecard; Constellix; FarmProgress.


https://www.bloomberg.com/news/articles/2021-05-31/meat-is-latest-cyber-victim-as-hackers-hit-top-supplier-jbs
https://www.cnbc.com/2021/04/23/axis-of-revil-inside-the-hacker-collective-taunting-apple.html
https://www.bbc.com/news/world-us-canada-57338896
https://www.nbcnews.com/tech/security/meat-supplier-jbs-paid-ransomware-hackers-11-million-n1270271
https://www.npr.org/2021/06/03/1002819883/revil-a-notorious-ransomware-gang-was-behind-jbs-cyberattack-the-fbi-says
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https://www.esecurityplanet.com/threats/ransomware-protection/#preventing-ransomware
https://www.cybintsolutions.com/cyber-security-facts-stats/
https://www.varonis.com/blog/cybersecurity-statistics/
https://securityscorecard.com/blog/jbs-ransomware-attack-started-in-march
https://constellix.com/news/acer-responds-to-being-hit-by-50m-ransomware-attack
https://www.farmprogress.com/business/jbs-cyber-attack-raises-questions-about-preparedness

Cyber Attack Against U.S. Critical Infrastructure:

Colonial Pipeline Company

DarkSide Demands $4.4M From The Colonial Pipeline Company Following A Double-Extortion Ransomware Attack.

Company
Description:

Company
Location:

Date
Announced:

Threat
Actor:

Type Of
Breach:

How It
Happened:

$4.4M

~45%

12 Hours

Refined Petroleum Products Transportation
Company

Alpharetta, Georgia

May 7, 2021

DarkSide

Double-Extortion Ransomware Attack

VPN without 2FA was accessed through a leaked
password found on the dark web

demanded as ransom for the decryption of
Colonial Pipeline’s data; $2.8M was later seized
by the FBI who held the bitcoin private keys

of all fuel provided to the East Coast of the
United States was cut off while in transport

elapsed before CEO Joe Blount decided to pay
the ransom for the decryption tool enabling
Colonial Pipeline to resume operations

Colonial Pipeline | Incident Overview

DarkSide is a Russian hacker group that was
founded in August 2020. DarkSide sells
Ransomware-as-a-Service to other groups and
takes a fee of the ransom. The group claims that
they are not political and only want to make
money, and even have a list of acceptable targets.

Background

Bs

Method

involves finding a weak entry point into a network
and stealing sensitive files to leak. DarkSide then
laterally moves to the domain controllers where
they can distribute ransomware throughout an
entire network and disable any data backups.

DarkSide Business Model
Key Stats
50% of the 100 attacks resulted

¢ DarkSide
in a ransom payment Developer
$15.5M
~80% of each ransom payment
° goes to DarkSide Affiliates
The DarkSide RaaS model is run
like a business model. DarkSide
only takes a small portion of each DarkSide
ransom while their affiliates that Affiliates
spearhead the attacks take
$74.7M

anywhere from 75% - 90% of the
total profits.

M Source: Technology Review; CNBC, Bank of InfoSecurity; Security Magazine; Computer Weekly;, Gemini Advisory; ThreatPost; Colonial Website.

DarkSide uses double extortion ransomware which

Continuous

Key Takeaways

Ransomware Growth

62%

Global ransomware growth from 2019 through 2021

158%

Growth in ransomware usage in North America

A B

268,362
il

New malware variants were discovered in 2020

]
]
=

Double Extortion Defenses

Simulating attacks will highlight network
vulnerabilities and enable CISOs to proactively
defend organizations from threats

Penetration Testing

Monitoring network data logs can produce a
window of opportunity to detect and stop a
primary infection before it spreads

;IDE

=

onitoring

Employing robust backup plans can ensure that
business continuity is saved in the event of
entire network encryptions

(!

Backup Capabilities

Return To Table Of Contents



https://www.technologyreview.com/2021/05/24/1025195/colonial-pipeline-ransomware-bitdefender/
https://www.cnbc.com/2021/05/10/hacking-group-darkside-reportedly-responsible-for-colonial-pipeline-shutdown.html
https://www.bankinfosecurity.com/tracking-darkside-ransomware-gangs-profits-a-16682
https://www.securitymagazine.com/articles/94831-ransomware-soars-with-62-increase-since-2019
https://www.computerweekly.com/feature/Double-extortion-ransomware-attacks-and-how-to-stop-them
https://geminiadvisory.io/who-is-darkside/
https://threatpost.com/darkside-pwned-colonial-with-old-vpn-password/166743/
https://www.colpipe.com/safe-operations/cybersecurity-response

M Source: Pitchbook; IDC; ZDNet; CPO Magazine,

The Largest Ransomware Demand In History: acer

REvil Demands $50M From Acer In Double-Extortion Ransomware Attack On Microsoft Exchange Vulnerabilities.

Acer | Incident Overview

Advanced Electronics Company & Global PC
Market Leader With $2.5B Market Cap

New Taipei City, Taiwan

March 18, 2021

Double-Extortion Ransomware Attack Carried
Out By Cybercrime Organization REvil

Exploitation of Zero-Day Microsoft Exchange
Vulnerabilities

Ongoing As Of Publication

Amount demanded by REvil to decrypt Acer's
data, the largest ransomware demand in history

Time from negotiation that Acer has to pay
$50M, after which the ransom will increase to
$100M

Number of PCs that Acer shipped out in 2020,
representing a massive threat if REvil chooses to
carry out a supply chain attack

Contextualizing The Breach

"Targeted ransomware actors like REvil will see this as a particular
boon as the many bespoke steps of an attack can be short-circuited
with a direct attack on an organization’s Exchange server.”

- Oliver Tavakoli, CTO, Vectra

"The large demand suggests that REvil likely exfiltrated information
“a that is highly confidential, or information that could be used to
A launch Cyberattacks on Acer’s customers.”

1 - Ivan Righi, Cyber Threat Intelligence Analyst, Digital Shadows

gap where ransomware operators have more available attack surface,
meaning ransomware will become a bull market again.”
- Brandon Hoffman, CISO, Netenrich

o
<
9 "Attackers who saw the payoff from these supply chain attacks left a

"Ransomware is just another type of malware. It's very important to
employ multiple layers of security and monitoring controls in your
environment to help prevent this type of exposure.”

- Brent Johnson, CISO, Bluefin

Background Breadth Attack Vectors
Private Ransomware as a
Service (RaaS) Organization

Founded In April 2019

Organizations
Attacked Across

Profit In 2020 = Wholesale
[

e .
Ransomware @T%@ Professional RDP Sessions

Involves REvil Services oo
B Phishing
TR Software
Spent In 2020 1T Manufacturin o
On Expansion ' 9 Il other

CSO Online; Venafi; Tech Republic; Computer Weekly; BleepingComputer.

Key Takeaways

Q2O
@ Rising Ransoms &3> Double Extortion Attacks

" Ransomware attacks are shifting
from data encryption to data
exfiltration

REvil's enormous ransom indicates

even higher and more high-profile

ransoms are in store

" More than 1,000 companies had
their data leaked from not paying
ransomware demands in 2020 alone

S .
(a5 Ransomware as a Service

Acer's response will set a precedent
for future breaches and demands

== Microsoft Exchange

. " 2 out of 3 ransomware attacks are

Microsoft Exchange vulnerabilities €
Ransomware as a Service (RaaS)

have led to exploits on 30,000+ U.S.

organizations * RaaS demand is increasing, and 15
It took only weeks for this particular new affiliates emerged in 2020 alone
Microsoft Exchange hack to arise and = RaaS allows anyone who can pay to

be used on the high-profile Acer access Cybercrime technology

8{'@; Privileged access abuse continues to be a primary route for
v 8} ransomware breaches

= Organizations should seek a PAM solution and ensure their
data is properly access-controlled and encrypted

Privileged Access

To reduce human error and increase visibility during a
breach, organizations should implement a multilayer

network infrastructure with various security checks

Multilayer Networks

[@1 = Human error is still a primary security concern, causing 90%
&@ of successful breaches
[

= Employees should actively recognize unusual behavior, such

Security Awareness as data transfer events during odd hours

Return To Table Of Contents



https://www.idc.com/getdoc.jsp?containerId=prUS47274421
https://www.zdnet.com/article/ransomware-as-a-service-is-the-new-big-problem-for-business/
https://www.cpomagazine.com/cyber-security/acer-reportedly-suffered-a-revil-ransomware-attack-attracting-the-highest-ransom-demand-in-history-of-50-million/
https://www.csoonline.com/article/3597298/revil-ransomware-explained-a-widespread-extortion-operation.html
https://www.venafi.com/blog/7-data-breaches-caused-human-error-did-encryption-play-role#:~:text=Human%20error%20has%20a%20well,87%25%20the%20previous%20two%20years.
https://www.techrepublic.com/article/revil-continues-ransomware-attack-streak-with-takeover-of-laptop-maker-acer/
https://www.computerweekly.com/news/252493002/Double-extortion-ransomware-will-be-a-big-theme-in-2021
https://www.bleepingcomputer.com/news/security/computer-giant-acer-hit-by-50-million-ransomware-attack/

Municipal Water Treatment Attack: OLDSMAR

Threat Actors Leveraged TeamViewer To Access A Water Treatment Plant’s Controls To Modify Lye Concentration.

Bruce T. Haddock Water Treatment Plant | Incident Overview IT / OT Security Issues & Recommended Remediation

Why Cybersecurity In Infrastructure Matters

Industry Challenges

Poison the town residents by " Unidentified individual / group using noisy Recently, threat actors have been

. .. & haphazard techniques which points to a e
Assumed Motive: raising the lye content of water less s%phisticated i P / [_:_& SCADA distributing access to SCADA and ICS
f 100 11,100 ) . ) — [l &) Breaches systems on dark web markets, which are
rom ppm to 11, ppm " There is not enough information to identify —— increasinaly vulnerable to attacks
Attacker who caused the attack, but FBI and Secret < : TP gly vu
Profil Service are still investigatin The OT space faces increasing vulnerabilities
. rote 9ating through the convergence of IT & OT environments, ] )
Point of Entry: Identical User Passwords / compromising the traditional security of the air gap o . It is expected that the number of internet
TeamViewer VM *  Full attack rationale is unknown; the actions technique used to isolate separate domains == _Digital connected devices will double through
during the attack point to a deadly intent =9 Transition 2025 increasing the attack surface for

critical infrastructure

y, O The potential consequences of a
O [T-_@_\ Debilitating successful attack on critical infrastructure
"  Connected to the SCADA system, which was ! = Outcomes could disrupt other essential systems and

. . . accessible through a single password used . irei i
Attack Overview / Timeline by al employeesg gle p Ineicese [ OF sied's e entire industries
" Leveraged TeamViewer to access system 2019 to 2020 . .
controls and manipulate lye content to Infrastructure Security Best Practices

Method extreme levels

Contaminate Oldsmar, Florida's water
supply, poisoning residents and disabling

FL Assup1ed the water treatment plant

Bruce T. Haddock Water Motives

Treatment Plant

Target:

Enable bidirectional communication
Could act as a catalyst for other threat {@} VPN & between IT & OT environments, best
actors to target infrastructure with weak 9 O ()/ Z¢  Firewall deployed in a demilitarized zone for a
security measures O secured and regulated access protocol
" Demonstrates the ease at which some

1 Potential pieces of infrastructure can be breached organizations experienced at least one OT system
Ramifications and manipulated intrusion in 2020
Ensure employees are extended access to
1 Segregation systems on separate networks with

. o O O privileged access
Lye, or sodium hydroxide, is a caustic substance and can cause 3 3 / 1 5 /
chemical burns to the skin or internal corrosive damage if ingested O O
Extract & send key information, while
Of OT attacks in 2020 Of OT attacks in 2020 (/A Unidirectional  preventing inbound communication from
If the concentration change had gone undetected, it could have were committed via were attributed to ez Gateways OT environments without opening critical
resulted in the mass poisoning of Oldsmar, a town of 15,000 people Ransomware Remote Access Trojans systems to unwanted infiltration
(RAT)

Software & Password Exploit; Fortinet: State of OT Security; Gartner: OT Best Practices; IBM: X-Force Index; Reuters: Cyber Florida Hack, ZDNet: Hacker Modlifies Chemicals; Return To Table Of Contents

M Source: Company Press Releases, Public Press Releases, Axios: Mass Florida Poisoning, Bank Info Security: Water Treatment Hack; C&EN: Water Treatment Hack Effects; Forbes: Old


https://www.axios.com/cybersecurity-florida-mass-poisoning-45abf347-5ff7-4256-bc8d-af3ea3f0bbcf.html
https://www.bankinfosecurity.com/water-treatment-hack-prompts-warning-from-cisa-a-15988
https://cen.acs.org/environment/water/water-treatment-plant-hack-affected/99/web/2021/02
https://www.forbes.com/sites/leemathews/2021/02/15/florida-water-plant-hackers-exploited-old-software-and-poor-password-habits/?sh=11cd1c63334e
https://www.fortinet.com/content/dam/fortinet/assets/analyst-reports/report-state-of-operational-technology.pdf
https://www.gartner.com/doc/reprints?id=1-242JE25A&ct=200901&st=sb
https://www.ibm.com/security/data-breach/threat-intelligence
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https://www.zdnet.com/article/hacker-modified-drinking-water-chemical-levels-in-a-us-city/
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Major Industry Conferences | 2022

Momentum Cyber Will Be Attending & Speaking At A Number Of Cybersecurity Conferences Worldwide.

RSAConference?2022

San Francisco & Digital | February 7 -10
Jun. 6 - 9, 2022

inf@security

EUROPE

= CYBERWK

v4l2022

INSTITUTE

M Source: Conference Websites.

= RSA Conference provides an opportunity to learn

from 42,000+ attendees about new approaches to
information security, discover the latest
technologies, and interact with top security leaders
and pioneers

Infosecurity Europe is the region’'s number one
information security event featuring over 400
exhibitors showcasing the most relevant information
security solutions and products to 19,500+
information security professionals

CyberUK is the authoritative event for the UK's
Cybersecurity community attended by 2,500+
delegates. The event features content themed around
key emerging issues: the fast-evolving technology
landscape, and threat & national resilience

= SANS 2022 attracts 1,200+ Cybersecurity
professionals who are looking to improve their

security systems against the most dangerous threats.

SANS provides practical training that addresses the
challenges security professionals face daily

blgc’:k hat

\/

DEFC@N

Gartner,

Gartner Security & Risk Management
Summit

Black Hat is the world's leading information security
event. For more than 20 years, it has provided
17,000+ annual attendees with the very latest in
information security research, development, and
trends in a strictly vendor-neutral environment

Cyber Week, hosted by Tel Aviv University in Israel,
offers a unique gathering of Cybersecurity experts,
industry leaders, startups, investors, academics,
diplomats, and government officials

DefCon is one of the oldest and largest continuously
running hacker conventions around. The event
consists of several tracks of speakers about computer
and hacking related subjects, as well as Cybersecurity
challenges and competitions

Gartner Security & Risk Management Summit
provides attendees with proven practices and
strategies needed to maintain cost-effective security
and risk programs to support digital businesses

Return To Table Of Contents



RSAConference | Innovation Program for Start-Ups

High-Value Platform For Companies To Showcase The New Ways They Are Tackling Present & Future Cybersecurity Issues.

RSA Conference 2022 Innovation Programs Overview

- Behind every great Cybersecurity company is a stroke of genius that started it all. When it comes to getting those ideas off the ground, there's
RSACO N fe rence 202 2 no better place than RSA Conference. RSAC Early Stage Expo and RSAC Innovation Sandbox Contest are part of the RSA Conference Innovation

Programs, which present an opportunity for start-up companies to compete in and showcase their brilliant industry solutions.

San Francisco & Digital | June 6 -9 Click here to learn more about the RSAC Innovation Programs.

RSAC Innovation Sandbox Contest | Monday, June 6, 2022 RSAC Early Stage Expo | June 8 -9, 2022

Event Details

Event Details
Jud Panel B hHe RSA Conference 2022 Full Conference Pass, Expo Plus Pass, and Expo
oderator u gs ane . o x Pass holders can access the RSAC Early Stage Expo on
r‘\ ﬂ W% ? P Wednesday, June 8 and Thursday, June 9.
= = &= =% 4
2 (e - A RSAC 2022 Early Stage Expo Participants
a¥m WYA |

Liela pliloofar e il et Explore the RSAC Early Stage Expo participants you'll
Dor Howe Kocher Kramer Young

‘![;% € - Independent CATO flnd at RSAC 2022.
z Researcher

i Clj_eqk Point ENERGY IMPACT PARTNERS
RSAC 2022 Top 10 Innovation Sandbox Contest Finalists Registration Information

Click here to register for RSA Conference 2022.

Sources: RSAC Innovation Programs and Company Websites.
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®:.5.c | | Advancing Cybersecurity In The Global Health Sector

In Person Summit Discussing Information Regarding Preventing Cybersecurity Attacks On The Health Sector.

Selected Sessions 2021 Health - ISAC Fall Summit Overview
Segmenting OT Systems in a Cloud First World About Health - ISAC
This panel-style presentation by Booz Allen and a Top-5 Global Pharma client will provide the Health — ISAC is a trusted community of critical infrastructure owners and operators within the
audience with real-world examples of how Next-Generation Cyber Operations are being built to Healthcare and Public Health sector. The community is primarily focused on sharing timely,
meet the challenge of global coverage and around-the-clock protection. From 24x7 Tier1 actionable and relevant information with each other including intelligence on threats,
through Tier 3 IR triage, to strategies for OT detect & response, to building, testing and incidents and vulnerabilities.

maintaining crisis response capabilities from factories to board rooms.

Session Highlights
Software Build and Distribution Threat Model

. o . ] "T'@ Data Sources Logs Prioritization
Threat models are used to systematically identify Cybersecurity weaknesses in products as well
as processes. Supply-chain activities such as software build and distribution can be critical attack ) ) )
vectors for the Cybersecurity of a product. This presentation will demonstrate application of B Financal Exposure: The Common Language of Cyber Risk
threat modeling to a mobile application build and distribution process using the STRIDE
methodology. D Mobile Messaging Apps and Retention Policy
Selected Session Speakers =/  Symbiotic Vulnerability Management & Response

=&, Modernization of Security Operations

X The Ethics of Analytics

m Government Response to Ransomware

Omar Sheikh

Myles Wright-Walker
Associate Director Sr. Software Developer Security Engineer e'?‘e Networking Breaks
Organon Medtronic Medtronic

Sources: H-ISAC Website.
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Gartner. | Enabling Innovation: Secure The Future While Managing Risks

Virtual Summit Providing Valuable Insights On New Complexities And Risks Brought By Accelerating Digital Innovation.

Gartner Security & Risk Management Summit Overview

Whether its a chief information security officer (CISO) looking to improve his or her leadership skills, a security professional who

16-18 NOV. 2021
a rt n e r VIRTUAL SUMMIT needs practical advice to accelerate progress on their next initiative or a risk management leader trying to optimize the value of
® risk management investment, anybody will find their program, peers and strategic partners at this virtual conference.

Summit Coverage Topics Agenda / Track
Advanced Threat Application Securit
Protection PP y (2) N ,ob
1Y L i &
0006 —
Cloud Security Cybersecurity CISO Circle Management & Digital Risk Security Technology & Infrastructure
Leadership Management Architecture Protection Strategies

Identity and Access —~ e 0 OAGACAL
Management E K() [ E—llﬂ "':“ m

Vulnerability Management Business Enablement Market Dynamic & Technical Insights: Midsize Enterprise Diversity, Equity and
Evolution Architecture Inclusion

Data Security

I?, Risk Management

@E‘n@

Featured Gartner Experts

f
= { -~ | N8
N W 7 ) £
Jeffrey Wheatman Patrick Hevesi Katell Thielemann Roberta Witty Zaira Pirzada Neil MacDonald Jay Heiser
VP, Advisory Gartner VP, Analyst Gartner VP, Analyst Gartner VP, Analyst Gartner Principal, Advisory Gartner Distinguished VP, Analyst Gartner VP, Analyst Gartner

Sources: Gartner Website.
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22> | Protecting Energy Through Cybersecurity

Hybrid Platform Providing Attendees With Insightful Conversations, Best Practices, & Innovative Ideas Against Risks.

2021 API Conference Overview

For 16 years, the Annual APl Cybersecurity Conference has been the only Cybersecurity conference dedicated to the oil and natural gas industry and has a loyal and dedicated attendee base. It is also
volunteer-driven, both at the planning committee and speaker level. The APl Conference has consistently produced a compelling program, with a focus on safety, best practices, and innovation.

API 2021 Conference Program 2021 Cybersecurity Conference Sponsors
0. >
R 0
= b come @ccenture  Deloitte. DRAGO

o]
@ Regulatory Panel

E_gl CISO Panel

NETWORKS

API CybersSFgg;ig @ Pandemic RespTorgiE prOOfPOi nt@ ,/, pa |Oa|t0® r | S |< rec m

I%Sé} Cybersecurity Céigggéliirgzi -é_;% Next Generation S et )
' M SOC / Security
oo mavoads Orchestrton Solutions THALES '\ VERVE

Application Security

0

RAZ  Governance, Board

c‘: icati
A Communications, and SecDevOps

ZQEV N Risk Management

Cybersecurity
Architecture

Threat Intelligence Keynote Speaker
Sharing

Robert M. Lee is a recognized pioneer in the industrial security incident response and

Emerging / Recent threat intelligence community. He gained his start in security as a US Air Force Cyber

Cybersecurity Policy

Es

@ N\ B ® & 3

Threats and Law Warfare Operations Officer tasked to the National Security Agency where he built a first-
of-its-kind mission identifying and analyzing national threats to industrial infrastructure. He
Industrial went on to build the industrial community’s first dedicated monitoring and incident
\ he SANS Insti ICS51 hei i h

a®o Internet of Things Incident Response > ‘ response class at the SANS Institute (ICS515) and the industry recognized cyber threat

o- -0 : G @ Supply Chain intelligence course (FOR578).

oo Including Edge Management -

Computing

Sources: APl Group Website.
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oo | Defending The New Normal

Hybrid Platform Providing Attendees With Insightful Conversations, Best Practices, & Innovative Ideas Against Risks.

Cyber Defense Summit 2021 Overview

Mandiant's 2021 Cyber Defense Summit is held from October 5-7, with a focus on defending the new normal in Cybersecurity as the industry moves towards remote working and remote learning, as
well as increased reliance on the cloud. The summit is held as a hybrid event, both in-person and virtual, and features an agenda allowing Cybersecurity professionals to hold insightful conversations,
as well as discuss best practices and innovative ideas that can help protect against today's threats and tomorrow’s risks.

Event Agenda

Select Speakers Breakout Session Tracks

= Real-world intrusion scenarios at a
technical level.

= Business-level view into critical
cyber security topics

» Ex%c:ctll(ve = Targeted for executives, managers, Te_ls:rf;rétal = Targeted for security practitioners
il o board of directors, and lawyers and and what they need to know to
what they need to know about mitigate, detect, and respond to
Kevin Mandia Sue Gordon Christopher Krebs Cybersecurity Cyber attacks.
CEQ, Former Principal Deputy Director of Former Director, CISA, Dept. of
Mandiant National Intelligence, US Homeland Security

= Firekye in real-world security
environments

* Mandiant in real-world security
environments

Mandiant Firekye
SoTILrJ;cg(ns » Focused on how Mandiant solutions SoTILrJ;cg(ns = Focused on how FireEye solutions
— are used on the front lines of are used on the front lines of
Cybersecurity Cybersecurity
Sara Andrews Matthew Byrne Raymond Canzanese
SVP & CISO, Senior Manager Threat Intelligence, Director of Threat Research,
PepsiCo PwC Netskope

Return To Table Of Contents
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coupconcress | Enabling A Secure Future In Cybersecurity

NORTH AMERICA

Virtual-Only Platform Hosting Senior Experts To Discuss The Cybersecurity & Cloud Ecosystem.

Cybersecurity & Cloud Congress 2021 Overview

CYBER SECURITY &
CLOUD CONGRESS

NORTH AMERICA

Presented by TechEx, the North America Cyber Security & Cloud Congress 2021 is hosted virtually on the 29-30 September, covering two

days of top-level content and thought leadership discussions looking at the Cyber Security & Cloud ecosystem. The event focuses on a

20-30 September 2021 TECHEY series of top-level keynotes, interactive panel discussions and solution-based case studies with a focus on learning and building partnerships

Virtual Conference NORTHAMERIGA . . .
in the emerging cyber security and cloud space.

Event Agenda Select Speakers
Day 1: Enterprise Security Day 2: Privacy & Data
» Focused on security strategy for the = Focused on secure development for the
modern enterprise agile enterprise
. . . ) Manish Gupta Kurt John Sujeet Bambawale Doug Glair Hillery Hunter
Events center arquhd Network & E\(ehts center arouhd FuturAe_ proofing, Director, Global Cyber  Chief Cybersecurity Officer CIsO Principal Consultant, NA VP & CTO, IBM Cloud
Infrastructure, Building a SecOps Team, Digital Transformation, Resilience, Services
Incident Response, SASE, Cloud Security, Application Security, SDLC Security, and * o
Data Security, and oT Security Data-Centric Cloud Security % SIEMENS ISG TE=E=ES

5000+ 63% 21 250+ anJuna digita\element(@ ' SECURE

S
%

Attendees Speakers at Conference Tracks Speakers 20 .
(I SC) ProcessUnity ¥ (D RedTeam

Director-Level+ SECURITY CONSULTING

Sources: Cyber Security & Cloud Congress Website.
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CQA\ === | Acclaimed International Cybersecurity Event

Tel Aviv Univer Israel

Platform Providing Expert-Driven Content, High-Level Networking, And The World's Best Cybersecurity Speakers.

Cyber Week Resources Overview

Cyber Week 2021 Overview
Event Highlights

Cyber Week 2021, hosted by Tel Aviv University in Israel, offers a unique gathering of Cybersecurity
experts, industry leaders, startups, investors, academics, diplomats, and government officials. The event in ' ' _ N
2021 was hosted in a hybrid format, with opportunities for local and online audiences to attend. * Connect Interact with Cybersecurity peers, investors, and decision makers

Select Cyber Week Programs G h Learn Hear from international trail-blazers about Cyber’s best practices and
Jonathan Fischbein game changing ideas
Global CISO, The CISO Flix
Check Point
' eckrom ' O Discover Unearth some of the latest technology and Cyber solutions for
David Warshavski Attack from Hell: A View From the Frontlines of a = organizations
VP Enterprise Security, . . v
Sygnia Heavyweight Ransomware Extortion Attack
Yigal Unna Cyber Week Hot Topics
Director General, 2021 and Beyond, Threats and Opportunities
Israel National Cyber Directorate
Maty Siman g f ‘ ’-+_.
Founder & CTO, Appsec is More than Application Security
Checkmarx Ransomware Cyber & COVID-19 Cloud Securi Secure Supply Chains
y ty pply
Select Speakers
.- [ ]
Zs s Ny >

FraudCon BSides Maritime Security Aviation

\ 1 B . ) X )
Naftali Bennett Wendy Nather Ofer Schreiber Ubi Mokady Flavio Aggio
Prime Minister Head, Advisory CISO Team Partner Co-Founder, CEO CIso HHHE @ m
— afra]n ‘1. #72%% World Health - ; i ;
$%.) organization Critical Infrastructure Startups Intl. Collaboration Policy & Regulation

W

— cisco YLVENTURES CYBERARK' T
Return To Table Of Contents

M Sources: Cyber Week 2021 Website.



bl&ekhat | Convening Modern Information Security

Comprehensive Platform For Industry Leaders And New Players To Sync On InfoSec Trends & Developments.

Black Hat Conference 2021 Overview

leck hat

UsA 2021

JULY 31 - AUGUST 5, 2021

INFOSEC
KNOWLEDGE & NETWORKS

The annual Black Hat Conference convenes InfoSec experts from around the world to share their latest findings, open-source tools, zero-
day exploits, and other cutting-edge research on information security risks & trends. Additionally, the conference provides hands-on
offensive and defensive skill-building opportunities for InfoSec as well as information on various current events.

Briefings, Research, & Trainings

Business Hall

Contests

Black Hat Briefings provide Cybersecurity
professionals with the latest in information security
risks, research, and trends. Security experts present

research on topics ranging from vulnerabilities
within popular consumer devices, to critical
infrastructure threats, and everything in between.

Keynote Speakers

Next-Gen DFIR

Safeguarding
UEFI Ecosystem g
3 Alexander a

Sherri Davidoff,

Black Hat's Research Arsenal is a space for
independent researchers and developers to
showcase their latest open-source tools and

products. Participants are introduced to new tools
that strengthen their security toolkits.

Matrosov, Nvidia \ LMG Security
Notable Products
Cloud Sniper Cloudtopolis PurpleSharp 2.0

Cloud Security
Operations Platform

Zero Infrastructure
Password Cracking

Active Directory Attack
Simulations

Black Hat's Business Hall allows attendees to
network with security experts, cutting-edge
researchers, and InfoSec’s leading solution
providers. The Business Hall includes sponsored
sessions and events by major security players, as
well as the ability to discover new open-source
tools at Arsenal sessions.

LOGW/ARSS

Participants compete in a virtual jeopardy-style
capture the flag event. Competitors will use
LogRhythm Web Ul, alarms, and investigations to
find answers to the questions.

:*LogRhythmr

Black Hat Trainings offer attendees technical
hands-on courses on a vast array of attack and
defense InfoSec topics. These courses are led by
global security experts with the goal of defining
and defending tomorrow’s InfoSec landscape.

Prominent Courses

Sponsored Sessions

Scholarships

Initial Access Hacking Windows The Science of Social
Operations Infrastructure Engineering
FortyNorth Security Paula Januszkiewicz Social-Engineer, LLC

Key Topics Represented
- Cloud Ethical Human Incident
' OGRS &) Appsec Security ® Hacking Factors @ Response & loT
Malware =. Mobile ve Network Operating Pen Secure Security
Protection @ Security '{ Security . Systems Testing Crypto $ Policy

N\

h\ &’ DARKTRACE F:iZRTINET
CROWDSTRIKE

e -
.\g IBM Securlty LOCKHEED MARTIN

e Microsoft

SentinelOne

THREATLOCKER @ "'I;I? ICE I';I Ig

% paloalto (@ Qualys.

splunk>

% Black Hat Student Scholarship

X Black Hat Veteran’s Scholarship

E\%F EWF Women In Security

Scholarship

M Sources: Black Hat and Partner Websites.
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THIRD PARTY &

CCS | Ensuring A Secure Supply Chain Network

SUPPLY CHAIN CYBER SECURITY SUMMIT

Platform That Provides Companies With Case Studies On Third-Party Cybersecurity Implementation Practices.

Third-Party & Supply Chain Cybersecurity Virtual Summit Overview

THIRD PARTY & GIA GROWTH Led by the top information security professionals from leading companies, this summit provides attendees the
INNOVATION opportunity to discover case studies on optimizing enterprise vendor risk management programs as well as

]
[

? Global Group Y TN embedding and reviewing Cybersecurity practices within the supply chain. Through this summit, participants will be

14-15 APRIL 2021 able to understand the risks associated with third-party vendors from various perspectives, thereby enabling them to

SUPPLY CHAIN CYBER SECURITY SUMMIT VIRTUAL SUMMIT identify the right processes and solutions to implement in their own supply chains.

Summit Coverage Topics

Technology Bifurcation & Supply Measuring Cyber Risk of Vendor Residual Risk in Third-Party Cyber The Future of Third-Party Risk Evaluation of Third-Party Security
Chain Compliance Ecosystems Risk Ratings Management Resources & Standards
Implementing Continuous Cyber Building Third-Party Risk Effective Oversight to Mitigate Potential Risks of Shared Overview of IT Vendor Risk

Risk Monitoring Management Programs Potential Risks Assessments Management Tools

Building a Functional Sourcing European Framework for Blockchain Technology in Supply Risk Assessment of 5G Evaluating and Auditing IT

Model Cybersecurity Risk Assessments Chain Security Networks Security

Practical Tools for Data Breach Cloud Security Challenges & Third-Party Due Diligence at the Insider Threats in Remote Cyber Risks of 1oT and Al
Response Supply Chain Risks Global Scale Environments Automation

Technology Partners

® - . —
BITSIGHT  “¢barc @ LEVIZO “vpaloalto relleciiz r'Skaegch SecurityScorecard  S0Urce

Return To Table Of Contents
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KB4-C®N | KnowBe4's Fourth Annual Conference

Discussion Platform For Cybersecurity Experts To Increase Awareness Of Hacking Methods And Provide Insights For Defense.

KB4-CON 2021 Overview

KB4-Con is a Cybersecurity-focused event designed for CISOs, security

awareness training administrators, and InfoSec professionals that promotes

engagement across the industry and hosts over 11,000 participants. v=

Select Virtual Agenda Programs

Greg Kras
Chief Product Officer

b=

2021 Product Roadmap: Looking To The Road Ahead

Roger Grimes
Data-Driven Defense
Evangelist

Hacking Multifactor Authentication

Katie Brennan
Senior Director,
Product Services

Live Bait — Phish Better Than The Bad Guys

Compliance Audit

f- Jason Kelley
1 VP, Product Support

Stu Sjouwerman
Chief Executive Officer

~wBe ~\wBe

Kevin Mitnick
Chief Hacking Officer

Readiness Assessment

Stronger Together: Partner Enablement Through Technical
Training

Gauges an organization’s
readiness for Cybersecurity
Maturity Model Certification
(CMCQ) audit

Clint Watts
National Security
Contributor

/)

Keri Pearlson
Executive Director of
Cybersecurity

Theresa Payton
Former White House
CISO & Author

M Sources: RSAC Innovation Programs and Company Websites.

Phish Alert Button

Gives users safer and easier way to
forward email threats to security
team for analysis

KB4-CON 2021 Resources Overview

S
63

Security Culture and
Assessments (SCS & SAPA)

Creating Hyper-Engagement
through Deep Storytelling

eLearning for All: Inclusive Benefits of Game-Based

Security Awareness Training Learning
Security Awareness Training Q Two Truths and a Lie About
Planning and Deployment Q Your Compliance Program

MFA Authentication
Security Assessment

Domain
Doppelganger

Identifies malicious domain twins
and combines search, discovery,
reporting, risk indicators, and end-
user agreements with training

Helps organizations understand
their MFA security readiness and
identifies specific risks against MFA
hacks

Weak Password
Test

Browser Password
Inspector

Provides identification of users
saving weak, reused, or old
passwords

Checks organizations' Active
Directory for 10 types of weak
password-related threats

Return To Table Of Contents



RSAConference [ Innovation Program Start-Up Contests

A High-Value Platform For Companies To Showcase The Innovative Ways They Are Addressing Present & Future Cybersecurity Issues.

RSA Conference 2021 Innovation Programs Overview

RS/\Confe.rence2.021 For 30 years, RSA Conference has helped organizations build an unshakable foundation of resilience to overcome the impact of events that
May 17-20 | Virtual Experience threaten the way of progress. RSA Conference Innovation Sandbox Contest presents an opportunity for start-up companies to compete and

showcase their brilliant industry solutions. Learn more about RSAC Innovation Programs here.

RSAC Innovation Sandbox RSAC Early Stage Expo

RSAC 2021 Innovation Sandbox Moderator Judges Panel

RSAC Innovation Sandbox Contest puts the spotlight on Cybersecurity's boldest new innovators to compete ‘ (Q‘
with their potentially game-changing ideas. 10 finalists have 3 minutes to make their pitch to a panel of judges. d % 8 N /

Over the last 16 years, the top 10 finalists have collectively seen over 50 acquisitions and received $5.2 billion in @
5 W WA °

investments. To learn more from this year's RSAC Innovation Sandbox Contest, click here. N
a

. . Hugh Thompson Dorit Dor Niloofar Howe Paul Kocher Shlomo Kramer Christopher Young
RSAC 2021 Innovation Sandbox Winner Program Committee VP, Products Principal & Co-Founder & CEO  EVP, Bus Dev
Chair - Founder Security Entrepreneur
' Apiiro is a leader within DevSecOps and risk visibility. Its Industry-first Code Risk - o % RAZI VENTURES & Researcher CATO B® Microsoft
<> CPITO  piatform provides a 360-degree view of security and compliance risks across =R e
applications, infrastructure, developers’' knowledge, and business impact from RSAC 2021’s Interactive Sandbox Experiences

HQ: Tel Aviv-Yafo, Israel design to production.

(1 It's so hard to invent something completely new and get such Idan Plotnik Aerospace a AppSec Biohacking .. : : ICS
T Sandbox Sandbox Sandbox Sandbox

recognition from the market, customers, and the industry-expert RSAC CEO
Innovation Sandbox judges. We are honored by this recognition.

RSAC 2021 Top 10 Innovation Sandbox Contest Finalists Discover how aerospace | Learn how to exploit & Find out how security Engage with a curated
) . } — . companies are creating a secure vulnerabilities research is developing hack on an industrial
D SECURITY O a piro Ly Cape Privacy 3 p=DUC= secure environment | from the best of the best | solutions for healthcare process using TTP

4 d 2
OPEN ;,i RAVEN [ 4 SaTOH ; " WABBI WIZ f loT Red Team SANS Supply
) [io]), Chain Village

Sandbox Sandbox NetWars

Uncover innovative A community of Red- Compete with peers in a Explore how to impact

.‘ '. ' - -
m '~ AXONIUS 'g BiglD @uniFyip lp AT techniques to hack and | Teaming and Adversarial | cybersecurity challenge and manage cyber

SECURITI.ai o o o o . ]
secure loT devices attack simulation tactics to enhance skills supply chain issues

2020 2019 2018 2017 2016

Sources: RSAC Innovation Programs, Company Websites.
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Top Cybersecurity Investors Of 2021

Investors Continue To Capitalize On Investment Opportunities Across Specific Sectors.

Founded No. of Cyber  Recent Fund

Investor Highlighted Investments Recent Sector Investments

PARTNERS

Accel

@ TENELEVEN

COATUE

GLOBAL

1
vertex®
Lightspeed
GGVCAPITAL

#Forgeran

Date

1995

1972

1983

2014

1999

2001

2013

2000

2000

2015

New York,
NY

Menlo Park,
CA

Palo Alto,
CA

Burlingame,
CA

New York,
NY

New York,
NY

Palo Alto, CA

Menlo Park,
CA

Menlo Park,
CA

San Mateo,
CA

Investments

31

21

16

16

15

14

13

12

11

Size ($M)

$9,542

$999

$650

$175

$707

$175

$175

$890

$1,830

$450

persona
Series C

I Fireblocks

Series E

a Socure

Series E

AURA

Series F

¥ panther
Series B

Series D

ADAPTIVE
SHIELD

Series A

noname
Series C

torq-

Series B

noname
Series C

@ Plume
Series E

IQEEF"I-t

Series B2

N netskope
Series H

Series D

persona
Series C

snyk

Series F

© 5o

Series A

* netskope
Series H

DRATA

Series B

@ ermetic
Series B

wiz
Series C

S|SALT
Series C

snyk
Series F

ANCHORAGE
DIGITAL

Series C

Series E

FoRTER
Series F

i AXONIUS
Series D

[ OC]UQ
Series E

drca

security

Series C

Series B

Risk & Compliance
Cloud Security

Cloud Security
Endpoint Security

Cloud Security
Data Security

= Cloud Security

Fraud & Transaction Security

Blockchain
Cloud Security

Fraud & Transaction Security
Data Security

Risk & Compliance
Data Security

Cloud Security
Risk & Compliance

= SecOps / IR / Threat Intel

Data Security

Data Security
Identity & Access Mgmt.

Data Security
Identity & Access Mgmt.

Risk & Compliance
Data Security

Network & Infra. Security
Risk & Compliance

Identity & Access Mgmt.
SecOps & Incident Response

Application Security
Identity & Access Mgmt.

Blockchain
Application Security

SecOps / IR / Threat Intel
Digital Risk Management

Application Security
Identity & Access Mgmt.

loT
Risk & Compliance

Application Security
MSSP

Return To Table Of Contents

M Source: Momentum Cyber Proprietary Financing Transaction Database, Pitchbook, Company Website.
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2021 M&A Snapshot

Deal Volume

Security

$77.SB 286 Consu|ting in 2021
Deal Volume Transactions was the most increased
active sector 295% YoY
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2021 Financing Snapshot

Total Deal
Count in 2021
increased 43%
YoY

Risk &
Compliance
was the most
active sector

$29.3B 1,042
Capital Raised Transactions
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MOMENTUM CYBERSECURITY GROUP, LLC
101 2nd Street, Suite 1275, San Francisco, California 94105
8601 Ranch Road 2222, Building 1, Suite 290, Ausin, TX 78730

For Inquiries Or Information On The Cybersecurity Alamanac Please Contact Momentum Cyber at: almanac@momentumeyber.com
Securities transcations offered through Momentum Capital Markets, LLC, Member FINRA and SIPC



